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Use Case:  Identification aspects of Auditing, Forensics, Logging, and Reporting

Description/User Story 
Identification is a key aspect of accurate and defensible audit and forensic activities.  Logging and reporting mechanisms support audit and forensic interests, as well as general business intelligence.  Maintaining an identification trail for auditing, forensics, logging and reporting is essential to transactional integrity and non-repudiation.
Maintaining a chain of identity is especially challenging as transaction environments migrate within and between public and private clouds and with workloads that are suspended and resumed.
This use case presents the requirements for transactional integrity and non-repudiation of auditing, forensics, logging and reporting in cloud computing.  These functions are required to validate compliance and assure governance.

Goal or Desired Outcome 
The goals of this use case are to:
· Outline the problems associated with identification aspects of auditing, forensics, logging and reporting in cloud computing
· Describe how identity lifecycle functions such as federation, identity brokering, and BYOI (Bring Your Own Identity) form the basis of identity for transactional audit and forensics
· Recommend elements necessary to support a strong chain of identity for auditing cloud computing
· Recommend elements necessary to support a strong chain of identity for forensic analysis of cloud computing
· Identify which user, process, or actor performed an action
· Validate transactional integrity and perform transaction identification, even when obfuscation methods such as encryption and tokenization are employed
· Provide for sufficient strength of process to enable non-repudiation of transactions and a chain of evidence for forensics

Artifacts created include log and audit pointers between disparate systems.


Categories Covered 
Logging and reporting mechanisms that support audit and forensic needs dictate that all Identity Management categories are applicable to this use case.

Applicable Deployment and Service Models 
Cloud deployment and service models covered by the use case include:
· Cloud Deployment Models
· Private
· Public
· Community
· Hybrid
· Service Models
· Software-as-a-Service (SaaS)
· Platform-as-a-Service (PaaS)
· Infrastructure-as-a-Service (IaaS)
· Other (i.e. other “as-a-Service” Models)

Actors 
· Actors and roles that take part in the use case include all functions, such as administrator, user, process, proxy (acting on behalf of), service, agent, thread or other.

Systems 
· Systems include any and all device, endpoint, server, network component (i.e. router, switch), database and especially identity management systems.

Notable Services 
· All services (security or otherwise) contribute to the identity management aspects of the use case.  Most notable are services that assert trust or are otherwise relied upon as factors of trust.  These services include:
· Certificate Management and Certificate Authorities
· PKI and Key Management
· Digital Signatures
· Encryption
· Tokenization
· Remote Attestation
· DNS (Domain Naming Service)
· Active Directory
· Kerberos
· LDAP
· Federation
· SSO
· OpenID
· Trust Brokers

Dependencies 
· The accuracy of information relied on for audit and forensics is highly dependent on the information being:
· Timely and uninterrupted
· Complete and Fit to Purpose
· Tamper Evident
· Properly handled to establish and maintain a chain of evidence

Assumptions 
· This use case relies on the organization understanding and configuring for applicable laws, regulations and governance requirements.
· A listing of any assumptions made about the use case including its actors, services, environment, etc.

Process Flow 
Key processes include:
· Lifecycle Management for Identity and all processes tied to or reliant upon Identity.  From provisioning to de-provisioning, the lifecycle must show how a root of identity is established and maintained for non-repudiation of transactions and forensic analysis.  Illustrate how identity is consumed, expressed, validated, and utilized in historical context.
· [bookmark: _GoBack]Especially privileged and administrative functions, such as an admin deleting and reinstating an account and the impact on the chain of identity.
· Forensic response process, including what details and elements to hand over – block level vs. logical block level.  Describe how cloud identity aspects of forensic analysis differ from static + physical  dynamic + virtual.
· Key Management
· SCAP
· Trust:  Root of Trust, trust establishment and trust enclaves, authority for signing logs in multitenant environments, etc.
· Aspects unique to IaaS, PaaS, SaaS
· Management of Identity audit and forensics through Configuration Changes
· Audit:  Common auditing standards, important considerations, define “audit” as both an event and the act of being audited.  Logging aspects in each use case
· Proper identification aspects and granularity essential to defensively prove compliance
· Services isolation aspects, separation of duty and unique ID from an identity perspective, non-repudiation + tie to user or process acting on behalf of
· Attestation:  Attesting who has access to what, RBAC

A detailed stepwise flow of actions that comprise the use case is TBD.

Notes:
Gene Golovinsky from AlertLogic has a presentation sent to IETF
around Auditing.
http://www.ietf.org/mail-archive/web/clouds/current/msg00135.html

Further collaboration on this use case between Kurt (Citrix), Matt R. (IBM) and Andy (Axciom) is required.

There is a working group called cloudaudit.org that is working on format for auditing in the cloud. 
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