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Key Encoding

Two parties receiving the same key as a Key OCTET STRING must make use of the key in exactly the same way in order to interoperate.  To ensure that, it is necessary to define a correspondence between the abstract syntax of Key and the notation in the standard algorithm description that defines how the key is used.  The next sections establish that correspondence for the algorithms AES [AES] and TDEA [SP 800-67].
AES Key Encoding

[AES] section 5.2, titled Key Expansion, uses the input key as an array of bytes indexed starting at 0.  The first octet of Key SHALL become the key byte in AES labeled index 0 in [AES] SHALL be the first octet of Key, and the other key bytes SHALL follow in index order. 

Proper parsing and key load of the contents of Key for AES SHALL be determined by using the following Key octet string to generate and match the key expansion test vectors in [AES] Appendix A for AES Cipher Key: 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c.

Triple-DES Key Encoding

A Triple-DES key consists of three keys for the cryptographic engine (Key1, Key2, and Key3) that are each 64 bits (even though only 56 are used); the three keys are also referred to as a key bundle (KEY) [SP 800-67].  A key bundle may employ either two or three mutually independent keys.  When only two are employed (called two-key Triple DES), then Key1 = Key3. 

Each key in a Triple-DES key bundle is expanded into a key schedule according to a procedure defined in [3DES] appendix A.  That procedure numbers the bits in the key from 1 to 64, with number 1 being the left-most, or most significant bit.  The first octet of Key SHALL be bits 1 through 8 of Key1 with bit 1 being the msb.  The second octet of Key SHALL be bits 9 through 16 of Key1, and so forth, so that the trailing octet of KEY SHALL be bits 57 through 64 of Key3 (or Key2 for two-key Triple DES).

Proper parsing and key load of the contents of Key for Triple-DES SHALL be determined by using the following Key octet string to generate and match the key expansion test vectors in [SP 800-67] appendix B for the key bundle:

Key1 = 0123456789ABCDEF

Key2 = 23456789ABCDEF01

Key3 = 456789ABCDEF0123
