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In the development and review of the Query and Response Draft Specification, the Query/Response/API Subcommittee of the Electronic Filing Technical Committee (Q/R Subcommittee) noted several issues that were pertinent to our work, but beyond the scope of this task.  We document those issues here and refer them to the Court Filing Technical Committee for further consideration and appropriate action.

Sub-elements vs. Attributes

A reasonable case can be made for choosing either sub-elements or attributes, though the tendency of the Court Filing TC seems to be sub-elements.  Is that intentional?  Is it a formal rule of the group?

Issue for the TC: The Q/R Subcommittee requests clarification on the rule for the use of sub-elements and attributes

totalParameters

This specification calls for totalParemeters, but does not specify the error conditions or actions that should be taken if there is a mismatch.  A minority position holds that a total can be calculated rather than stated.

Issue for the TC: Is a check sum necessary (e.g., total number of arguments submitted)?  If so, should the specification include directions on what to do if the transaction fails the check sum?

responseRow

The Q/R Subcommittee determined that, whenever possible, this specification (and others developed by the Court Filing TC), should use the data structures established by the Court Filing specification.

Issue for the TC: Is element as high as we can go in re-using data structures, or are there other nested values that we can employ in this and other pending specifications?  Will the emerging “Reconciled Dictionary” affect or address this issue?

getActorRole

The Actor and Role model in Court Filing is extremely flexible.  It also runs the risk of being vague or ambiguous, as it may be interpreted differently in various implementations.  In theory, data configuration management policy will designate and define roles.  In practice, some normative definitions may help promote a common understanding of the key actor types and the roles they play in the transactions being defined by this and other subcommittees.

Issue for the TC: Should the Court Filing Technical Committee develop and define a list of normative actor roles?

Authentication

The Query and Response specification assumes that some courts will want to provide “privileged: access to certain requestors, based upon the requestor’s role in a given case, and/or the requestor’s status relative to the information being requested.  An example of the former could be a party to a case having access to any docket entries or documents filed by or on behalf of that party.  An example of the latter might be a probation case working having access to case types and document types that are not available to the general public.

Any provision to distinguish what privilege should be associated with a requestor depends upon some authentication of that requestor’s identity and/or privilege level.  Many courts will want to verify the identity of a requestor, and match that ID to a specific security profile within their information management systems.  Others may be comfortable with contract provisions that require the Electronic Filing Service Providers (EFSPs) to authenticate a user/requestor and submit a pre-defined privilege level or status with the request.

The specification does not endorse or require either method, but makes provision for these implementation models by including optional elements for authentication and privilege level.

Issue for the TC: Does the Court Filing Technical Committee want to endorse, adopt or require a specific authentication method for identifying filers and requestors?

Security

The Query and Response specification does not include a security model.  The above-referenced optional elements related to authentication are not meant to imply that adoption of a particular authentication model will ensure secure transaction and secured/appropriate access to court information.

The Subcommittee considers this a key area to be defined and referenced by this and other specifications being developed for the Court Filing Technical Committee.  We also recognize that the subject, while critical to the operational integrity of any model, is beyond the scope of our consideration in this specification.  Much good work on the issues and standards related to security is being undertaken the in the technology industry in general and the justice and public safety community in particular.

Issue for the TC: How will we monitor, evaluate and incorporate/reference emerging security standards into this and other specifications?   Meanwhile, what language is appropriate to include with the specification to alert implementers that this is an open issue?

