Interoperability Observations

For LegalXML ECF TC

We submitted a process model description for case initiation into the Tybera eFlex system that is functioning in the Utah District Courts.  Our intent was to follow the example description that was provided by the Process Model Committee.  

After reviewing my submission and the example included in the request from the Process Model Committee, there were a few observations that I want to make.  As I mentioned in the July meeting in Washington D.C. the current concepts of ECF are based on one-way processing instead of two-way.  I did not feel that what I submitted will clearly identify this concern. 

In addition to this, there are other aspects of the ECF standard that I do not think would come out of this process model that I feel we should discuss.  These issues deal with the philosophy of how to extend the current ECF 1.1 into ECF Blue such that interoperability is more likely to occur.  Having had the opportunity to read other documentation on other systems and comparing it to eFlex, I can see there are significant issues that either must be addressed as part of Blue, or the concepts of interoperability need to be dropped. I am also trying to speed up the development of Blue.

Scope and Comparison

The first item that I want the committee to address is the development of a philosophy and strategy to control the extensions that will change ECF 1.1 into ECF Blue.

There is a fundamental part of the standard we need the committee to consider for all of LegalXML.  The original goal of LegalXML was to create an open environment where attorneys can electronically file documents to the court.  We have seen that ECF 1.1 is very limited in what it can support. It does not provide all the requirements needed to make a complete system.  Therefore the committee needs to define the scope of what we are going to accomplish with ECF Blue.

The ECF 1.1 XML specification that we can base our current work on is the DTD that describes how to embed information into an XML envelope and carry data for the submission.  Through the discussion of layered interoperability we have learned that there are many other aspects of an electronic filing system, which are not defined, but are needed in order to have a complete solution.  For example:  

· Should the payment process methods be part of Blue?  Should it be part of the envelope or defined by something else?

· Should user authentication, electronic identification, or security be part of Blue?  Should it be part of the envelope or defined by something else?

· Should Blue be a two-way automation model or a one-way automation model?  What does that mean to the envelope?

Another item that continues to be exposed in RFPs we read is Notification. 

· Should the process of how Notification takes place be part of Blue?  Should it be a component of the envelope, or something else?

The requirements can go on and on, and unless we are more specific about the scope of what Blue is going to accomplish, and what interoperability we expect to achieve, Blue may be no better than ECF 1.1. 

Some of the members have provided documentation on the ECF 1.1 DTD regarding the changes that they have made thus far.  Since I submitted documentation on our changes to the DTD, we have found an additional element or attribute that needs to be included.   However, the changes in the DTD only scratch the surface of the issues we need to address to achieve interoperability.  This is a result of the limited experience that different implementations have achieved to date.

Translating the ECF 1.1 DTD to conform to JXDD will not address the functional issues or help us gain knowledge of the problems we are experiencing with ECF 1.1.  Before we can define ECF Blue we must have more experience.  Before we can have more experience we need more courts willing to implement test systems. 

The scope of an entire efiling system, as originally envisioned, may be too large for the committee to deal with in Blue. The more the committee deals with various aspects, the more strength the committee will capture.  The less the committee addresses the less valuable the standard is, and if we are not careful we could loose control and our value will disappear.

To further explain the issues that I am concerned about I will attempt to compare some aspects of two systems based on the information available.

There is currently a system (SystemX) that uses WDSL to add web services to deal with the limitations of the ECF 1.1 DTD.  In addition to the web services, SystemX developed additional schemas to provide some of the structured definitions for passing data.  Their web services include:

· An authorization service,

· A data service to communicate data to the EFM and to the EFSP,

· Information services for user names and profiles,

· Information services to synchronize filing information between the EFM and EFSP.

The authorization services are used for login and all web service, which includes authorization of the EFSP and the end user to the EFM.  The service for user names and profiles allows the EFSP to register the users to the EFM.  The filing information service exposes filing services for interoperability between the EFM and EFSP.

In addition to the ECF 1.1 DTD, which they translated to a schema, the following XML schemas were developed:

· Synchronize the inbox of the filers and clerks,

· Provide structures to give information to the EFSP about a jurisdiction,

· Provide structures for looking up data in the EFM,

· Provide structures for describing the payment and pricing for filings,

· Provide structures for sending user information during registration.

The Tybera eFlex system embeds the EFSP and end-user authentication into the envelope.  SystemX uses web services for the user to login to the EFSP and the EFM. SystemX used web services to handle the payment process, while the eFlex system uses methods of embedding the payment concepts into the ECF 1.1 envelope.  As I continued to review SystemX, I saw a pattern of defining web services and additional schemas to deal with limitations, while the eFlex system adjusts the envelope to deal with the limitations.

Tybera’s eFlex uses a Distributed Authentication system while SystemX seems to centralize their authorization information at the EFM.  That is, all usernames, user-profiles, and even passwords are known at the EFM.  Tybera’s eFlex does not need to know all users at the EFM in their security model, while SystemX does.

By utilizing the envelope we feel that it keeps the EFSP and the EFM loosely coupled. Using web services tightly binds the EFM and EFSP together.  The methods of handling the limitations of the ECF 1.1 standard between SystemX and Tybera eFlex are moving in opposite directions.  The interesting problem is that the process model did not expose these issues.

If Tybera wanted to participate as an EFSP in SystemX, or if an EFSP provider participating in SystemX wanted to connect to the Utah EFM, both systems would have to be completely redesigned.

Tybera’s goal is to figure out how to extend the envelope to make a system work, while SystemX appears to be going outside the envelope to complete their system.

The scope of what the LegalXML community wants to accomplish needs to be reviewed. The scope of Blue needs to be more clearly defined, with guidelines for controlling some of the layers of interoperability functions.

One-way vs. Two-way Processing

The LegalXML ECF 1.1 concepts utilize a one-way process, that is an EFSP makes a query or submission to the EFM and the EFM returns a response.  This behavior is a client/server relationship where the client makes requests and the server responds.  In the mid-90s I was involved in a project where we were using CORBA technology.  CORBA stands for Common Object Request Broker Architecture.  (To learn more visit www.omg.org/gettingstarted/corbafaq.htm). As we extended the capabilities of our project we realized that CORBA had limitations that prevented us from completing our project.  We realized that the client and server relationship in CORBA never reversed.  That is, a client acted like a client and a server acted like a server and these roles never switched.  The standard behavior is that the client makes a request and the server responds to the request.  This works well for database applications where a client interface makes a request and the database server returns a response to the client.  The challenge we discovered is that there are times in certain applications when the server is processing a request and encounters a situation where additional information is needed from the client.  At this point, the server needs to initiate a request to the client and get a response.  Because the roles could not be switched we abandoned CORBA.

Reviewing the behavior of the EFSP and the EFM, the DTD was designed so that the EFSP creates a submission or query and receives a response back.  The ECF 1.1 concepts were not designed for an EFM to initiate a query or submission to the EFSP. 

The need for the EFM to make a query to the EFSP appears to exist in SystemX. The Tybera eFlex system is designed to allow any function to be initiated by either EFSP or EFM.  SystemX uses web services to overcome some of these problems.  Web services are not limited to one-way processing.  The Tybera eFlex system believes that all aspects of communication need to be reflective, that is, either side can initiate a request for any function that the other side supports.

An example of when an EFSP might want to receive information from the EFM is when a judgement is complete, even when the EFSP did not make a request.  The EFM may notify all participants through EFSPs that a judgement has been made and embed the judgement into the submission.

The challenge with implementing a two-way system is how it affects the security/authentication model.  This means that the authentication of an EFSP, EFM, or end-user must be controlled at each node and not centrally.  Here is a graphical representation of what this means:
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This system centralizes control of the EFSP and all end-users at the EFM.  The EFSP systems become reliant on the EFM.  The EFM knows all users and the users must be maintained at the EFM.  The EFSP vendors only know the end users of their respective systems. 

If a user of EFSP2 wanted to notify someone at EFSP4 of a proposed judgement and did not want to post the document to the courts, how would this take place?  EFSP2 would initiate a submission, but in a one-way system the submission would go to the EFM.  The EFM would then have to initiate a submission to EFSP4 and the one-way client-server behavior is broken.  In the one-way system EFSP4 is always a client and therefore cannot receive information without first initiating a request.
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In this diagram, no node in the network is reliant on any other node. Each node must establish authentication policies and behaviors for each node they want to communicate with.  This means the EFSP needs to have its own control and cannot be reliant on a given EFM.  The EFSP must instead be configured to understand that it can send and receive to the various EFM and EFSP systems.

To demonstrate this problem, suppose that two different district courts in a given state wanted to install EFMs from different vendors.  In a centralized authentication model all EFSP providers would become reliant on both EFM systems.  Assuming that by some miracle both EFM providers used the same centralized authentication process then both EFM systems would have to maintain all user accounts and profiles.  The chances of both EFM systems using the same centralized authentication could only happen if this feature were controlled by the ECF Blue standard.  But a centralized system of this nature would weaken the security of the system.  As the user information is distributed to each new EFM, the security of the system becomes more vulnerable.

 Now, taking the example from above where a user of EFSP2 wants to notify someone in EFSP4 of a proposed judgement, and did not want to post the document to the courts, how would this take place?  Who would EFSP2 initiate a submission to?  Which EFM is going to control the situation?  The chances of this situation occurring between two counties in a given state are extremely high from what we have seen.

The point I am trying to make is that security is a critical part of interoperability.  The security model adopted impacts the operation of both a one-way and two-way system.  The two models described above do not interoperate.  I have seen other systems that have utilized firewalls to deal with the security and this is an alternative to what Tybera has developed for two-way automation but the scalability of using firewalls is limited.  Even if a state were to develop a security/authentication model that all courts within the state had to conform to, and that model does not go across multiple states, the EFSP vendors may have to develop new code for each state depending on what model was utilized.  This does not seem to be a good business opportunity.

It is my position that the more we can embed in the envelope to make a complete system function, the more influence and value the LegalXML community will have.  The sooner we can begin to expose and discuss more of these issues the faster ECF Blue will occur. The more we allow functionality to go around the envelope the less valuable ECF Blue becomes.

It is my hope that this discussion will help move ECF Blue forward faster.  I think that we can discuss the process models at CTC8 and then begin to accept proposals for Blue quickly.
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