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1 Introduction

This document considers the potential technical application of the OASIS Digital Signature Service (DSS - ref current committee draft to be added) to the authentication requirements for e-notaries.   The aim of this requirements document is to lead towards a profile of the OASIS DSS protocol in support of some or all these notarisation functions within the electronic domain.

The requirements analysis is based the five distinct aspects of notarisation identified in the ABA eTrust Subcommittee Mission Statement.

Note that the document currently identifies potential technical requirements for an XML based solution, assuming that such a technical solution to the given form of authentication may be required. 

2 Analysis Against ABA eTrust forms of Authentication

2.1 Notary authentication

Description

A Notary authentication is the authentication of the seal, signature and capacity of a notary or other official to have performed a notarial act as requested by the document holder in compliance with other United States’ or foreign jurisdictions’ requirements. Typically, a commissioning official may issue a certificate of authority or an Apostille as evidence of the authenticity of the Notary’s seal and signature. Unlike notarization, notary authentication does not require the physical presence of the notary before the official who authenticates. Authentication may be performed on the basis of either or both of the Notary’s commission seal and stored signature. In the future, notary authentications may be performed using some secure, automated machine processes, but this subcommittee will not make recommendations regarding these processes at this time.

Technical Requirement

In technical terms this requires a form of assertion as to the authority of a notary as identified through the seal or signature.  This can be represented in XML using a SAML assertion.

If this assertion is to be available for relying parties using a seal or signature then the SAML assertion should be included as a property of XML signature.

The assertion needs to be securely bound to the tamper evident authentication so that the application of the assertion to the notarised document can only have been carried out under control of the authorised notary.

2.2 Document authentication 

Description

The execution of an “authentic act” by an appointed civil-law Notary. A document authentication includes “the particulars and capacities to act of any transacting parties, a confirmation of the full text of any necessary instrument, the signatures or their legal equivalent of any transacting parties, the signature and seal of a civil-law notary, and such other information prescribed by the Secretary of State” (see e.g., Chapter 118, Florida Statutes)

Technical Requirement

Generally this is outside the scope of DSS profile. 

However, signatures may be validated using the DSS signature validation service.

2.3 Identity authentication

Description

The process of identifying an individual who appears before a Notary Public or other official qualified to administer oaths and requests a notarial act in connection with the individual’s participation in a transaction. Identity authentication is typically prescribed by state or federal law and can typically, as set forth in applicable laws, regulations or statutes, occur as a result of the personal knowledge of the individual by the Notary, the presentation of acceptable identification documents to the Notary by the individual, or the personal appearance of a credible identifying witness who takes an oath or affirmation from the Notary to vouch for the individual’s identity.

Technical Requirement

Generally this is outside the scope of DSS.

2.4 4 Non-repudiation authentication

Description

The process of questioning a signer by a Notary or other official qualified to administer oaths to determine that the signature is affixed voluntarily, and for the purposes stated in the document. A notary journal entry with signer’s signature may be prima facie evidence of the signer’s intent.

Technical Requirement

An electronic copies of such evidence may be included as a separate protected object in a DSS / XML Signature.

2.5 Tamper-evident authentication

Description

A process with regard to electronically assisted notarizations whereby a notarized electronic document can be examined to determine whether tampering with the contents occurred after a notarial act was executed, which is typically accomplished by means of cryptography such as hashes, digital signatures, and digital certificates.

Technical Requirement

Tamper Evident Authentication can be provided by using a DSS service which produces an XML signature.

