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1 Introduction

This document defines a Document Signature Profile, as called for in section 6 of [ECF 3.0].  The purpose of the Symmetric Key Document Signature Profile is to provide a signature encoded in the W3C XML Signature syntax specified in [XMLSIG] that is created by a trusted entity, on behalf of the signer, using a symmetric key shared known only to itself.

The originator of the signed document may request the signature using any form of authentication that is acceptable to the proxy (e.g. password submitted over secure channel).  The symmetric key signature algorithm produces a secure digest of the protected document (for example by encrypting a hash) in a manner that can be re-created without knowledge of the symmetric key.

As with all Document Signature Profiles, the purpose of this profile is to define an allowable XML syntax for the content of the SignatureType structure, as defined in the urn:oasis:names:tc:legalxml-courtfiling:schema:xsd:DocumentType-3.0 namespace.

1.1 Terminology

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC 2119].

The XML Namespace prefix xsd, whenever it appears in this document, represents the http://www.w3.org/2001/XMLSchema namespace.

1.2 Normative References

[RFC 2119]
S. Bradner, Key words for use in RFCs to Indicate Requirement Levels, http://www.ietf.org/rfc/rfc2119.txt, IETF RFC 2119, March 1997.
[ECF 3.0]
LegalXML Electronic Court Filing 3.0, http://www.oasis-open.org/apps/org/workgroup/legalxml-courtfiling/

, OASIS, 2005

[XMLSIG]
XML Signature Syntax and Processing, http://www.w3.org/TR/xmldsig-core/, W3C and the Internet Society, 2002.


[XAdES]
XML Advanced Electronic Signatures, http://www.w3.org/TR/XAdES/, ETSI TS 101 903and W3C Note, February 20, 2003

[DSS]
T. Perrin et al, Digital Signature Service Core Protocols, Elements, and Bindings, http://docs.oasis-open.org/dss/v1.0/dss-v1.0-spec-cd-Core-r03.pdf, OASIS 24 December 2004

2 Profile Design

This section describes the design of the Symmetric Key Document Signature Profile and identifies how it satisfies the requirements of a document signature profile listed in Section 6 of the [ECF 3.0] specification.

2.1 Document Signature Profile Identifier

The identifier for this Document Signature Profile is identical to the identifier for its namespace, namely:

urn:oasis:names:tc:legalxml-courtfiling:schema:xsd:SymmetricSignature-1.0
2.2 Satisfaction of Document Signature Profile Requirements

The Symmetric Key Document Signature Profile satisfies the requirements of Document Signature Profiles as defined in section 6 of [ECF 3.0], as follows:

1. Signer name assertion - The signer’s name is provided in the REQUIRED SignerName element.  SignerName MUST be the same as the RequesterIdentity within the XML signature properties.

2. Signed date assertion - The date of signing of the document is provided in the REQUIRED SignedDate element.   The SignedDate MUST be the same as the date component of the signing time within the XML signature properties.

3. Multiple signatures - Multiple signatures are provided for by the unbounded upper limit on the Signature element within the SignaturesType structure.

The XML Document Signature Profile satisfies the optional non-functional requirements defined in section 6 of [ECF 3.0] as follows:

1. Signer and date non-repudiation – Symmetric key signature algorithms applied by a trusted entity can be used to support non-repudiation of the signer and signing date.  Firstly, as the trusted entity authenticates the user the identity of the signer is assured.  Secondly, as the signature can only be created by the trusted entity, because only the trusted entity knows the symmetric key, the signature cannot be forged by other parties.   Similarly, as the signing time is included in the signature this may also be assured.

2. Document integrity – Symmetric key signature algorithms can be used to provide document integrity through inclusion of a hash or other one-way function of signed document that is keyed or encrypted using a symmetric key shared with a trusted entity.  Because the signing date and document are included in the signature, and the entire signature is computed using a key known only the trusted entity, the receiver can verify that the document has not been altered through the trusted entity.

3. Document signature auditing - The Signatures element can be extracted from the CoreFilingMessage and persisted for later retrieval and examination.

3 Schema

3.1 Court Filing Signature-Type

To be valid according to this profile, a CoreFilingMessage (as defined in [ECF 3.0]) MUST contain the element Signatures, as defined in the following schema, in place of the xsd:any wildcard appearing in the SignatureType type definition in the urn:oasis:names:tc:legalxml-courtfiling:schema:xsd:DocumentType-3.0 namespace.

<xsd:schema

xmlns:xsd="http://www.w3.org/2001/XMLSchema"

xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

xmlns:symsig="urn:oasis:names:tc:legalxml-courtfiling:schema:xsd: symmetricSignature-1.0"

targetNamespace="urn:oasis:names:tc:legalxml-courtfiling:schema:xsd: symmetricSignature-1.0"

elementFormDefault="qualified" attributeFormDefault="unqualified">

<xsd:import namespace="http://www.w3.org/2000/09/xmldsig#" 

schemaLocation="http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-schema.xsd"/>

<xsd:element name="Signatures" type="symmetricsig:SignaturesType"/>

<xsd:element name="Signature" type="symmetricsig:SignatureType"/>

<xsd:element name="SignerName" type="xsd:string"/>

<xsd:element name="SignedDate" type="xsd:date"/>

<xsd:complexType name="SignaturesType">



<xsd:sequence>




<xsd:element ref="symsig:Signature" minOccurs="1" maxOccurs="unbounded"/>

    
</xsd:sequence>

</xsd:complexType>

<xsd:complexType name="SignatureType">



<xsd:sequence>




<xsd:element ref="symmetricsig:SignerName" minOccurs="1" maxOccurs="1"/>




<xsd:element ref="symmetricsig:SignedDate" minOccurs="1" maxOccurs="1"/>




<xsd:element ref="ds:Signature" minOccurs="1" maxOccurs="1"/>



</xsd:sequence>

</xsd:complexType>

</xsd:schema>

3.2 3.2 Use of XML Signature 

The signature form used by the profile is an XML Signature as defined in [XMLSig].

The XML signature must contain the element <xades:SignedSignatureProperties> within the element <xades:SignedProperties> within the element <xades:QualifyingProperties> as defined in [XAdES] within the <ds:object> element of the XML signature. 

The following property must be present within the <xades:SignedSignatureProperties> element:

· <xades:SigningTime> 

The following property as defined in [DSS] must be present within a <ds:SignatureProperty> element:

· <dss:RequesterIdentity>

The digest value of the <ds:SignatureProperty> and the <xades:SignedProperties> elements shall be included in the XML signature references. 

The requester MUST be authenticated by the trusted entity applying the XML signature.

The <ds:SignatureMethod> element must identify a signature algorithm which is keyed using a symmetric key.

The <ds:KeyInfo> element must be present and identify the key employed in creating the signature.   In order to avoid substitution attacks a digest of this element should be included in the signature references.
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Appendix C. (Informative) Example Instance

This non-normative section provides an example of the syntax of this Document Signature Profile.  Note that the following is for illustrative purposes only, and due to annotations included in the sample, it is not well-formed XML.

<CoreFilingMessage

xmlns="urn:oasis:names:specification:legalxml-courtfiling:schema:xsd:CoreFilingMessage-3.0"

xmlns:symsig="urn:oasis:names:tc:legalxml-courtfiling:schema:xsd:SymmetricSignature-1.0"

xmlns:document="urn:oasis:names:tc:legalxml-courtfiling:schema:xsd:DocumentType-3.0">

xmlns:xades="http://uri.etsi.org/01903/v1.2.2

xmlns:dss="urn:oasis:names:tc:dss:1.0:core:schema"

... (content removed for brevity)

<FilingLeadDocument>

... (content removed for brevity)

<document:ExtendedDocumentDescriptiveMetadata>

  ... (content removed for brevity)

  <document:DocumentSignature>

   <document:SignatureProfileIdentifier>

urn:oasis:names:tc:legalxml-courtfiling:schema:xsd:SymmetricSignature-1.0

   </document:SignatureProfileIdentifier>

   <document:Signature>

    <symsig:Signatures>

     <symsig:Signature>

      <symsig:SignerName>jsmith</symsig:SignerName>

      <symsig:SignedDate>2005-11-07</symsig:SignedDate>

       <ds:Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

        <ds:SignedInfo Id="foobar">

         <ds:CanonicalizationMethod 

Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>

         <ds:SignatureMethod 

Algorithm= (identified for symmetric key signature algorithm) /> 

         <ds:Reference URI="#Attachment1">

          <ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>

          <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue> 

         </ds:Reference>

         <ds:Reference URI="#SigKeyInfo">

          <ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>

          <ds:DigestValue>gh498gfnslkgnlsknglknvlajnd=</ds:DigestValue> 

         </ds:Reference>

         <ds:Reference URI="#SignedProp">

          <ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>

          <ds:DigestValue>dfg82345bk9n0vb90m34feoijvde=</ds:DigestValue>

         </ds:Reference>

         <ds:Reference URI="#RequesterId">

          <ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>

          <ds:DigestValue>fsfmnqrfihkjas0384297yfbsdhh=</ds:DigestValue>

         </ds:Reference>

        </ds:SignedInfo>

        <ds:SignatureValue>MC0E~LE=</ds:SignatureValue>

        <ds:KeyInfo Id="SigKeyInfo">

         <ds:KeyName>

          TrustMeService1

         </ds:KeyName >

        </ds:KeyInfo>

        <ds:object>

         <xades:QualifyingProperties>

          <xades:SignedProperties Id="SignedProp">

           <xades:SignedSignatureProperties>

            <xades:SigningTime>2005-11-07T07:38:11Z</<xades:SigningTime>

           </xades:SignedSignatureProperties>

          </xades:SignedProperties>

         </xades:QualifyingProperties>

         <ds:SignatureProperty Id="RequesterId">

          <dss:RequesterIdentity>

           <dss:Name>John Smith</dss:Name>

          </dss:RequesterIdentity>

         </ds:SignatureProperty>

        </ds:object>

       </ds:Signature>

     </symsig:Signature>

    </symsig:Signatures>

   </document:Signature>

  </document:DocumentSignature>

</document:ExtendedDocumentDescriptiveMetadata>

</FilingLeadDocument>

</CoreFilingMessage>
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