Binary File MarkUp for eNotarization TC, first rough draft

Example1: Level 2 real estate settlement. Two seller-signers, John and Jane Doe and one notary, Hubert Humperdink, settling agency.
Notary has NNA seal certificate. Identifies parties, observes them each type /s signatures in the respective closing document fields. Notary logs on and is identified to an Atomic Signature webservice by an NNA seal certificate. The seal information is parsed from the X509 non-critical extension and the name, etc. from the usual critical X509 extension fields. The notary completes the notary document (whether certificate, jurat, acknowledgement, etc)  relative to the deed documents and affidavit of value for the sellers. An XKI Atomic Signature is generated by the web service from parsed and supplied fields which is returned to the settlement office and is inserted into the signature field for the notary in the notary document. The other MISMO/PRIA fields are completed and the settlement agent wraps the information with its digital signature and sends the package to the recording office, etc.
The XKI Atomic Signature is a detached digital signature value that has been symmetrically encrypted as additional protection with the symmetric key password fields stored at the web services server. It is a string data type.
All the documents, including the notary document, are binary files that are either base64 encoded or embedded in the XML so that structural and semantic XML aspects of the documents are not yet necessary in this basic example.
The metadata relationships to be preserved are as follows.
Identities of the signers
Identity of the notary

Notary seal information

Identification of signed documents

Identification of notary document
Pseudo mark-up

<SigningParties>


<Signer1>



<FirstName>John



</FirstName>



<LastName>Doe



</LastName>



<IdentitificationShown>




<Type>
CA Driver’s License No. 1234




</Type>




<Expires>
Never

</Expires>

</IdentitificationShown>

<Signature>


<Type>


Typed Signature


</Type>

<Voluntary>

Yes

<Voluntary>

</Signature>


</Signer1>

<Signer2>

……….

</Signer2>

</SigningParties>

<Notary>


<FullName>

Hubert Humperdink

</FullName>

<SealStampInfor>


<Jurisdiction>
CA

</Jurisdiction>


<CommissionNumber>


54321

</CommissionNumber>


<ExpirationDate>


12/31/2007

</ExpirationDate>


<NNADigitalCertificate>


[Import relevant markup and fields from W3C XMLDSIG]


</NNADigitalCertificate>
</SealStampInfo>

</Notary>

<NotaryDocument>

<Type>
Jurat

</Type>

<NotarySignature>


<SignatureType>


XKI Atomic Signature™

</SignatureType>

<SignatureValue>

X890L41Bbqr780&%==
</SignatureValue>

</NotarySignature>

<NotarizedDocumentList>


<Document1>


Warranty Deed


</Document1>


<Document2>


Affidavit of Value


</Document2>

……….
</NotarizedDocumentList>

</NotaryDocument>

