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Context: It is very important to be clear about WHAT PbD Principles mean before they can be operationalized and documented by software engineers.

Principle 2: Privacy as the Default Setting (a.k.a. “Privacy by Default”)
Rationale: This principle:

· is the strongest level of data protection and most closely associated with limiting use of data to the intended, primary purpose of the collection – the embodiment of purpose specification and use limitation;

· is the most under attack in the current era of ubiquitous, granular 
and exponential data collection, use and disclosure; and

· has the most impact on managing privacy risks, by effectively eliminating risk 
at the start of the information life cycle

Discussion: After the commitment to proactively address privacy risks and issues, the starting point for designing all information technologies and systems is NO collection of personally identifying information —unless and until a specific and compelling purpose is defined. 
As a rule, default user settings should be maximally privacy-enhancing. This approach is sometimes described as “data minimization” or “precautionary principle,” and must be the first line of defense. Non-collection, non-retention and non-use of personally-identifiable information support all of the other PbD principles.

Following the Work Plan, we are starting with specific processes, beginning with “Purpose Specificity”, followed by:

“Collection, Use, Disclosure and Retention Limits”
Rationale: The purpose(s) for collecting, using and disclosing personally-identifiable information must be specific, limited, and measurable. Purposes may be described in other terms, such as goals, objectives, requirements, or functionalities. Adherence to these purposes must be limited, documented and measurable.
Global Best Practices:

A review of current FIPPs (along with related guidance and support documents) indicate that systems and procedures must be in place to ensure that personal information is collected, used, disclosed and retained:

· in conformity with the specified, limited purposes

· in agreement with the consent received from the data subject

· in compliance with applicable laws and regulations.

Consistent with data minimization principles, strict limits should be placed on each phase of the data processing life cycle. This includes:
Limiting Collection:

The software engineer shall ensure techniques, systems and procedures are put in place to 

· specify essential versus optional personal information to fulfill identified purposes. 

· Periodically review information requirements 

· Obtain explicit individual consent to collect sensitive personal information 

· Monitor the collection of personal information to ensure it is limited to that necessary for the purposes identified, and that all optional data is identified as such. 
· Link stated purpose of collection to the data source identification

· Ensure auditability of legal or business adherence to collection limitation

· Associate time expirations to collection

· Establish levels or types of identity such as gradations of non-identifiable, identifiable or identified data collection and processing that need to be supported 

· Establish limits to collection associated with levels or types of data subject identity 
Collecting by Fair and Lawful Means

The software engineer shall ensure techniques, systems and procedures are put in place to 

· Review and confirm methods, before they are implemented, that information is obtained 
(a) fairly, without intimidation or deception, and 
(b) lawfully, adhering to all relevant rules of law.
· Associate “fair and lawful” collection with the data source(s)
Collecting from Third Parties

The software engineer shall ensure techniques, systems and procedures are put in place to: 

· Ensure that personal information collection from sources other than the individual are reliable ones that also collect information fairly and lawfully. 

· This requires that:
· due diligence be performed before establishing a relationship with a third-party data provider.

· privacy policies, collection methods, and types of consents of third parties be reviewed before accepting personal information from third-party data sources.

· Document and, where necessary, seek consent where the software develops or acquires additional information about individuals.
Uses and Disclosures 
The software engineer shall ensure techniques, systems and procedures are put in place to 

· Limit all uses and disclosures of personal information to the specified purposes (and for which the individual has provided implicit or explicit consent). 
· Differentiate personal information by both type and quantity, and treat accordingly
· Anticipate emergency and unintended disclosures (e.g. security breaches).
· Assign and observe time expirations associated with uses 
· Tie future uses to the original collection purpose 
· Establish whether selected “secondary” use(s) may be allowed under law
· Secure individual consent, where necessary, for disclosures to third parties
· Establish valid justification(s) for all disclosure without subject consent 

· Inform third parties of relevant collection, use, disclosure and retention requirements, and ensure adherence 
· Audit retention limits and resulting destruction 

· Ensure security of data transfers

Retention 

The software engineer shall ensure techniques, systems and procedures are put in place to: 

· Limit retention no longer than needed to fulfill the purposes (or as required by law or regulations) and thereafter appropriately dispose of such information.
· Document retention policies and disposal procedures.

· Retain, store, and dispose of archived and backup copies of records in accordance with its retention policies.

· Ensure personal information is not kept beyond the standard retention time unless a justified business or legal reason exists for doing so.

· Consider contractual requirements when establishing retention practices that may be exceptions to normal policies/practices.

Disposal, Destruction and Redaction
The software engineer shall ensure techniques, systems and procedures are put in place to:
· Regularly and systematically destroy, erase, or make anonymous personal information no longer required to fulfill the identified purposes or as required by laws and regulations.

· Erase or destroy records in accordance with the retention policies, regardless of the method of storage (for example, electronic, optical media, or paper based).

· Dispose of original, archived, backup and ad hoc or personal copies of records in accordance with its destruction policies.

· Carry out disposal in a manner that prevents loss, theft, misuse, or unauthorized access. 

· Document the disposal of personal information.

· Within the limits of technology, locate and remove or redact specified personal information about an individual as required.

· Consider contractual requirements when establishing disposal, destruction, and redaction practices if these may result in exception to the entity’s normal policies.

TO SUMMARIZE: Do not collect, use or disclose PII unless a positive case is made for the processing of each data item!

Adherence to the Data Minimization principle does NOT mean collection, use, disclosure and retention of personal information is automatically prohibited by default. Rather, it means that, depending on the application or domain, a positive case for data processing must be developed that entails, for example, creating detailed data flow maps, carrying out privacy risk and impact assessments, documenting legal requirements, and seeking/obtaining user consent and independent assurances, where appropriate.

Questions / Challenges for TC Members:
· How to adapt collection, use, disclosure and retention limitation requirements to the (internal) software engineering process?

· How to express collection, use, disclosure and retention limits in software engineering terms?
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