
1.1.1 RSA AES KEY WRAP mechanism parameters

· CK_RSA_AES_KEY_WRAP_PARAMS; CK_RSA_AES_KEY_WRAP_PARAMS_PTR

CK_RSA_AES_KEY_WRAP_PARAMS is a structure that provides the parameters to the CKM_RSA_AES_KEY_WRAP mechanism.  It is defined as follows:
typedef struct CK_RSA_AES_KEY_WRAP_PARAMS {

  CK_ULONG                                        ulAESKeyBits;
  CK_RSA_PKCS_OAEP_PARAMS_PTR     pOAEPParams;

} CK_RSA_AES_KEY_WRAP_PARAMS;

The fields of the structure have the following meanings:
           ulAESKeyBits       length of the temporary AES key in bits. Can be only 128, 192 or 256.

           pOAEPParams     pointer to the parameters of the temporary AES key wrapping. See also the description of PKCS #1 RSA OAEP mechanism parameters.
CK_RSA_AES_KEY_WRAP_PARAMS_PTR  is a pointer to a CK_RSA_AES_KEY_WRAP_PARAMS.
1.1.2 RSA AES KEY WRAP

The RSA AES KEY WRAP mechanism, denoted CKM_RSA_AES_KEY_WRAP , is a mechanism based on the RSA public-key cryptosystem and the AES key wrap mechanism.  It supports single-part key wrapping; and key unwrapping.  

It has a parameter, a CK_RSA_AES_KEY_WRAP_PARAMS structure. 

The mechanism can wrap and unwrap a target key of any length and type using an RSA key. 

· A temporary AES key is used for wrapping the target key using CKM_AES_WRAP mechanism. 

· The temporary AES key is wrapped with the wrapping RSA key using CKM_RSA_PKCS_OAEP mechanism.

For wrapping, the mechanism -                 

· Generates temporary random AES key of ulAESKeyBits length.  This key is not accessible to the user - no handle is returned.
· Wraps the AES key with the wrapping RSA key using CKM_RSA_PKCS_OAEP with parameters of OAEPParams.

· Wraps the target key with the temporary AES key using CKM_AES_KEY_WRAP_PAD (RFC5649) .

· Zeroizes the temporary AES key 
· Concatenates two wrapped keys and outputs the concatenated blob.
The recommended format for an asymmetric target key being wrapped is as a PKCS8 PrivateKeyInfoThe recommended format for a symmetric target key being wrapped is also as a PKCS8 PrivateKeyInfo, where the PrivateKey OCTET STRING is the secret target key's data.  
The use of Attributes in the PrivateKeyInfo structure  is OPTIONAL.  
The OBJECT IDENTIFIER arc { oasis pkcs11 attributes } is reserved to identify PKCS11 attributes encoded as PKCS8 Attribute objects.  The last component of such OID shall be the same as the value assigned to the corresponding CKA_ enumeraton.  I.e. the OBJECT IDENTIFIER for CKA_ENCRYPT is { oasis pkc11 attributes CKA_ENCRYPT (260) }.  It is recommended that only BOOLEAN attributes be included in the Attributes field of PrivateKeyInfo.
For unwrapping, the mechanism - 

· Splits the input into two parts. The first is the wrapped AES key, and the second is the wrapped target key. The length of the first part is equal to the length of the unwrapping RSA key.

· Un-wraps the temporary AES key from the first part with the private RSA key using CKM_RSA_PKCS_OAEP with parameters of OAEPParams.

· Un-wraps the target key from the second part with the temporary AES key using CKM_AES_KEY_WRAP_PAD_(RFC5649) .

· Zeroizes the temporary AES key.
· Returns the handle to the newly unwrapped target key.
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