
1.1.1 ECDH AES KEY WRAP mechanism parameters

· CK_ECDH_AES_KEY_WRAP_PARAMS; CK_ECDH_AES_KEY_WRAP_PARAMS_PTR

CK_ECDH_AES_KEY_WRAP_PARAMS is a structure that provides the parameters to the CKM_ECDH_AES_KEY_WRAP mechanism.  It is defined as follows:
typedef struct CK_ECDH_AES_KEY_WRAP_PARAMS {

 CK_ULONG                           ulAESKeyBits;
 CK_ECDH_STANDARD_DERIVE_PARAMS_PTR  pEcdhParms;

} CK_ECDH_AES_KEY_WRAP_PARAMS;

The fields of the structure have the following meanings:
ulAESKeyBits
length of the temporary AES key in bits. Can be only 128, 192 or 256.

pEcdhParms             
a pointer to the CK_ECDH_STANDARD_DERIVE_PARAMS.  Contains the public key of the destination, and the KDF mechanism to be used to derive the symmetric encryption key for the second stage of the wrap.
CK_ECDH_AES_KEY_WRAP_PARAMS_PTR is a pointer to a CK_ECDH_AES_KEY_WRAP_PARAMS.
1.1.2 ECDH AES KEY WRAP

The ECDH AES KEY WRAP mechanism, denoted CKM_ECDH_AES_KEY_WRAP, is a mechanism based on elliptic curve public-key crypto-system and the AES key wrap mechanism.  It supports single-part key wrapping; and key unwrapping.  

It has a parameter, a CK_ECDH_AES_KEY_WRAP_PARAMS structure. 

The mechanism can wrap and un-wrap a target asymmetric key of any length and type using an EC key. 

· A temporary AES key is derived from a temporary EC key and the wrapping EC key using the specified ECDH mechanism type and CK_ECDH_STANDARD_DERIVE_PARAMS parameters.

· The derived AES key is used for wrapping the target key using the CKM_AES_WRAP_PAD mechanism. 

Before wrapping, a temporary random EC key should be generated having the same domain parameters as the wrapping EC key. Then the handle of its private key is used for the wrap function. 

For wrapping, the mechanism – 
· Performs ECDH operation providing the handle of the generated private EC key and using the specified ECDH mechanism type with parameters of pEcdhParms that contains the public key material of wrapping EC key and gets the first ulAESKeyBits bits of the derived key to be the temporary AES key
· Wraps the target key with the temporary AES key using CKM_AES_KEY_WRAP_PAD (RFC5649).

· Zeroizes the temporary AES key. The temporary EC transport private key should be destroyed by the application.
· Outputs the wrapped private key 

The recommended format for an asymmetric target key being wrapped is as a PKCS8 PrivateKeyInfo 

WRAP Example:
// Generate temporary EC key pair
CK_OBJECT_HANDLE wrappingKeyPubHandle, wrappingKeyPrvHandle;

CK_ATTRIBUTE pubKeyTemplate[] = { . . . . };

CK_ATTRIBUTE prvKeyTemplate[] = { . . . . };

retval = C_GenerateKeyPair(session, &genMech, 

&pubKeyTemplate, pubKeyTemplateLength, 
&prvKeyTemplate, &prvKeyTemplateLength, 

&wrappingKeyPubHandle, &wrappingKeyPrvHandle);

// Read public key data of wrapping key
CK_BYTE_PTR wrappingPubKey[1000];

CK_ATTRIBUTE wrappingKeyPubattribute = { CKA_EC_POINT, wrappingPubKey, 1000};

retval = C_GetAttributeValue(session, wrappintKeyPubHandle, 


&wrappingKeyPubAttribute, 1);
CK_BYTE_PTR outBuf = malloc(1000)

CK_ULONG outBufLength = 1000;

// Setup the KDF

CK_BYTE[] deriveConstant = "ExampleWrap";

CK_KDF_STANDARD_PARMS kdfParms;

kdfParms.prfMechanism = CKM_SHA256;

kdfParms.ulSharedPublicDataLen = strlen(deriveConstant);

kdfParms.pSharedPublicData = deriveConstant;

CK_MECHANISM kdfMech;

kdfMech.mechanism = CKM_KDF_X9_63;

kdfMech.pParameter = &kdfParms;

kdfMech.ulParameterLength = sizeof(kdfParms);

// Setup the ECDH

CK_ECDH_STANDARD_DERIVE_PARAMS deriveParms;

deriveParms.kdf = &kdfMech;
deriveParms.ulOtherPublicKeyLength = ....;

deriveParms.pOtherPublicKeyData = otherPublicKey;

deriveParms.hEphemeralPrivateKey = CK_INVALID_HANDLE;

deriveParms.ulOtherPublicKeyLength2 = 0;

deriveParms.pOtherPublicKeyData2 = CK_NULL;

// Setup the wrap

CK_ECDH_AES_KEY_WRAP_PARAMS wrapParms;

wrapParms.ulAESKeyBits = 256;

wrapParms.ecdhParms = &deriveParms;

CK_MECHANISM wrapMech;

wrapMech.mechanism = CKM_ECDH_AES_KEY_WRAP;

wrapMech.pParameter = &wrapParms;

wrapMech.ulParameterLength = sizeof(wrapParms);
retval = C_WrapKey(session, &wrapMech, wrappingKeyPrvHandle,
keyToBeWrappedHandle, outBuf, &outBufLength);

C_DestroyObject(session, hTempPrvKey);
For unwrapping, the mechanism - 

· Performs ECDH operation using the specified ECDH mechanism with parameters of pEcdhParms, using the private part of the unwrapping EC key and the public part of the transport EC key and gets first ulAESKeyBits bits of the derived key to be the temporary AES key 
· Un-wraps the target key from the second part with the temporary AES key using CKM_AES_KEY_WRAP_PAD (RFC5649).

· Zeroizes the temporary AES key 

UNWRAP Example:

CK_ECDH_STANDARD_DERIVE_PARAMS deriveParms; 
....  fill it the same way as for wrapping except other public key data

deriveParms.ulOtherPublicKeyLength = ....;

deriveParms.pOtherPublicKeyData = wrappingPubKey;

....
CK_MECHANISM unwrapMech;    
....  fill it the same way as for wrapping
retval = C_UnwrapKey(session, &unwrapMech, unwrappingKeyPrvHandle,
wrappedKey, wrappedKeyLength, 
&unwrappedKeyTemplate, unwrappedKeyTemplateLength, 
&unwrappedKeyHandle);
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