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Message-Based Encryption Functions

Summary of Cryptoki message-based encryption functions 

· C_MessageEncryptInit: initializes a message-based encryption process 
· C_EncryptMessage: encrypts a single-part message  
· C_EncryptMessageBegin: begins a multiple-part message encryption operation 
· C_EncryptMessageNext: continues or finishes a multiple-part message encryption operation 
· C_MessageEncryptFinal: finishes a message-based encryption process

Message-based encryption refers to the process of encrypting multiple messages using the same encryption mechanism and encryption key. The encryption mechanism can be either an authenticated encryption with associated data (AEAD) algorithm or a pure encryption algorithm.

Cryptoki provides the following functions for message-based encryption.

C_MessageEncryptInit

CK_DEFINE_FUNCTION(CK_RV,C_MessageEncryptInit)( 
  CK_SESSION_HANDLE hSession,
  CK_MECHANISM_PTR pMechanism,
  CK_OBJECT_HANDLE hKey

);

C_MessageEncryptInit prepares a session for one or more encryption operations that use the same encryption mechanism and encryption key. hSession is the session’s handle; pMechanism points to the encryption mechanism; hKey is the handle of the encryption key.

The CKA_ENCRYPT attribute of the encryption key, which indicates whether the key supports encryption, MUST be CK_TRUE.

After calling C_MessageEncryptInit, the application can either call C_EncryptMessage to encrypt a message in a single part, or call C_EncryptMessageBegin, followed by C_EncryptMessageNext one or more times, to encrypt a message in multiple parts. This may be repeated several times. The message-based encryption process is active until the application calls C_MessageEncryptFinal to finish the message-based encryption process.

Return values: CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_KEY_FUNCTION_NOT_PERMITTED, CKR_KEY_HANDLE_INVALID, CKR_KEY_SIZE_RANGE, CKR_KEY_TYPE_INCONSISTENT, CKR_MECHANISM_INVALID, CKR_MECHANISM_PARAM_INVALID, CKR_OK, CKR_OPERATION_ACTIVE, CKR_PIN_EXPIRED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_USER_NOT_LOGGED_IN.
C_EncryptMessage

CK_DEFINE_FUNCTION(CK_RV,C_EncryptMessage)(
  CK_SESSION_HANDLE hSession,
  CK_VOID_PTR pParameter,
  CK_ULONG ulParameterLen,
  CK_BYTE_PTR pAssociatedData,
  CK_ULONG ulAssociatedDataLen,
  CK_BYTE_PTR pPlaintext,
  CK_ULONG ulPlaintextLen,
  CK_BYTE_PTR pCiphertext,
  CK_ULONG_PTR pulCiphertextLen

);

C_EncryptMessage encrypts a message in a single part. C_MessageEncryptInit must previously been called the the 
session. hSession is the session’s handle; pParameter and ulParameterLen specify any mechanism-specific parameters for the message encryption operation; pAssociatedData and ulAssociatedDataLen specify the associated data for an AEAD mechanism; pPlaintext points to the plaintext data; ulPlaintextLen is the length in bytes of the plaintext data; pCiphertext points to the location that receives the encrypted data; pulCiphertextLen points to the location that holds the length in bytes of the encrypted data.

Typically pParameter contains 
an initialization vector (IV) or nonce. Depending on the mechanism parameter passed to C_MessageEncryptInit, pParameter may be either an input or an output parameter. For example, if the mechanism parameter specifies an IV generator mechanism, the IV generated by the IV generator will be output to the pParameter buffer
.

If the encryption mechanism is not AEAD, pAssociatedData and ulAssociatedDataLen are not used and should be set to (NULL, 0).

C_EncryptMessage uses the convention described in Section 5.2 on producing output.

The message-based encryption process MUST have been initialized with C_MessageEncryptInit. A call to C_EncryptMessage begins and terminates a message encryption operation.

C_EncryptMessage cannot be called in the middle of a multi-part message encryption operation.

For some encryption mechanisms, the input plaintext data has certain length constraints (either because the mechanism can only encrypt relatively short pieces of plaintext, or because the mechanism’s input data MUST consist of an integral number of blocks). If these constraints are not satisfied, then C_EncryptMessage will fail with return code CKR_DATA_LEN_RANGE. The plaintext and ciphertext can be in the same place, i.e., it is OK if pPlaintext and pCiphertext point to the same location.

For most mechanisms, C_EncryptMessage is equivalent to C_EncryptMessageBegin followed by a sequence of C_EncryptMessageNext operations.

Return values: CKR_ARGUMENTS_BAD, CKR_BUFFER_TOO_SMALL, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DATA_INVALID, CKR_DATA_LEN_RANGE, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID.

C_EncryptMessageBegin

CK_DEFINE_FUNCTION(CK_RV,C_EncryptMessageBegin)(
  CK_SESSION_HANDLE hSession,
  CK_VOID_PTR pParameter,
  CK_ULONG ulParameterLen,
  CK_BYTE_PTR pAssociatedData,
  CK_ULONG ulAssociatedDataLen

);

C_EncryptMessageBegin begins a multiple-part message encryption operation. C_MessageEncryptInit must previously been called the the session.  hSession is the session’s handle; pParameter and ulParameterLen specify any mechanism-specific parameters for the message encryption operation; pAssociatedData and ulAssociatedDataLen specify the associated data for an AEAD mechanism.

Typically pParameter is an initialization vector (IV) or nonce. Depending on the mechanism parameter passed to C_MessageEncryptInit, pParameter may be either an input or an output parameter. For example, if the mechanism parameter specifies an IV generator mechanism, the IV generated by the IV generator will be output to the pParameter buffer.

If the mechanism is not AEAD, pAssociatedData and ulAssociatedDataLen are not used and should be set to (NULL, 0).

After calling C_EncryptMessageBegin, the application should call C_EncryptMessageNext one or more times to encrypt the message in multiple parts. The message encryption operation is active until the application uses a call to C_EncryptMessageNext with flags=CKF_END_OF_MESSAGE to actually obtain the final piece of ciphertext. To process additional messages (in single or multiple parts), the application MUST call C_EncryptMessage or C_EncryptMessageBegin again.

Return values: CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_ACTIVE, CKR_PIN_EXPIRED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_USER_NOT_LOGGED_IN.

C_EncryptMessageNext

CK_DEFINE_FUNCTION(CK_RV,C_EncryptMessageNext)(
  CK_SESSION_HANDLE hSession,
  CK_VOID_PTR pParameter,
  CK_ULONG ulParameterLen,
  CK_BYTE_PTR pPlaintextPart,
  CK_ULONG ulPlaintextPartLen,
  CK_BYTE_PTR pCiphertextPart,
  CK_ULONG_PTR pulCiphertextPartLen,
  CK_FLAGS flags

);

C_EncryptMessageNext continues a multiple-part message encryption operation, processing another message part. hSession is the session’s handle;  pParameter and ulParameterLen specify any mechanism-specific parameters for the message encryption operation; pPlaintextPart points to the plaintext message part; ulPlaintextPartLen is the length of the plaintext message part; pCiphertextPart points to the location that receives the encrypted message part; pulCiphertextPartLen points to the location that holds the length in bytes of the encrypted message part; flags is set to 0 if there is more plaintext data to follow, or set to CKF_END_OF_MESSAGE if this is the last plaintext part.

C_EncryptMessageNext uses the convention described in Section 5.2 on producing output.

The message encryption operation MUST have been started with C_EncryptMessageBegin. This function may be called any number of times in succession. A call to C_EncryptMessageNext with flags=0 which results in an error other than CKR_BUFFER_TOO_SMALL terminates the current message encryption operation. A call to C_EncryptMessageNext with flags=CKF_END_OF_MESSAGE always terminates the active message encryption operation unless it returns CKR_BUFFER_TOO_SMALL or is a successful call (i.e., one which returns CKR_OK) to determine the length of the buffer needed to hold the ciphertext.

Although the last C_EncryptMessageNext call ends the encryption of a message, it does not finish the message-based encryption process. Additional C_EncryptMessage or C_EncryptMessageBegin and C_EncryptMessageNext calls may be made on the session.

The plaintext and ciphertext can be in the same place, i.e., it is OK if pPlaintextPart and pCiphertextPart point to the same location.

For some multi-part encryption mechanisms, the input plaintext data has certain length constraints, because the mechanism’s input data MUST consist of an integral number of blocks. If these constraints are not satisfied when the final message part is supplied (i.e., with flags=CKF_END_OF_MESSAGE), then C_EncryptMessageNext will fail with return code CKR_DATA_LEN_RANGE.

Return values: CKR_ARGUMENTS_BAD, CKR_BUFFER_TOO_SMALL, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DATA_LEN_RANGE, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_NOT_INITIALIZED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID.

C_MessageEncryptFinal

CK_DEFINE_FUNCTION(CK_RV,C_MessageEncryptFinal)(
  CK_SESSION_HANDLE hSession

);

C_MessageEncryptFinal finishes a message-based encryption process. hSession is the session’s handle.

The message-based encryption process MUST have been initialized with C_MessageEncryptInit.

Return values: CKR_ARGUMENTS_BAD, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR,

CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_NOT_INITIALIZED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID.

Message-Based Decryption Functions

Summary of Cryptoki message-based decryption functions

·  C_MessageDecryptInit: initializes a message-based decryption process
·  C_DecryptMessage: decrypts a single-part encrypted message
·  C_DecryptMessageBegin: begins a multiple-part message decryption operation
·  C_DecryptMessageNext: continues or finishes a multiple-part message decryption operation
· C_MessageDecryptFinal: finishes a message-based decryption process

Message-based decryption refers to the process of decrypting multiple encrypted messages using the same decryption mechanism and decryption key. The decryption mechanism can be either an authenticated encryption with associated data (AEAD) algorithm or a pure encryption algorithm.

Cryptoki provides the following functions for message-based decryption.

C_MessageDecryptInit

CK_DEFINE_FUNCTION(CK_RV,C_MessageDecryptInit)(
  CK_SESSION_HANDLE hSession,
  CK_MECHANISM_PTR pMechanism,
  CK_OBJECT_HANDLE hKey

);

C_MessageDecryptInit initializes a message-based decryption process, preparing a session for one or more decryption operations that use the same decryption mechanism and decryption key. hSession is the session’s handle; pMechanism points to the decryption mechanism; hKey is the handle of the decryption key.

The CKA_DECRYPT attribute of the decryption key, which indicates whether the key supports decryption, MUST be CK_TRUE.

After calling C_MessageDecryptInit, the application can either call C_DecryptMessage to decrypt an encrypted message in a single part; or call C_DecryptMessageBegin, followed by C_DecryptMessageNext one or more times, to decrypt an encrypted message in multiple parts. This may be repeated several times. The message-based decryption process is active until the application uses a call to C_MessageDecryptFinal to finish the message-based

decryption process.

Return values: CKR_ARGUMENTS_BAD, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_KEY_FUNCTION_NOT_PERMITTED, CKR_KEY_HANDLE_INVALID, CKR_KEY_SIZE_RANGE, CKR_KEY_TYPE_INCONSISTENT, CKR_MECHANISM_INVALID, CKR_MECHANISM_PARAM_INVALID, CKR_OK, CKR_OPERATION_ACTIVE, CKR_PIN_EXPIRED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_USER_NOT_LOGGED_IN.

C_DecryptMessage

CK_DEFINE_FUNCTION(CK_RV,C_DecryptMessage)(
  CK_SESSION_HANDLE hSession,
  CK_VOID_PTR pParameter,
  CK_ULONG ulParameterLen,
  CK_BYTE_PTR pAssociatedData,
  CK_ULONG ulAssociatedDataLen,
  CK_BYTE_PTR pCiphertext,
  CK_ULONG ulCiphertextLen,
  CK_BYTE_PTR pPlaintext,
  CK_ULONG_PTR pulPlaintextLen

);

C_DecryptMessage decrypts an encrypted message in a single part. C_MessageDecryptInit must previously been called the the session. hSession is the session’s handle; pParameter and ulParameterLen specify any mechanism-specific parameters for the message decryption operation; pAssociatedData and ulAssociatedDataLen specify the associated data for an AEAD mechanism; pCiphertext points to the encrypted message; ulCiphertextLen is the length of the encrypted message; pPlaintext points to the location that receives the recovered message; pulPlaintextLen points to the location that holds the length of the recovered message.

Typically pParameter is an initialization vector (IV) or nonce. Unlike the pParameter parameter of C_EncryptMessage, pParameter is always an input parameter.

If the decryption mechanism is not AEAD, pAssociatedData and ulAssociatedDataLen are not used and should be set to (NULL, 0).

C_DecryptMessage uses the convention described in Section 5.2 on producing output.

The message-based decryption process MUST have been initialized with C_MessageDecryptInit. A call to C_DecryptMessage begins and terminates a message decryption operation.

C_DecryptMessage cannot be called in the middle of a multi-part message decryption operation.

The ciphertext and plaintext can be in the same place, i.e., it is OK if pCiphertext and pPlaintext point to the same location.

If the input ciphertext data cannot be decrypted because it has an inappropriate length, then either CKR_ENCRYPTED_DATA_INVALID or CKR_ENCRYPTED_DATA_LEN_RANGE may be returned.

If the decryption mechanism is an AEAD algorithm and the authenticity of the associated data or ciphertext cannot be verified, then CKR_AEAD_DECRYPT_FAILED is returned.
For most mechanisms, C_DecryptMessage is equivalent to C_DecryptMessageBegin followed by a sequence of C_DecryptMessageNext operations.

Return values: CKR_ARGUMENTS_BAD, CKR_BUFFER_TOO_SMALL, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_ENCRYPTED_DATA_INVALID, CKR_ENCRYPTED_DATA_LEN_RANGE, CKR_AEAD_DECRYPT_FAILED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_NOT_INITIALIZED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_USER_NOT_LOGGED_IN.
C_DecryptMessageBegin

CK_DEFINE_FUNCTION(CK_RV,C_DecryptMessageBegin)(
  CK_SESSION_HANDLE hSession,
  CK_VOID_PTR pParameter,
  CK_ULONG ulParameterLen,
  CK_BYTE_PTR pAssociatedData,
  CK_ULONG ulAssociatedDataLen

);

C_DecryptMessageBegin begins a multiple-part message decryption operation. C_MessageDecryptInit must previously been called the the session. hSession is the session’s handle; pParameter and ulParameterLen specify any mechanism-specific

parameters for the message decryption operation; pAssociatedData and ulAssociatedDataLen specify the associated data for an AEAD mechanism.

Typically pParameter is an initialization vector (IV) or nonce. Unlike the pParameter parameter of C_EncryptMessageBegin, pParameter is always an input parameter.

If the decryption mechanism is not AEAD, pAssociatedData and ulAssociatedDataLen are not used and should be set to (NULL, 0).

After calling C_DecryptMessageBegin, the application should call C_DecryptMessageNext one or more times to decrypt the encrypted message in multiple parts. The message decryption operation is active until the application uses a call to C_DecryptMessageNext with flags=CKF_END_OF_MESSAGE to actually obtain the final piece of plaintext. To process additional encrypted messages (in single or multiple parts), the application MUST call C_DecryptMessage or C_DecryptMessageBegin again.

Return values: CKR_ARGUMENTS_BAD, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_ACTIVE, CKR_PIN_EXPIRED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_USER_NOT_LOGGED_IN.

C_DecryptMessageNext

CK_DEFINE_FUNCTION(CK_RV,C_DecryptMessageNext)(
  CK_SESSION_HANDLE hSession,
  CK_VOID_PTR pParameter,
  CK_ULONG ulParameterLen,
  CK_BYTE_PTR pCiphertextPart,
  CK_ULONG ulCiphertextPartLen,
  CK_BYTE_PTR pPlaintextPart,
  CK_ULONG_PTR pulPlaintextPartLen,
  CK_FLAGS flags

);

C_DecryptMessageNext continues a multiple-part message decryption operation, processing another encrypted message part. hSession is the session’s handle;  pParameter and ulParameterLen specify any mechanism-specific parameters for the message decryption operation; pCiphertextPart points to the encrypted message part; ulCiphertextPartLen is the length of the encrypted message part; pPlaintextPart points to the location that receives the recovered message part; pulPlaintextPartLen points to the location that holds the length of the recovered message part; flags is set to 0 if there is more ciphertext data to follow, or set to CKF_END_OF_MESSAGE if this is the last ciphertext part.

C_DecryptMessageNext uses the convention described in Section 5.2 on producing output.

The message decryption operation MUST have been started with C_DecryptMessageBegin. This function may be called any number of times in succession. A call to C_DecryptMessageNext with flags=0 which results in an error other than CKR_BUFFER_TOO_SMALL terminates the current message decryption operation. A call to C_DecryptMessageNext with flags=CKF_END_OF_MESSAGE always terminates the active message decryption operation unless it returns CKR_BUFFER_TOO_SMALL or is a successful call (i.e., one which returns CKR_OK) to determine the length of the buffer needed to hold the plaintext.

The ciphertext and plaintext can be in the same place, i.e., it is OK if pCiphertextPart and pPlaintextPart point to the same location.

Although the last C_DecryptMessageNext call ends the decryption of a message, it does not finish the message-based decryption process. Additional C_DecryptMessage or C_DecryptMessageBegin and C_DecryptMessageNext calls may be made on the session.

If the input ciphertext data cannot be decrypted because it has an inappropriate length, then either CKR_ENCRYPTED_DATA_INVALID or CKR_ENCRYPTED_DATA_LEN_RANGE may be returned by the last C_DecryptMessageNext call.

If the decryption mechanism is an AEAD algorithm and the authenticity of the associated data or ciphertext cannot be verified, then CKR_AEAD_DECRYPT_FAILED is returned by the last C_DecryptMessageNext call.

Return values: CKR_ARGUMENTS_BAD, CKR_BUFFER_TOO_SMALL, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_ENCRYPTED_DATA_INVALID, CKR_ENCRYPTED_DATA_LEN_RANGE, CKR_AEAD_DECRYPT_FAILED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_NOT_INITIALIZED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_USER_NOT_LOGGED_IN.

C_MessageDecryptFinal

CK_DEFINE_FUNCTION(CK_RV,C_MessageDecryptFinal)(
  CK_SESSION_HANDLE hSession

);

C_MessageDecryptFinal finishes a message-based decryption process. hSession is the session’s handle. 

The message-based decryption process MUST have been initialized with C_MessageDecryptInit.

Return values: CKR_ARGUMENTS_BAD, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_NOT_INITIALIZED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_USER_NOT_LOGGED_IN.

Message-Based Signing and MACing Functions

Summary of Cryptoki message-based signature functions

·  C_MessageSignInit: initializes a message-based signature process
·  C_SignMessage: signs as single-part message
·  C_SignMessageBegin: begins a multiple-part message signature operation
·  C_SignMessageNext: continues or finishes a multiple-part message signature operation
·  C_MessageSignFinal: finishes a message-based signature process

Message-based signature refers to the process of signing multiple messages using the same signature mechanism and signature key.

Cryptoki provides the following functions for for signing messages (for the purposes of Cryptoki, these operations also encompass message authentication codes):

C_MessageSignInit
CK_DEFINE_FUNCTION(CK_RV,C_MessageSignInit)(
  CK_SESSION_HANDLE hSession,
  CK_MECHANISM_PTRpMechanism,
  CK_OBJECT_HANDLEhKey

);

C_MessageSignInit initializes a message-based signature process, preparing a session for one or more signature operations (where the signature is an appendix to the data) that use the same signature mechanism and signature key. hSession is the session’s handle; pMechanism points to the signature mechanism; hKey is the handle of the signature key.

The CKA_SIGN attribute of the signature key, which indicates whether the key supports signatures with appendix, MUST be CK_TRUE.

After calling C_MessageSignInit, the application can either call C_SignMessage to sign a message in a single part; or call C_SignMessageBegin, followed by C_SignMessageNext one or more times, to sign a message in multiple parts. This may be repeated several times. The message-based signature process is active until the application calls C_MessageSignFinal to finish the message-based signature process.

Return values: CKR_ARGUMENTS_BAD, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_KEY_FUNCTION_NOT_PERMITTED,CKR_KEY_HANDLE_INVALID, CKR_KEY_SIZE_RANGE, CKR_KEY_TYPE_INCONSISTENT, CKR_MECHANISM_INVALID, CKR_MECHANISM_PARAM_INVALID, CKR_OK, CKR_OPERATION_ACTIVE, CKR_PIN_EXPIRED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_USER_NOT_LOGGED_IN.

C_SignMessage

CK_DEFINE_FUNCTION(CK_RV,C_SignMessage)(
  CK_SESSION_HANDLE hSession,
  CK_VOID_PTR pParameter,
  CK_ULONG ulParameterLen,
  CK_BYTE_PTR pData,
  CK_ULONG ulDataLen,
  CK_BYTE_PTR pSignature,
  CK_ULONG_PTR pulSignatureLen

);

C_SignMessage signs a message in a single part, where the signature is an appendix to the message. C_MessageSignInit must previously been called the the session. hSession is the session’s handle; pParameter and ulParameterLen specify any mechanism-specific parameters for the message signature operation; pData points to the data; ulDataLen is the length of the data; pSignature points to the location that receives the signature; pulSignatureLen points to the location that holds the length of the signature.

Depending on the mechanism parameter passed to C_MessageSignInit, pParameter may be either an input or an output parameter.

C_SignMessage uses the convention described in Section 5.2 on producing output.

The message-based signing process MUST have been initialized with C_MessageSignInit. A call to C_SignMessage begins and terminates a message signing operation unless it returns CKR_BUFFER_TOO_SMALL or is a successful call (i.e., one which returns CKR_OK) to determine the length of the buffer needed to hold the signature. C_SignMessage cannot be called in the middle of a multi-part message signing operation.

C_SignMessage does not finish the message-based signing process. Additional C_SignMessage or C_SignMessageBegin and C_SignMessageNext calls may be made on the session.

For most mechanisms, C_SignMessage is equivalent to C_SignMessageBegin followed by a sequence of C_SignMessageNext operations.

Return values: CKR_ARGUMENTS_BAD, CKR_BUFFER_TOO_SMALL, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DATA_INVALID, CKR_DATA_LEN_RANGE, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_NOT_INITIALIZED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_USER_NOT_LOGGED_IN, CKR_FUNCTION_REJECTED.

C_SignMessageBegin

CK_DEFINE_FUNCTION(CK_RV,C_SignMessageBegin)(
  CK_SESSION_HANDLE hSession,
  CK_VOID_PTR pParameter,
  CK_ULONG ulParameterLen

);

C_SignMessageBegin begins a multiple-part message signature operation, where the signature is an appendix to the message. C_MessageSignInit must previously been called the the session. hSession is the session’s handle; pParameter and ulParameterLen specify any mechanism-specific parameters for the message signature operation.

Depending on the mechanism parameter passed to C_MessageSignInit, pParameter may be either an input or an output parameter.

After calling C_SignMessageBegin, the application should call C_SignMessageNext one or more times to sign the message in multiple parts. The message signature operation is active until the application uses a call to C_SignMessageNext with a non-NULL pulSignatureLen to

actually obtain the signature. To process additional messages (in single or multiple parts), the application MUST call C_SignMessage or C_SignMessageBegin again.

Return values: CKR_ARGUMENTS_BAD, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_ACTIVE, CKR_PIN_EXPIRED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_USER_NOT_LOGGED_IN.

C_SignMessageNext

CK_DEFINE_FUNCTION(CK_RV,C_SignMessageNext)(
  CK_SESSION_HANDLE hSession,
  CK_VOID_PTR pParameter,
  CK_ULONG ulParameterLen,
  CK_BYTE_PTR pDataPart,
  CK_ULONG ulDataPartLen,
  CK_BYTE_PTR pSignature,
  CK_ULONG_PTR pulSignatureLen

);

C_SignMessageNext continues a multiple-part message signature operation, processing another data part, or finishes a multiple-part message signature operation, returning the signature. hSession is the session’s handle, pDataPart points to the data part;  pParameter and ulParameterLen specify any mechanism-specific parameters for the message signature operation; ulDataPartLen is the length of the data part; pSignature points to the location that receives the signature; pulSignatureLen points to the location that holds the length of the signature.

The pulSignatureLen argument is set to NULL if there is more data part to follow, or set to a non-NULL value (to receive the signature length) if this is the last data part.

C_SignMessageNext uses the convention described in Section 5.2 on producing output.

The message signing operation MUST have been started with C_SignMessageBegin. This function may be called any number of times in succession. A call to C_SignMessageNext with a NULL pulSignatureLen which results in an error terminates the current message signature operation. A call to C_SignMessageNext with a non-NULL pulSignatureLen always terminates the active message signing operation unless it returns CKR_BUFFER_TOO_SMALL or is a successful call (i.e., one which returns CKR_OK) to determine the length of the buffer needed to hold the signature.

Although the last C_SignMessageNext call ends the signing of a message, it does not finish the message-based signing process. Additional C_SignMessage or C_SignMessageBegin and C_SignMessageNext calls may be made on the session.

Return values: CKR_ARGUMENTS_BAD, CKR_BUFFER_TOO_SMALL, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DATA_LEN_RANGE, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_NOT_INITIALIZED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_USER_NOT_LOGGED_IN, CKR_FUNCTION_REJECTED.

C_MessageSignFinal

CK_DEFINE_FUNCTION(CK_RV,C_MessageSignFinal)(
  CK_SESSION_HANDLE hSession

);

C_MessageSignFinal finishes a message-based signing process. hSession is the session’s handle.

The message-based signing process MUST have been initialized with C_MessageSignInit.

Return values: CKR_ARGUMENTS_BAD, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_NOT_INITIALIZED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_USER_NOT_LOGGED_IN, CKR_FUNCTION_REJECTED.

Message-Based Functions for Verifying Signatures and MACs
Summary of Cryptoki message-based verification functions

·  C_MessageVerifyInit :initializes a message-based verification process
·  C_VerifyMessage: verifies a signature on a single-part message
·  C_VerifyMessageBegin: begins a multiple-part message verification operation
·  C_VerifyMessageNext: continues or finishes a multiple-part message verification operation
· C_MessageVerifyFinal: finishes a message-based verification process

Message-based verification refers to the process of verifying signatures on multiple messages using the same verification mechanism and verification key.

Cryptoki provides the following functions for verifying signatures on messages (for the purposes of Cryptoki, these operations also encompass message authentication codes):

C_MessageVerifyInit
CK_DEFINE_FUNCTION(CK_RV,C_MessageVerifyInit)(
  CK_SESSION_HANDLE hSession,
  CK_MECHANISM_PTR pMechanism,
  CK_OBJECT_HANDLE hKey

);
C_MessageVerifyInit initializes a message-based verification process, preparing a session for one or more verification operations (where the signature is an appendix to the data) that use the same verification mechanism and verification key. hSession is the session’s handle; pMechanism points to the structure that specifies the verification mechanism; hKey is the handle of the verification key.

The CKA_VERIFY attribute of the verification key, which indicates whether the key supports verification where the signature is an appendix to the data, MUST be CK_TRUE.

After calling C_MessageVerifyInit, the application can either call C_VerifyMessage to verify a signature on a message in a single part; or call C_VerifyMessageBegin, followed by C_VerifyMessageNext one or more times, to verify a signature on a message in multiple parts. This may be repeated several times. The message-based verification process is active until the application calls C_MessageVerifyFinal to finish the message-based verification process.

Return values: CKR_ARGUMENTS_BAD, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_KEY_FUNCTION_NOT_PERMITTED, CKR_KEY_HANDLE_INVALID, CKR_KEY_SIZE_RANGE, CKR_KEY_TYPE_INCONSISTENT, CKR_MECHANISM_INVALID, CKR_MECHANISM_PARAM_INVALID, CKR_OK, CKR_OPERATION_ACTIVE, CKR_PIN_EXPIRED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_USER_NOT_LOGGED_IN.

C_VerifyMessage

CK_DEFINE_FUNCTION(CK_RV,C_VerifyMessage)(
  CK_SESSION_HANDLE hSession,
  CK_VOID_PTR pParameter,
  CK_ULONG ulParameterLen,
  CK_BYTE_PTR pData,
  CK_ULONGu lDataLen,
  CK_BYTE_PTR pSignature,
  CK_ULONG ulSignatureLen

);

C_VerifyMessage verifies a signature on a message in a single part operation, where the signature is an appendix to the data. C_MessageVerifyInit must previously been called the the session. hSession is the session’s handle; pParameter and ulParameterLen specify any mechanism-specific parameters for the message verification operation; pData points to the data; ulDataLen is the length of the data; pSignature points to the signature; ulSignatureLen is the length of the signature.

Unlike the pParameter parameter of C_SignMessage, pParameter is always an input parameter.

The message-based verification process MUST have been initialized with C_MessageVerifyInit. A call to C_VerifyMessage starts and terminates a message verification operation.

A successful call to C_VerifyMessage should return either the value CKR_OK (indicating that the supplied signature is valid) or CKR_SIGNATURE_INVALID (indicating that the supplied signature is invalid). If the signature can be seen to be invalid purely on the basis of its length, then CKR_SIGNATURE_LEN_RANGE should be returned.

C_VerifyMessage does not finish the message-based verification process. Additional C_VerifyMessage or C_VerifyMessageBegin and C_VerifyMessageNext calls may be made on the session.

For most mechanisms, C_VerifyMessage is equivalent to C_VerifyMessageBegin followed by a sequence of C_VerifyMessageNext operations.

Return values: CKR_ARGUMENTS_BAD, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DATA_INVALID, CKR_DATA_LEN_RANGE, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_NOT_INITIALIZED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_SIGNATURE_INVALID, CKR_SIGNATURE_LEN_RANGE.

C_VerifyMessageBegin

CK_DEFINE_FUNCTION(CK_RV,C_VerifyMessageBegin)(
  CK_SESSION_HANDLE hSession,
  CK_VOID_PTR pParameter,
  CK_ULONG ulParameterLen

);

C_VerifyMessageBegin begins a multiple-part message verification operation, where the signature is an appendix to the message. C_MessageVerifyInit must previously been called the the session. hSession is the session’s handle; pParameter and ulParameterLen specify any mechanism-specific parameters for the message verification operation.

Unlike the pParameter parameter of C_SignMessageBegin, pParameter is always an input parameter.

After calling C_VerifyMessageBegin, the application should call C_VerifyMessageNext one or more times to verify a signature on a message in multiple parts. The message verification operation is active until the application calls C_VerifyMessageNext with a non-NULL pSignature. To process additional messages (in single or multiple parts), the application MUST call C_VerifyMessage or C_VerifyMessageBegin again.

Return values: CKR_ARGUMENTS_BAD, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_ACTIVE, CKR_PIN_EXPIRED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_USER_NOT_LOGGED_IN.

C_VerifyMessageNext

CK_DEFINE_FUNCTION(CK_RV,C_VerifyMessageNext)(
  CK_SESSION_HANDLE hSession,
  CK_VOID_PTR pParameter,
  CK_ULONG ulParameterLen,
  CK_BYTE_PTR pDataPart,
  CK_ULONGu lDataPartLen,
  CK_BYTE_PTR pSignature,
  CK_ULONG ulSignatureLen

);

C_VerifyMessageNext continues a multiple-part message verification operation, processing another data part, or finishes a multiple-part message verification operation, checking the

signature. hSession is the session’s handle,  pParameter and ulParameterLen specify any mechanism-specific parameters for the message verification operation, pPart points to the data part; ulPartLen is the length of the data part; pSignature points to the signature; ulSignatureLen is the length of the signature.

The pSignature argument is set to NULL if there is more data part to follow, or set to a non-NULL value (pointing to the signature to verify) if this is the last data part.

The message verification operation MUST have been started with C_VerifyMessageBegin. This function may be called any number of times in succession. A call to C_VerifyMessageNext with a NULL pSignature which results in an error terminates the current message verification operation. A call to C_VerifyMessageNext with a non-NULL pSignature always terminates the active message verification operation.

A successful call to C_VerifyMessageNext with a non-NULL pSignature should return either the value CKR_OK (indicating that the supplied signature is valid) or CKR_SIGNATURE_INVALID (indicating that the supplied signature is invalid). If the signature can be seen to be invalid purely on the basis of its length, then CKR_SIGNATURE_LEN_RANGE should be returned. In any of these cases, the active message verifying operation is terminated.

Although the last C_VerifyMessageNext call ends the verification of a message, it does not finish the message-based verification process. Additional C_VerifyMessage or C_VerifyMessageBegin and C_VerifyMessageNext calls may be made on the session.

Return values: CKR_ARGUMENTS_BAD, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DATA_LEN_RANGE, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_NOT_INITIALIZED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_SIGNATURE_INVALID, CKR_SIGNATURE_LEN_RANGE.

C_MessageVerifyFinal
CK_DEFINE_FUNCTION(CK_RV,C_MessageVerifyFinal)(
 CK_SESSION_HANDLE hSession

);

C_MessageVerifyFinal finishes a message-based verification process. hSession is the session’s handle.

The message-based verification process MUST have been initialized with C_MessageVerifyInit.

Return values: CKR_ARGUMENTS_BAD, CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DATA_LEN_RANGE, CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_NOT_INITIALIZED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID.

New #defines:

#define CKR_AEAD_DECRYPT_FAILED 0x00000042

#define CKF_END_OF_MESSAGE 0x00000001
Add the following to table 8 (Mechanism info Flags) of section 3.5 (Data types for Mechanisms).
	Bit Flag
	Mask
	Meaning

	CKF_MESSAGE_ENCRYPT
	0x00000002
	True if the mechanism can be used with C_MessageEncryptInit

	CKF_MESSAGE_DECRYPT
	0x00000004
	True if the mechanism can be used with C_MessageDecryptInit

	CKF_MESSAGE_SIGN
	0x00000008
	True if the mechanism can be used with C_MessageSignInit

	CKF_MESSAGE_VERIFY
	0x00000010
	True if the mechanism can be used with C_MessageVerifyInit

	CKF_MULTI_MESSAGE
	0x00000020
	True if the mechanism can be used with C_*MessageBegin. One of CKF_MESSAGE_* flag must also be set.


In table 30 (Summary of Cryptoki Functions) of section 5 (Functions)

	Category
	Function
	Description

	Message Encryption
	C_MessageEncryptInit
	initializes a message encryption operation

	functions
	C_EncryptMessage
	encrypts single-part data

	
	C_EncryptMessageBegin
	starts a multiple-part message encryption operation

	
	C_EncryptMessageNext
	Continues and finishes a multiple-part message encryption operation

	
	C_MessageEncryptFinal
	finishes a message encryption operation

	Message 

Decryption
	C_MessageDecryptInit
	initializes a message decryption operation

	functions
	C_DecryptMessage
	decrypts single-part data

	
	C_DecryptMessageBegin
	starts a multiple-part message decryption operation

	
	C_DecryptMessageNext
	Continues and finishes a multiple-part message decryption operation

	
	C_MessageDecryptFinal
	finishes a message decryption operation

	Message Signature 
	C_MessageSignInit
	initializes a message signature operation

	functions
	C_SignMessage
	signs single-part data

	
	C_SignMessageBegin
	starts a multiple-part message signature operation

	
	C_SignMessageNext
	Continues and finishes a multiple-part message signature operation

	
	C_MessageSignFinal
	finishes a message signature operation

	Message 

Verification
	C_MessageVerifyInit
	initializes a message verification operation

	functions
	C_VerifyMessage
	verifies single-part data

	
	C_VerifyMessageBegin
	starts a multiple-part message verification operation

	
	C_VerifyMessageNext
	Continues and finishes a multiple-part message verification operation

	
	C_MessageVerifyFinal
	finishes a message verification operation


Also requires: AES_GCM update proposal, New function table proposal.

NOTE: references to section 5.2 refers to section 5.2 “Conventions for functions returning output in a variable-length buffer”.
�Format (here and throughout the whole document) should follow same rules as in the standards documents: 


 function names: bold


 Function parameters: italics, not bold


�Please change wording resp. complete the statement “the the”, here and in another 7 occurences


�We suggest to say “contain” than “is”, because “is” might be misunderstood as “pParameter is a pointer to a CHAR array with the IV”. 


Any change here must also be reflected in sections below.


�Which mechanism parameter specifies that an IV shall be generated by the token? ulIvLen=0 cannot be used for that purpose because then there is no definition how long the generated IV should be. 


Or is it assumed that C_EncryptMessage with CKM_AES_GCM always has the IV generated by the token? Then this should be clearly, and there is no “if” condition. 


Any change here must also be reflected in sections below.





