[image: image1.png]





Lockstep Consulting Pty Ltd

ABN 59 593 754 482

Contact: swilson@lockstep.com.au




A critical review of Burton Group’s 
Public Key Infrastructure Technical Position
Stephen Wilson for the Oasis PKI Education Steering Committee 
28 December 2004 

Abstract
As part of a return on investment research assignment for the Oasis PKI Education Steering Committee, Lockstep was asked to review the Public Key Infrastructure Technical Position published by Burton Group as part of its Directory and Security Strategies Reference Architecture.  It was thought that the Technical Position might form a good primary reference for an ROI framework being developed by Oasis.  

Burton Group’s Technical Positions are generally not publicly available, and may only be used for restricted purposes by Burton customers.  It is not possible to excerpt material without permission.  A confidential loan copy was provided for this review by an Oasis member which also subscribes to Burton Group.  

The PKI Technical Position was found to offer a practical, complete and up-to-date approach to the top priority implementation issues of most conceivable PKI projects.  However, the Technical Position does not in fact have anything direct to say about return on investment nor how to determine costing.  It is recommended that the Burton Group work be used indirectly in the Oasis ROI work to help describe various implementation options in a clear and common manner. 
A summary of the Burton PKI Technical Position
Burton Group produces its Technical Positions in the form of questionnaires which canvass the important fine grained choices faced by enterprises when they come to implement a certain cutting edge technology.  By working through the questionnaire, the customer reaches their own detailed position, customised for their particular business circumstances.  The PKI Technical Position thus embodies, among other things, trust models (internal users versus external), major architectural options (1-tier, 2-tier and 3-tier PKI), insourcing versus outsourcing, distribution of RAs, key storage media
 (hardware tokens, roaming or soft certificates), and different grades of operational security.  
The PKI Technical Position overall is nicely up-to-date with PKI thinking.  The latest version, barely 12 months old, incorporates all important modes of sourcing PKI services available on the market today, has a sound treatment of thin client versus fat client end user applications, and includes commentary on notable future trends such as Web Services, trusted operating systems, and smartcards.  
Some insights into how the Technical Position is applied in practice are available in the public domain from Cornell University.  In early 2002, Cornell engaged Burton Group to analyse and workshop its potential enterprise wide use of and needs for PKI.  The major deliverable of this exercise is available on the web in an (apparently) abbreviated form ‎[2], including an outline of the technical positions reached in this case.  That outline is reproduced in Annex B of this paper, for comparison with the generic form of the ‘master’ Technical Position at Annex A (note that some differences in structure may be due simply to the fact that our version of the Technical Position has been revised since the Cornell project). 
We can see the relative depth to which the Burton Group analysis goes.  It appears that fine grained decisions have been made (or specific issues identified for further research) across the whole spectrum of PKI design issues, with full traceability back to transparent assumptions and external requirements that would have been documented through the workshop process. 
Relevance of the Technical Position to Oasis SC ROI work

Return on Investment and detailed cost modelling are evidently beyond the scope of the Technical Position.  It is clear from reading the document that detailed costings of various PKI components are expected as inputs to the process.  Furthermore, no framework for quantifying the benefits of PKI is incorporated.  Total Cost of Ownership might be derived as a by-product of the Technical Position, but as a TCO tool, it would seem to be overkill.  
Therefore, we cannot draw directly on the Burton Group PKI Technical Position in the Oasis PKI ROI work.  

However, Lockstep does recommend that Oasis adopt some of Burton’s structures for characterising different detailed PKI implementation decisions.  The Oasis ROI model will have to cater for alternate ways of implementing the major components of a PKI, and Burton has a clear way of characterising many of these options.  In particular Burton has it that: 

· PKI enabled applications are either Fat Client or Thin Client depending on their required level of digital signature and digital certificate management functionality;
 
· Certificate Authority operations may be insourced or outsourced; 
· Key storage may be by client-side soft certificates, roaming soft certificates, USB key or smartcard.
 

Suggested further work
A useful collaboration might be possible between Oasis and Burton Group.  Burton’s framework seems amongst the most sophisticated and technically advanced seen to date from any of the research houses (and Gartner seems to have lost interest in PKI in any case).  

One particularly interesting issue appears to be touched on in Burton’s work for Cornell: the outline of the Cornell position mentioned “One general-purpose PKI vs. multiple implementations” (see Annex B).  There are indications that the registration overheads and artificial legal mechanisms of general purpose third party identity certificates conspire to make them so expensive that the Total Cost of Ownership of multiple application-specific certificates might be less, even if end users found themselves carrying relatively large numbers of them.  If Burton has looked at some of these issues in their work for Cornell and other clients, their results could be of great interest to the PKI Technical Committee. 
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Annex A: Burton Group’s PKI Technical Position Contents ‎[1]
Statement of Problem 

Typical Requirements 

PKI Services
Authentication / Confidentiality & Integrity / Digital signing / Key Mgt
Application Integration 

End User Transparency 

PKI Product Requirements 

Cryptography Requirements 

Alternatives

Vendors and Sourcing 

Policies 

Trust Models

Certificate and Key Management
Certificate Content / Classes / User Registration / Key Management

Validation

Repositories 

Application Integration 

Deployment Modes 

Future Developments 

XML and PKI 
Web Services Security

Operating System Improvements 
Smart Card Deployments

Trusted Hardware and Platforms 

Industry Trust Communities

Federated Identity Management 

Evaluation Criteria

Statement & Basis for Position 

Tiers and Instances

PKI Tiers / Instances 

Deployment Considerations

Functionality / Sourcing / Distribution 

Policy 

Governance / Trust Models / Registration 

Operations and Security

PKI Operational Controls 

Applications 

Signatures / Encryption / Integration / Authorization 

Key Management

Certificate & Key Management / Archival & Recovery / Key Storage 

Status Checking

Revocation / Validation 
Annex B: Burton’s PKI Position for Cornell University 2002 ‎[2]
What applications will the PKI support? 

Strong authentication / Digital signatures 

Secure email / General encryption / VPN 

Non-repudiation

Who will own and operate the infrastructure? 

University, department, mixed? 

What are the guidelines for ownership and coordination? 

Should PKI be treated as strategic or tactical? 

IF strategic, call for significant effort by owners to expand use of PKI under the master plan and to standardize its use so as to guide and control its growth. 

IF tactical, minimize use and where it is absolutely required, deploy in the cheapest and easy way. 

CP and CPS 

How many assurance levels of certificates will Cornell require? 

What are the identity verification requirements for each level? 

Will hard tokens be used? 

Who dictates each policy — Cornell or external party?

Elements of architecture to consider 

Registration and enrollment 

Key creation / storage / archive/recovery / renewal 

Trust relationships 

Recovery 

Roaming 

Revocation and validation 

Application integration

Users and Relying parties 

Staff / Partners / Students / Faculty / External Agencies / Other Universities

Certificates 

What is the naming convention for the subjectName field? 

What attributes will be stored in certificate? 

What Cornell extensions are needed? 

What key lengths are required for signing, encryption? 

What key length should the CA use for its own keys?

Signing algorithms / Encryption algorithms
How long will certificates be valid for? 

What is the usage policy?

Key and certificate storage 

Local workstation / Laptops / Roaming server / Smart card 

Trust relationships 

Cross certify / Hierarchical / Partners / Customers 

Cornell trust hierarchy — central CA and departmental CAs?

Certificate validation 

CRL / OCSP 

Short lived certificates 

Directory 

One general-purpose PKI vs. multiple implementations 

User registration 

Bulk / One by one 

Existing shared secret 

How will the RA structure be configured? 

How will certificates be issued for each assurance level? 

Will user registration be automated?

Help desk issues 

Lost PIN 

Lost smart card 

How will Help Desks assist users with lost PINs? 

How will lost, damaged, forgotten cards be dealt with?

Insource vs. outsource 

Programming interfaces 

W2000 integration 

Certificate management protocols 

CMP / CMC / XKMS















� On a critical note, the technical position on key storage turns out conspicuously not to be as useful as most of the other position topics, in terms of assisting PKI project managers with their decision making.  Instead of providing the answer to the question “should we deploy hardware tokens?”, the Technical Position seems to assume that the requirement has been worked out and is used as an input.  Thus the position on key storage becomes trivial: “IF a Fat Client PKI deployment [is chosen] AND hardware tokens are required or can be cost-justified THEN universally distribute hardware tokens (smartcards)”.


 


� The Burton Group identifies a third type of application: Server Side PKI, meaning SSL website authentication alone.  The Oasis ROI work would probably ignore SSL-only applications as being almost trivial these days. 





� Burton, perhaps curiously, treats USB keys and smartcards as being equivalent in their PKI Technical Position.  The Oasis ROI framework should however distinguish between these two major forms of hard certificate, because smartcards continue to carry a higher establishment and support cost associated with readers.  If Burton Group’s work was to be pursued further on this point, their Directory and Security Strategies overview - Strong Authentication Drivers and Obstacles may shed further light on hardware key storage media. 





� Note that the PKI Technical Position is available only to Burton Group customers; free guest registration is available at this web page, to test drive one of the other Technical Positions.
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