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1. Background to the Survey

The OASIS Public Key Infrastructure (PKI) Technical Committee (TC) was formed in
January 2003 with the express purpose of addressing issues related to the successful
deployment of digital certificates.  Further information on the OASIS PKI TC can be
found at: http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=pki

During initial meetings of the PKI TC, the members agreed that an important role for
the TC would be to identify obstacles to PKI deployment and usage so that those
obstacles can be addressed. The TC members had many opinions about which
obstacles are most critical, but it was agreed to conduct a survey to obtain a more
objective analysis.

A web-based survey was conducted in June 2003, asking respondents to identify the
most important obstacles to PKI deployment and usage. This survey was successful in
attracting a large number of highly qualified respondents, who identified certain
specific obstacles. A short summary of that survey’s results is included in section ??
of this document. For more details, see the full report at
http://www.oasis-open.org/committees/pki/pkiobstaclesjune2003surveyreport.pdf

After reviewing the results of this survey, the PKI TC determined that more detailed
information was needed in order to decide how to address them. For instance, “Costs
Too High” was one of the most commonly cited obstacles. In order to address this
obstacle, the PKI TC needed to know which costs were most problematic.

Therefore, the PKI TC prepared a follow-up survey, posted it on the web, and asked
people who responded to the first survey and provided an email address to complete
the follow-up survey. This document analyzes the responses to the follow-up survey
and provides conclusions and recommendations.



Analysis of Follow-up Survey on Obstacles to PKI Deployment and Usage

Page 5 of 35

2. Survey Sample

Invitations to participate in the follow-up survey were sent only to people who
responded to the June 2003 Obstacles survey and provided an email address. This was
intended to maintain consistency between the initial survey respondents and the
follow-up survey, avoid the need to impose on others by sending out many
invitations, and enable us to tie follow-up responses to demographic information
collected with the June 2003 survey.

This approach met with mixed success. Most respondents to the follow-up survey
(89%) had previously responded to the June 2003 survey, so we were able to tie in
demographic information. Unfortunately, the small set of invitations sent out (and
perhaps the August timing of the survey) resulted in a fairly small number of
responses (74 vs. 216 for the June 2003 survey).

2.1. Validity of Survey Responses

The low number of responses, combined with the fact that the respondents are self-
selected from a self-selected pool, increases the risk that the responses are not
indicative of opinions throughout the target sample. The results could be skewed by a
small number of opinionated respondents. To determine whether this is likely, it is
useful to compare the demographics and opinions of the Follow-up Survey
respondents and the June 2003 Survey respondents.

2.2. Demographic Analysis of Respondents

The June 2003 survey analysis includes an in-depth demographic analysis of the
respondents for that survey. Instead of including a similar analysis here, we will only
point out the demographic differences between the June 2003 respondents and the
Follow-up Survey respondents.

The Follow-up Survey respondents were more experienced with PKI. For each of the
five categories of PKI involvement in the June 2003 survey (Read About PKI,
Considered Using PKI, Used PKI, Helped Deploy PKI, and Developed PKI-related
Software), the Follow-up Survey respondents scored higher than or equal to the June
2003 Survey respondents. However, the differences here were all less than 10% so
this may not be significant.

The percentage of respondents who listed their Primary Job as IT Management was
down from 29% in the June 2003 survey to 26% in the Follow-up Survey, the
percentage of Software Developers was down from 12% to 9%, and the percentage of
consultants was up from 10% to 20%. Again, it’s not clear if these changes are
significant. However, it may be.

More impressive than these differences is the number of demographic measures that
are mostly unchanged from the June 2003 survey to the Follow-up survey.
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Geographic representation, years of experience with Information Security/Privacy,
Employer Size, and Employer Sector or Industry are largely unchanged.

2.3. Opinion Analysis of Respondents

Comparing the opinions of the entire pool of June 2003 survey respondents against
those of the Follow-up Survey respondents also shows few differences. The four most
important applications are the same. The five most important obstacles are the same.
The only noticeable difference is that the “Hard for End Users to Use” obstacle is
rated somewhat lower by the Follow-up Survey respondents. Maybe this is because
the Follow-up Survey respondents are more experienced with PKI so they don’t
notice the usability problems.

2.4. Checking for Undue Influence

With a small number of respondents, a few respondents with strong opinions can
substantially influence survey results. Likewise, a large number of respondents from a
single organization can bias results. This can happen through a planned effort or
through unplanned coincidence.

To check for cases where a small number of respondents with strong opinions are
outweighing a larger number of respondents with more moderate opinions, we look
not only at the mean (average) response to a question but also at the median response.
If the mean and the median are close, then the respondents generally agree on the
answer. Of course, finding a small number of respondents with strong opinions is not
necessarily bad. It’s just important to recognize when this is happening.

In the responses to the Follow-up Survey, only one response shows a substantial
difference between the mean and the median. When respondents were asked to assign
points to identify where the most serious interoperability problems arise in PKI
deployment and usage, Cross-Certification got a mean rating of 1.23 points out of 10.
But the median response here was 0. More than half of the respondents (56%,
actually) didn’t assign any points to this item. But several respondents gave a high
point value (3, 5, or even 7), which caused it to have a high total point value. Our
suspicion is that many respondents have little or no experience with cross-
certification. But those who have such experience consider it a large interoperability
problem.

To check whether a single organization had undue influence on the survey results, we
checked the email addresses of the respondents. Based on this data, no single
organization had an excessive number of respondents (more than 10%).

One final check was made to look for undue influence. We checked whether any
question had an especially low response rate. This would make it easy for a small
number of respondents to influence the results for that question and call into question
their validity. We found that all questions were answered by at least 67% of the
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survey participants. Combined with the analysis described earlier in this section, our
concerns about undue influence were allayed.

2.5. Conclusion regarding Validity of Survey Sample

As mentioned above, the small number of survey respondents raises concerns that the
Follow-up Survey responses may not be indicative of opinions throughout the target
sample. However, a closer examination of the responses argues against this for the
following reasons.

First, the opinions of the Follow-up Survey respondents closely match the opinions of
the entire pool of June 2003 respondents. Second, the demographics of the Follow-up
Survey respondents also match well with the demographics of the entire pool of June
2003 respondents. Third, an examination of the email addresses and demographics of
respondents shows no sign of “packing” by any group. Fourth, the original target
sample for these surveys was fairly loosely defined:

The sample (target audience) of the PKI TC's PKI Deployment Obstacles survey
can include anyone who has an opinion on this topic, but we are most interested in
people who actually have some expertise or experience in this area. Therefore, we
will focus our outreach on IT managers and staff who have worked on or
considered PKI deployment, employees of PKI vendors and resellers, and lawyers
or consultants who have worked on or observed PKI deployments.

This is a very good description of the respondents to the June 2003 survey and the
follow-up survey, although the makeup of the survey respondents is slightly different
between the two surveys.

We conclude that the responses to the Follow-up Survey may be useful in developing
an Action Plan to address obstacles to PKI deployment and usage. The small sample
size means that we cannot do useful demographic correlations or state with great
confidence that the opinions of the respondents are representative of a larger pool. But
the opinions of the respondents still shed light on the obstacles encountered by those
who attempt to deploy and use PKI. And the textual comments, anecdotes, and
recommendations of the respondents may prove quite useful.
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3. Understanding Obstacles Better

The goal of the Follow-up Survey was to better understand the obstacles to PKI
deployment and usage identified by the June 2003 Survey so that the obstacles can be
addressed. In order to accomplish this goal, respondents were asked to rank the
obstacles by relative importance, answer clarifying questions regarding the obstacles,
and offer suggestions for how the obstacles could be addressed. This section describes
the responses to these questions.

3.1. Using Points to Indicate Relative Importance

For many of these questions, respondents were asked to allocate 10 points among a
set of items. This allowed the respondents to allocate points according to the
importance of each item, in their view. For instance, one item might get 6 points, one
4 points, and the other items in that question 0 points.

Respondents were told that they could allocate more than 10 points if they wanted.
The results would be normalized to 10 points. This system seemed to work fine.

As described in section 2.4, we looked for cases where a small number of respondents
with strong opinions might outweigh a larger number of respondents with more
moderate opinions, by considering not only the mean (average) response to a question
but also the median response. Except for one case described in section 3.6, we found
no substantial disparities between the mean and the median. We interpret this to mean
that most of the results from the ranking questions reflect common opinions among
the respondents, not a vocal minority.

3.2. Ranking Obstacles

Participants were asked to rank obstacles to PKI deployment and usage, indicating
which they believe to be most important. In addition to the nine obstacles included in
the June 2003 Survey, we included six others that had been suggested by respondents
to June 2003 Survey. Table 1 and Figure 1 show the results (the average point value
for each item, after normalizing).

Obstacles Points Rank
Software Applications Don’t Support It 1.76 1
Costs Too High 1.26 2
PKI Poorly Understood 1.06 3
Too Much Focus on Technology, Not Enough On Need 1.01 4
Poor Interoperability .90 5
Hard to Get Started – Too Complex .68 6
Lack of Management Support .66 7
Hard for End Users to Use .59 8
Enrollment Too Complicated .35 9
Too Much Legal Work Required .33 10
Smart Card Problems .32 11
Hard for IT to Maintain .30 12
Insufficient Need .29 13
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Revocation Hard .25 14
Standards Problems .25 15

Table 1: Obstacles Ranked by Importance
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Lack of Management Support

Hard to Get Started – Too Complex
Poor Interoperability

Too Much Focus on Technology, Not Enough on Need
PKI Poorly Understood

Costs Too High
Software Applications Don't Support It

Figure 1: Obstacles Ranked by Importance

These responses match closely with the responses from the June 2003 Survey. The
order of items in the list is almost the same. But the top few items stand out much
more starkly from the rest. By providing a point system instead of only three
categories as the June 2003 Survey did, respondents were able to indicate their
opinions more clearly. It seems that although there are many “Major Obstacles” to
PKI deployment and usage, a few of them are much more important than the others.
The first four obstacles have more than half of the total points. And the number one
obstacle (“Software Applications Don’t Support It”) has 39% more than any of the
others. This suggests that focussing resources on these top four obstacles would have
the greatest benefit, although work on the others might also be useful.

Another important outcome is that one obstacle not included on the original list is in
this top four. That is “Too Much Focus on Technology, Not Enough on Need”. Now
that this obstacle has been identified and highlighted, it can be addressed.

3.3. Software Application Support

In the June 2003 Survey results, “Software Applications Don’t Support It” was
identified as the most important obstacle to PKI deployment and usage. Therefore, the
Follow-up Survey asked several questions to better understand this obstacle and how
it can be addressed.

First, respondents were asked to indicate which applications most critically need
improvements in PKI support. The ranking system described in section 3.1 was used
in conjunction with the application list from the June 2003 Survey. No other
applications were cited by many respondents to the June 2003 Survey, so none were
added to the list. Table 2 and Figure 2 show the results of this ranking exercise.
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$SSOLFDWLRQV 3RLQWV 5DQN
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6HFXUH�(PDLO ���� �
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6LQJOH�6LJQ�2Q ���� �
6HFXUH�:LUHOHVV�/$1 ���� �
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:HE�6HUYHU�6HFXULW\ ���� �
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&RGH�6LJQLQJ ���� �
6HFXUH�53& ���� ��

Table 2: Applications Ranked by Need for Improvements in PKI Support
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Electronic Commerce
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Document Signing

Figure 2: Applications Ranked by Need for Improvements in PKI Support

These results are even more striking than those seen when obstacles were ranked. The
top three applications have more than 50% of the points. The number one application
has almost 25% of the points. This indicates an opinion among the respondents that
certain applications should receive the lion’s share of the attention, at least for now.

The list of top rated applications in this analysis differs somewhat from those rated
most highly in the June 2003 Survey. In that survey, the highest ranked application
was Document Signing with Web Server Security and Secure Email following closely
behind. Electronic Commerce came in sixth. So it’s somewhat surprising to see
Electronic Commerce rated so highly now and Web Server Security rated so low.
However, Document Signing and Secure Email are clearly critical to the respondents
of both surveys.

During the design of the Follow-up Survey, several PKI TC members pointed out that
Document Signing actually encompasses three somewhat different applications:
Signing Contracts (legally binding), Signing Electronic Forms (not contracts), and
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Signing Documents before Dissemination (so recipients can verify their source and
integrity). The Follow-up Survey included a question asking respondents to rate the
importance of these three subcategories. Table 3 shows the results of this exercise.

Subcategories Most ImportantImportantNot ImportantNo AnswerWeightWeight Rank
Signing Documents before
Dissemination 38% 53% 9% 0% 1.28 1

Signing Electronic Forms 34% 58% 8% 0% 1.26 2

Signing Contracts 32% 49% 19% 0% 1.14 3

Table 3: Document Signing Subcategories Ranked

A quick look at the raw data shows that most respondents ranked only one of these
subcategories as Most Important. There seems to be fairly even support for these three
kinds of Document Signing.

The Follow-up Survey also asked for comments on how application support for PKI
was insufficient. The full text of these comments is included in Appendix A. In a later
version of this document, it will be summarized here. ***Summarize.

Finally, the Follow-up Survey asked for comments on what the PKI TC or others
could do to help improve application support for PKI. The full text of these comments
is included in Appendix B. In a later version of this document, it will be summarized
here. ***Summarize.

3.4. Costs

In the June 2003 Survey results, “Costs Too High” was identified as the second
important obstacle to PKI deployment and usage. Therefore, the Follow-up Survey
asked several questions to better understand this obstacle and how it can be addressed.

First, respondents were asked to indicate which costs are most problematic in PKI
deployment and usage. The ranking system described in section 3.1 was used. Table 4
and Figure 3 show the results of this ranking exercise.

&RVWV 3RLQWV 5DQN
&RVW�RI�,QLWLDO�6\VWHP�'HVLJQ ���� �
&RVW�RI�6RIWZDUH�$FTXLVLWLRQ ���� �
&RVW�RI�6RIWZDUH�,QWHJUDWLRQ ��� �
&RVW�RI�2Q�JRLQJ�2SHUDWLRQV ��� �
&RVW�RI�6HFXUH�)DFLOLWLHV ��� �
&RVW�RI�6PDUW�&DUGV�DQG�5HDGHUV ��� �
&RVW�RI�(QG�8VHU�6XSSRUW ��� �
&RVW�RI�,QLWLDO�&HUWLILFDWH�,VVXDQFH ��� �
1RQ�WHFKQLFDO�6HWXS�&RVWV
�H�J��OHJDO�	�&36�

��� �

2WKHU�&RVWV ��� ��
&RVW�RI�7UDLQLQJ ��� ��
&RVW�RI�&URVV�&HUWLILFDWLRQ ��� ��
&RVW�RI�6XSSRUW�&RQWUDFWV ��� ��
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Table 4: Costs Ranked by Most Problematic
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Cost of End-User Support

Cost of Smart Cards and Readers

Cost of Secure Facilities

Cost on Ongoing Operations

Cost of  Softw are Integration

Cost of Sof tw are Acquisition

Costs of  Initial System Design

Figure 3: Costs Ranked by Most Problematic

Unfortunately, this is not very enlightening. The top six categories of costs are very
close. One person changing a few points in their ratings could move an item up one or
two slots. We can conclude with some confidence that the costs of cross-certification
and support contracts are not a large concern. But going beyond that is difficult.

The Follow-up Survey allowed respondents to enter descriptions of Other Costs. The
full text of these descriptions is included in Appendix C. In a later version of this
document, it will be summarized here. ***Summarize.

The Follow-up Survey also asked “Would you say that these cost problems are largely
eliminated if the number of users involved is large (amortizing large fixed costs)?”
The results for this question are included in Table 5.

<HV 1R 1R�5HVSRQVH
&RVW�3UREOHPV�(OLPLQDWHG�ZLWK�/DUJH
1XPEHU�RI�8VHUV

��� ��� ���

Table 5: Cost Problems Eliminated with Large Number of Users

To further understand the nature of these costs, the Follow-up Survey asked “Do your
comments about costs pertain primarily to outsourced PKI services, in-house PKI, or
both?” The results are shown in Table 6.

2XWVRXUFHG
3.,

,Q�KRXVH�3., %RWK 1R�5HVSRQVH

&RVW�&RPPHQWV�3HUWDLQ�3ULPDULO\�WR �� ��� ��� ���

Table 6: Cost Comments Pertain to Outsourced PKI or In-house

Finally, the Follow-up Survey asked for comments on what the PKI TC or others
could do to help reduce costs. The full text of these comments is included in
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Appendix D. In a later version of this document, it will be summarized here.
***Summarize.

3.5. PKI Poorly Understood

In the June 2003 Survey results, “PKI Poorly Understood” was identified as the third
most important obstacle to PKI deployment and usage. Therefore, the Follow-up
Survey asked several questions to better understand this obstacle and how it can be
addressed.

First, respondents were asked to indicate which parties most need greater PKI
understanding. The ranking system described in section 3.1 was used. Table 7 and
Figure 4 show the results of this ranking exercise.

3DUWLHV 3RLQWV 5DQN
6HQLRU�0DQDJHPHQW ���� �
8VHUV ���� �
,7�0DQDJHPHQW ���� �
,7�6WDII ���� �
9HQGRUV ���� �
2WKHU ��� �

Table 7: Parties Ranked by Greatest Need for PKI Understanding
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Vendors

IT Staff

IT Management

Users

Senior Management

Figure 4: Parties Ranked by Greatest Need for PKI Understanding

A clear preference is expressed for educating senior management and users on PKI.

The Follow-up Survey allowed respondents to enter descriptions of Other Parties who
need PKI understanding. The full text of these descriptions is included in Appendix E.
In a later version of this document, it will be summarized here. ***Summarize.
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The Follow-up Survey also asked for comments on what the PKI TC or others could
do to help increase understanding of PKI. The full text of these comments is included
in Appendix F. In a later version of this document, it will be summarized here.
***Summarize.

3.6. Interoperability

In the June 2003 Survey results, “Poor Interoperability” was identified as the fourth
most important obstacle to PKI deployment and usage. Therefore, the Follow-up
Survey asked several questions to better understand this obstacle and how it can be
addressed.

First, respondents were asked to indicate where the most serious interoperability
problems arise. The ranking system described in section 3.1 was used. Table 8 and
Figure 5 show the results of this ranking exercise.

3RLQWV 5DQN
3DWK�9DOLGDWLRQ ���� �
6PDUW�&DUG ���� �
8QXVXDO�&HUWLILFDWH�&RQWHQWV ���� �
&URVV�&HUWLILFDWLRQ ���� �
&HUWLILFDWH�,VVXDQFH ���� �
&HUWLILFDWH�5HYRFDWLRQ ��� �
3URWRFROV�WKDW�8VH�3.,
�VXFK�DV�66/�RU�6�0,0(�

��� �

2WKHU ��� �

Table 8: Where the Most Serious Interoperability Problems Arise
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Figure 5: Where the Most Serious Interoperability Problems Arise

Looking at the median response for this question is interesting. The first three items
have a median response of 1 or greater, indicating that most respondents consider this
a problem. The fourth (Cross-Certification) has a median response of 0. More than
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half of the respondents (56%, actually) didn’t assign any points to this item. But
several respondents gave a high point value (3, 5, or even 7), which caused it to have
a high total point value. In this case, it may be that many respondents have little or no
experience with cross-certification. But those who have such experience consider it a
large interoperability problem.

The Follow-up Survey allowed respondents to enter descriptions of other areas where
interoperability problems arise during PKI deployment and usage. The full text of
these descriptions is included in Appendix G. In a later version of this document, it
will be summarized here. ***Summarize.

Because interoperability is especially complex with PKI, the Follow-up Survey asked
respondents to please describe any interoperability problems they wanted to highlight.
The full text of these comments is included in Appendix H. In a later version of this
document, it will be summarized here. ***Summarize.

The Follow-up Survey also asked for specific suggestions on things the PKI TC or
others could do to help improve interoperability. The full text of these comments is
included in Appendix I. In a later version of this document, it will be summarized
here. ***Summarize.

3.7. Other Suggestions

The Follow-up Survey asked for other comments or suggestions, especially ideas for
how to address the obstacles listed in the survey. The full text of these comments is
included in Appendix J. In a later version of this document, it will be summarized
here. ***Summarize.
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4. Conclusions

4.1. Summary of Survey Results

***To be provided.

4.2. Next Steps

***To be provided.
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Appendix A. Comments on How Application Support
for PKI is Insufficient

The Follow-up Survey asked for comments on how application support for PKI is
insufficient. The full text of these comments is included here. In a later version of this
document, it will be summarized in the body of the document and these specific
comments will be removed to protect the privacy of the submitters and avoid any
potential copyright issues.

7KH�SUREOHP�LV�PRUH�RQH�RI�GHJUHH�RI�FRQVLVWHQW�VXSSRUW���PDQ\�RI�WKHVH�DSSOLFDWLRQV�GR�VXSSRUW
3.,��VRUW�RI���7KH\�MXVW�GRQ
W�GR�LW�LQ�D�FRQVLVWHQW�ZD\���)RU�H[DPSOH��ZKHQ�FRQIURQWHG�ZLWK�DQ
H[WHQVLRQ�IODJJHG�FULWLFDO��WKUHH�GLIIHUHQW�DSSOLFDWLRQV�PD\�UHDFW�GLIIHUHQWO\�LI�WKH\�FDQQRW�KDQGOH
LW����7KH�VWDQGDUGV�DUH�VRPHZKDW�IX]]\�WR�VWDUW�ZLWK��DV�LQ�RSHQ�WR�LQWHUSUHWDWLRQ��DQG
LPSOHPHQWDWLRQV�DUH�DOO�RYHU�WKH�PDS�
Integrated PKI support is virtually non-existent in SSO, Web Services, and e-commerce offerings.
V833257�,6�,1&216,67$17���0(7+2'�86('�)25�6,*1,1*�21(�'2&80(17�)250$7
0$<�127�%(�5(&2*1,=('�25�$&&(37('�%<�$127+(5��25�7+$<�0$<�%(
,1&203$7,%/(�
Some support, but not enough. Specifically with Electronic Commerce, the full range of PKI
(support for all extensions) is often required for high value transactions--it’s just not there.
Most valuable applications can be made PKI enabled but at a high cost
0RVW�RI�WKH�DSSOLFDWLRQV�LQ�WKH�PDUNHW�GRHV�QRW�SURYLGH�HQRXJK�VXSSRUW�IRU�/'$3�YHULILFDWLRQ�
7KLV�LV�DQ�HVVHQWLDO�SDUW�RI�WKH�HQWLUH�3.,�SURFHVV��ZKLFK�VKRXOG�QRW�EH�RYHUORRNHG��HVS�LQ
GRFXPHQW�VLJQLQJ��ZHEVHUYHU�VHFXULW\�RU�RWKHU�(&�WUDQVDFWLRQ��,QWHURSHUDELOLW\�LQ�GLIIHUHQW�HPDLO
DSSOLFDWLRQ�LV�FULWLFDO�LH�/RWXV��RXWORRN�LV�FULWLFDO�DV�WKHVH�DUH�WKH�PRVW�FRPPRQ�HPDLO�DSSV�LQ�WKH
PDUNHW��7KLV�ZLOO�KHOS�WR�GULYH�WKH�QHHG�WR�XVH�FHUWV�IRU�VHFXUH�HPDLO��6RPH�VLQJOH�VLJQ�RQ
SURGXFWV�GRHV�YHU\�OLWWOH�LQ�XVLQJ�FHUWLILFDWHV�IRU�DXWKHQWLFDWLRQ�RU�HYHQ�FRQQHFWLQJ�WR�/'$3�IRU
YHULILFDWLRQ�RI�XVHU��7KLV�FRXOG�EH�EHWWHU�LPSURYHG�
6XSSRUW�LV�LQVXIILFLHQW�LQ�WKDW�PDMRU�(&�DSSOLFDWLRQV�VRQ
W�UHFRJQL]H�WKH�QHHG�IRU�KLJKHU�OHYHOV�RI
HDVLO\�LPSOHPHQWHG�DQG�PDQDJHG�VHFXULW\���(&�KDV�QRW�WDNHQ�RII�WR�WKH�GHJUHH�LW�VKRXOG�EHFDXVH
RUJDQL]DWLRQV�DUH�QRW�ZLOOLQJ�WR�FRQGXFW�PDMRU�EXVLQHVV�WUDQVDFWLRQV�LQ�D�ULVN\�HQYLURQPHQW���DOVR�
OLNH�(',��LW�LV�WRR�KDUG��FRPSOLFDWHG�DQG�UHTXLUHV�RQH�WR�RQH�DJUHHPHQWV��RI�WKH�PRVW�SDUW�
Insufficient due to lack of support for certificate extensions.  I.e. ability to ask if some extension is
present, and if it is, what does it say. Also, clients need work to address privacy problems.
Programs used for making standard docs types and for sending e-mails should offer uniform
digital signature functionality, accepted world-wide by all major vendors. This significantly
improve an interoperability and usability. At the present there are often big differences in
standards implementation even among two version of the same program!!!
'RFXPHQW�6LJQLQJ��0RVW�RUJDQLVDWLRQV�XVH�WKH�06�2IILFH�VXLW�WKDW�FRPSOHWHO\�ODFNV�VXSSRUW�IRU
3.,�VHUYLFHV��7KHUH�DUH�QR�DOWHUQDWLYHV�WKDW�KDYH�3.,�VXSSRUW�HLWKHU���$OVR�,�GLG�DQ�LQYHVWLJDWLRQ
IRU�D�6ZHGLVK�JRYHUQPHQWDO�DJHQF\�ODVW�\HDU�UHJDUGLQJ�3.,�VXSSRUW�LQ�'RFXPHQW�0DQDJHPHQW
VRIWZDUH��7KH�UHVXOW�ZDV�D�GLVDVWHU��RXW�RI�VL[�SRVVLEOH�V\VWHPV�DYDLODEOH�IRU�WKH�DJHQF\�RQ�WKH
6ZHGLVK�PDUNHW�RQO\�RQH�����FRXOG�EH�GHOLYHUHG�ZLWK�3.,�VXSSRUW��DGGLWLRQDO�LQWHJUDWLRQ�ZRUN
QHHGHG�WKRXJK���1RWH�WKDW�WKH�VDOHV�UHSUHVHQWDWLYH�IURP�IRXU�RI�WKH�FRPSDQLHV�VWDWHG�WKDW�WKHLU
SURGXFW�KDG�3.,�VXSSRUW�HYHQ�WKRXJK�LW�ODWHU�VKRZHG�QRW�WR�EH�VR��6XSSRUW�IRU�V\PPHWULF
HQFU\SWLRQ�RI�GRFXPHQWV�ZDV�RQH�H[DPSOH�RI�ZKDW�WKH\�WKRXJKW�ZDV�3.,�����$QRWKHU�SUREOHP�QRW
GLVFXVVHG�LQ�KLV�VXUYH\�LV�WKH�HQFU\SWLRQ�RI�GRFXPHQWV�LQVLGH�D�GRFXPHQW�PDQDJHPHQW�V\VWHP�
:H�KDYH�KDG�VHYHUDO�ODUJH�FXVWRPHUV�DVNLQJ�XV�IRU�KHOS�ZLWK�ILQGLQJ�D�V\VWHP�ZLWK�3.,�HQDEOHG
HQFU\SWLRQ�
&3�&36�LV�UHTXUHG�EXW�ZK\"�,I�WKHUH�LVQ
W��ZKDW
V�SUREOHP"�,V�+60�UHDOO\�QHHGHG"�)RU�ZKDW"�,I
WKHUH�LVQ
W��ZKDW
V�SUREOHP"�,I�SHRSOH�ZKR�UHDOO\�DQG�VLPSO\�ZDQW�WR�XVH�'RFXPHQW�6LJQLQJ�DVN
\RX�WKH�TXHVWLRQ�DERYH��LW
V�KDUG�IRU�PH�WR��PDNH�WKHP�XQGHUVWRRG�
3UREOHP�LV�LQWHURSHUDELOLW\��,Q�RQH�FDVH�ZH�KDG�WR�VXSSRUW�FHUWDLQ�931�SURGXFW��HPDLO�FOLHQW�
662�SURGXFW�DQG�3.,�FOLHQW��(QWUXVW���,W�ZDV�GLIILFXOW�WR�ILQG�FHUWLILFDWH�SURILOH��ZKLFK�ZRUNHG�ZLWK
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DOO�RI�WKHP��:H�ZQDWHG�WR�XVH�WKH�RQH�DQG�WKH�VDPH�FHUWLILFDWH�IRU�DOO�DSSOLFDWLRQV���2QH�ELJ�LVVXH
LV�DSSOLFDWLRQV�GLUHFWRU\�XVDJH��$SSOLFDWLRQV�XVH�FHUWLILFDWH�VXEMHFW�QDPH�WR�JXHVV�ZKHUH�WKH
FHUWLILFDWH�LV�ORFDWHG�LQ�WKH�GLUHFWRU\�DQG�XVH�WKDW�ORFDWLRQ�WR�IHWFK�H[WUD�DWWULEXWHV��(YHU\
DSSOLFDWLRQ�VHHPV�WR�KDYH�GLIIHUHQW�ORJLF���3.,�YHQGRU�KDV�DOVR�GHFLGHG�IRU�XV��KRZ�ZH�VKRXOG
XVH�WKH�3.,�DQG�ZH�GRQ
W�KDYH�HQRXJK�IOH[LELOLW\��:H�FDQ
W�GHVLJQ�WKH�DUFKLWHFWXUH��GLUHFWRU\�DQG
FHUWLILFDWH�SURILOH�IUHHO\��EXW�QHHG�WR�IROORZ�3.,�YHQGRU��UXOHV���,W�PHDQV�WKDW�WKH�VROXWLRQ�ZLOO�QRW
EH�LGHDO�IRU�XV��0RVW�RUJDQL]DWLRQV�KDYH�GLUHFWRU\�KLHUDUFK\�VHW�XS�DOUHDG\�DQG�3.,�PXVW�DGDSW�WR
FXVWRPHV�GLUHFWRU\�
$OO�RI�WKH�DERYH�KDYH�VRPH�3.,�VXSSRUW��6HYHUDO�XVHU�IDFLQJ�DSSOLFDWLRQV�KDYH�SRRU�HQG�WR�HQG
LQWHJUDWLRQ�WR�HDVH�WKH�QHHG�IRU�XVHUV�WR�KDYH�FRPSOH[�XQGHUVWDQGLQJV�RI�H�J��UHYRFDWLRQ��0RVW�RU
DOO�RI�WKH�DERYH�QHHG�EHWWHU�LQWHJUDWLRQ�DFURVV�DSSOLFDWLRQ�YHQGRU���3.,�YHQGRU��,Q�SDUWLFXODU��ZH
KDYH�DQ�(QWUXVW�3.,�GHSOR\HG�ZLWK�PRVW�HPSOR\HHV�UHJLVWHUHG��1R�VRIWZDUH�ZH�KDYH�\HW�VHHQ
DGHTXDWHO\�DQG�XVDEO\�LQWHJUDWHV�WKDW�YHU\�VWURQJ�LQIUDVWUXFWXUH�ZLWK�SUDFWLFDO�HQG�XVHU
DSSOLFDWLRQV�VXFK�DV�HQFU\SWHG���VLJQHG�HPDLO�DQG�HQFU\SWHG�ILOHV\VWHPV��(QWUXVW�LWVHOI�RIIHUV�SRRU
TXDOLW\�XVHU�DSSOLFDWLRQV�DQG�SOXJ�LQV��0LFURVRIW
V�RSHUDWLQJ�V\VWHP�RIIHUV�IDLUO\�VWURQJ�IHDWXUHV�
EXW�ZLWK�SRRU�LQWHJUDWLRQ�WR�RWKHU�3.,�YHQGRUV
�LQIUDVWUXFWXUHV�
0RVW�FULWLFDO�LV�WKH�ODFN�RI�D�VWDQGDUG�ZD\�WR�VXSSRUW�VLJQDWXUHV�LQ�ZHEDSSOLFDWLRQV��:HE6HUYLFH
6HFXULW\�LV�ODFNLQJ�D�VWDQGDUG�PHWKRG�IRU�DFWLYDWLRQV�VLJQLQJ�RI�GDWD��DQG�KDQGOLQJ�RI�VLJQHG�GDWD�
��'DWD��QRW�GRFXPHQWV�
0DQ\�(PDLO�6HUYHUV�DQG�6\VWHPV�GR�QRW�SURYLGH�DQ�HDV\��IOH[DEOH��DQG�VWDQGDUGV�EDVHG
GHSOR\PHQW�IRU�3.,�HQDEOHG�(PDLO�6HUYLFHV���$V�ZHOO��WKH�,QWHURSHUDELOLW\�EHWZHHQ�(PDLO�V\VWHPV
PDNH�NH\�H[FKDQJH��FHQWUDOL]HG�NH\�VKDULQJ��DQG�RYHUDOO�LQWHURSHUDELOLW\�YHU\�GLIILFXOW���3*3�
9HULVLJQ�6HFXUH0DLO�&HUWLILFDWHV��0LFURVRIW�([FKDQJH��,0$,/��DQG�D�P\ULDG�RI�RWKHU�PHWKRGV�RI
VHFXULQJ�HPDLO�H[LVW��EXW�DV�WKHUH�LV�QR��VWDQGDUG��DQG�FHQWUDOL]HG�NH\�H[FKDQJH�EULGJLQJ
PHFKDQLVP��UHSXGLDWLQJ�D�VRXUFH�HPDLO�QRUPDOO\�UHTXLUHV�MXPSLQJ�WKURXJK�KRRSV���2U�VLPSO\
HQDEOH�\RXU�HQWHUSULVH�WR�VXSSRUW��$//��W\SHV�RI�3.,����DQ�LPSRVVLEOH�WDVN�
Universal PKI support is insufficient and not uniform
7KH�PDMRULW\�RI�WKH�DSSOLFDWLRQV�QRWHG�DERYH�GR�RIIHU�3.,�VXSSRUW��EXW�LQ�WKH�FDVH�RI�VRPH�RI
WKHVH�DSSOLFDWLRQV��H�J��6LQJOH�6LJQ�RQ��:66��DQG�931��3.,�LV�RQO\�RQH�RI�VHYHUDO�VHFXULW\
RSWLRQV�ZKLFK�FDQ�EH�XVHG���2EYLRXV�LPSURYHPHQWV�ZRXOG�EH�WR�PDNH�WKH�3.,�RSWLRQ�GH�IDFWR�RU
PRUH�DWWUDFWLYH�RSWLRQ�WR�XVH���7KH�LVVXH�ZLWK�GRFXPHQW�VLJQLQJ�LV�WKDW�WKHUH�DUH�FRPSHWLQJ
VLJQDWXUH�IRUPDWV��H�J��3.&6����;0/�'LJ�6LJ��HWF��DQG�LPSOHPHQWDWLRQ�FRQVLGHUDWLRQV��H�J��FOLHQW
YHUVXV�VHUYHU�LPSOHPHQWDWLRQ����'HEDWHV�RYHU�ZKLFK�LV�WKH�EHVW�RU�ULJKW�IRUPDW�RU�DSSURDFK�DUH
KROGLQJ�XS�3.,�LPSOHPHQWDWLRQ�LQ�D�VSDFH�
PKI support is insufficient.  do now provide basic ’hooks’ in their products which will support the
addition of a PKI application. The main desktop and operating systems should, at this stage,
include some basic and easy to use functions as a matter of course. These basic functions
should include: 1. Key generation and certificate process workflow, 2. Signature functions built
into Documents, email, internet etc. or to any object created on the computer 3. The ability to
process and validate the signature attached to any object
VPN is not compatible with the latest version of Entrust PKI therefore stops us from moving along
with the change of key length
transparent email interoperability
7KH�KLJK�UDQNLQJ�LWHPV�KDYH�3.,�VXSSRUW�EXW�DUH�YHU\�LPSRUWDQW�DQG�QHHG�WKH�PRVW�IRFXV�IRU
LPSURYHPHQW���2QH�RI�WKH�LVVXHV�ZLWK�VLJQLQJ�LV�ORQJ�WHUP�YHULILFDWLRQ�FDSDELOLWLHV��1RW�HQRXJK
HIIRUW�LQ�GLJLWDO�QRWDULHV�DQG�VWRUDJH�RI�YHLILFDWLRQ�LQIRUPDWLRQ�WR�SURYH�D�GRFXPHQW�ZDV�OHJDOO\
VLJQHG����\HDUV�SUHYLRXV�
Generally support exist in all categories marked. However, usage, especially "first time
configuration", is much too complicated for the general "office user", and requires a rather good
understanding of PKI to be used properly and effectively. In all cases support needs to be much
more transparent.
662�LV�RQO\�SDUWLDOO\�VXSRUWHG��RQ�VRPH�SODWIRUPV
1RW�FRPSOHWHO\�ODFNLQJ��EXW�UDWKHU�SUREOHPV�H[LVW�LQ�DUHDV�OLNH�FHUW�UHYRFDWLRQ�FKHFNLQJ�
LQWHJUDWLRQ�RI�GRFXPHQW�VLJQLQJ�LQWR�EXVLQHVV�SURFHVV�IORZV��,�FDQ�VLJQ�D�GRFXPHQW�EXW�KRZ�EHVW
WR�GR�WKDW�DV�SDUW�RI�D�EXVLQHVV�SURFHVV���DQG�GHDOLQJ�ZLWK�KLVWRULFDOO\�PDGH�GLJLWDO�VLJQDWXUHV
�KRZ�WR�EH�VXUH�WKDW�D�VLJQDWXUH�PDGH�WRGD\�FDQ�EH�YDOLGDWHG�LQ�WHQ�\HDUV��
Most application types have only limited PKI support, or make it difficult to use without advanced
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PKI knowledge on the part of the user.
Secure E-mail in the business world might just be the PKI killer app.  Applications need to be
beefed up to better support digital certificates, but there needs to be a major improvement in key
management and initial registration.  How do you (in a secure, cost-effective, manageable,
reasonable way) get keys to a new user (customer) for secure Internet communications?
The area that most software application lack is "validation" support and the ability to accept
certificates from multiple issuers.
It is insufficient. There is no widely available technology or it is not well known
Secure e-mail should be automatic and trivial for any user, but for 99.9% of e-mail this is not the
case.  Document signing is only done in specialized cases. Secure "telnet" like applications would
make VPN more useful (here under single sign on).
Use of PKI at network layer devices is proprietary if at all. Requires too many protocols (per
vendor) and is difficult to centrally manage
(YHU\�DSSOLFDWLRQ��(�PDLO�FOLHQWV��EURZVHUV��3')�FOLHQWV��HWF��XVH�6(3$5$7(��WKHLU�RZQ�FHUWV��LQ
WKHLU�RZQ�ZD\��LQ�WKHLU�RZQ�IRUPDW��ZLWK�WKHLU�RZQ�ORJLF�RI�YDOLGDWLRQ��ZLWK�WKHLU�RZQ�UXOHV�RI
SURFHVVLQJ�H[WHQVLRQV��HWF�
Some PKI Support, but either turned off by default, hidden as an advanced feature or too hard to
get enrolled and get started.
Most of the applications above claim to have some certificate interoperability, but do not fully
integrate the functionality or provide a limited set of API’s.
Most have some sort of PKI support. But it’s not interoperable or standards-compliant.
Secure Wireless LAN is not developed to the point where security is guaranteed, in my viewpoint.
While it appears to be a usable product, there are significant flaws that need to be addressed first
before I would use or develop a system to support it.
,�VHH�HPDLO�DV�WKH�VWDUWLQJ�SRLQW�DQG�XQWLO�0LFURVRIW�DQG�3*3�VHH�FRPSDWLELOLW\�RXW�RI�WKH�ER[�LW�ZLOO
EH�D�PLQRU�DSSOLFDWLRQ���,I�06�ERXJKW�DQG�SDFNDJHG�3*3�LQ�RXWORRN�RU�VRPH�FORQH�RI�LW�,�FDQW�VHH
ZLGHU�DFFHSWDQFH�RI�3.,���%XW�ZKHQ�WKLV�KDSSHQV��,)��WKH�OHYHO�RI�DFFHSWDQFH�DQG�DZDUHQHVV�RI
3.,�ZLOO�EH�VKXFK�WKDW�WKH�JHQHUDO�SXEOLF�ZLOO�EH�HGXFDWHG�HQRXJK�WR�DFFHSW�LWV�XVH�
e-commerce apps need deep integration of PKI functions -- transaction signing, certification
verification, renewal reminders, better GUI design.
Most have some, but lack of standards and internal combats to win market shares are reducing
the possibility to grow rapid markets.
cross-company s/mime encryption is essentially impossible today. There is no real solution out
there.  x.500 is not the answer.
6RPH�VXSSRUW�LV�WKHUH��(VSHFLDOO\�HQFU\SWLRQ�IXQFWLRQDOLW\��IRU�FRQILGHQWLDOLW\��LV�YHU\�SRRU�LQ�PRVW
DSSOLFDWLRQV��ZKHQ�DVV\PHWULF�HQFU\SWLRQ�LV�XVHG��
though some email applications do support PKI functions, lack of interoperability and insufficient
support is a big problem.
06�:RUG���ODFN�RI�EULGJH�VXSSRUW�06�:LUHOHVV�/DQ�FOLQHW�RQO\�VXSSRUWV�FHUWV�ZLWK�VSHFLILF�SURILOHV
,QVXIILFLHQW���(9(5<�HPDLO�FOLHQW�VKRXOG�VXSSRUW�6�0,0(��RXW�RI�WKH�ER[���DQG�PD\EH�LQ�DGGLWLRQ
3*3����)RU�WKLV�WR�EH�UHDO��ILQGLQJ�HDFK�UHFLSLHQW
V�FHUW�0867�EH�VWUDLJKW�IRUZDUG���'RFXPHQW
�WH[W��:RUG��3')��;0/��KWPO�������VLJQLQJ�QHHGV�VWDQGDUG��LQWHURSHUDEOH�DQG�HDV\�WR�XVH�SURGXFWV�
6RPH�RI�WKH�RQHV�,
YH�XVHG�ZRXOG�IUXVWUDWH�D�VPDUW�WHFKQRORJLVW���3.,�LV�D�JUHDW�662�EXW�QHHGV�D
�UH�YHULILFDWLRQ��PHFKDQLVP��LW�LVQ
W�KDUG���MXVW�QHHGV�WR�EH�VWDQGDUGL]HG����(�FRPPHUFH�VKRXOG
XVH�IHGHUDWHG�LGHQWLW\��H�J��6$0/��EXW�XQWLO�WKHQ�QHHGV�D�ZD\�WR�XQGHUVWDQG�DXWKRUL]DWLRQ�DV�ZHOO
DV�DXWKHQWLFDWLRQ�
Many email clients still don’t support S/MIME and those that do often do it poorly and in ways that
make life hard for users.
Almost everything at my institution requires TWO signatures, not one.
Document security - no support Web server security can’t be guaranteed and not always
supported secure email - no triple wrapping capabilities for mailing lists and certificate path
discovery not implemented
6HFXUH�:/DQ�LV�VWLOO�FRPSOLFDWHG�WR�LQWHJUDWH�SNL�FRPSRQHQWV�
In all cases the PKI systems available are not scalable and put too much reliance on client side
security
Currently the only digital signature "standard" is S/MIME, so sharing signed documents without
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everyone using the same client is not possible.  Also, validation in a bridge environment (e.g.,
FBCA) is not currently supported.
,�EHOHLYH�VHFXULW\�LQ�JHQHUDO�QHHGV�WR�EH�ORRNHG�DW�UHDO�FORVH�ZKHQ�GHDOLQJ�ZLWK�3.,��:LWK�WKLV
WHFKQRORJ\�LQGLYLGXDOV�DUH�SXWWLQJ�WKHLU�UHSXWDWLRQ�RQ�WKH�OLQH�
There is some support, but there must open standards if PKI is going to be widely used and
adopted.
PKI support is not well integrated.  Too many key stores, confusing error messages, too many
dialog boxes buried too deep, poorly thought out logic and placement of features, etc.
)RU�PDQ\�RI�WKH�DSSOLFDWLRQV�DERYH��VXFK�DV�ZHE�VHUYHU�VHFXULW\��931�DQG�6LQJOH�6LJQ�2Q��WKHUH
DUH�SURGXFWV�DYDLODEOH�WKDW��LI�SURSHUO\�LPSOHPHQWHG��ZLOO�SURFHVV�FHUWLILFDWH�EDVHG�DXWKHQWLFDWLRQ
DGHTXDWHO\��7KHVH�NLQGV�RI�DSSOLFDWLRQV�OHYHUDJH�D�SRUWDO�DSSURDFK��ZKHUH�FHUWLILFDWHV�FDQ�EH
YDOLGDWHG�DQG�WUXVW�GHFLVLRQV�FDQ�EH�PDGH�LQ�D�VLQJOH�SODFH���:KDW�LV�FXUUHQWO\�ODFNLQJ�LV�GLJLWDO
VLJQDWXUH�VXSSRUW�IRU�GHVNWRS�DSSOLFDWLRQV�WKDW�SHRSOH�IUHTXHQWO\�XVH��ZRUG�SURFHVVLQJ
GRFXPHQWV��VSUHDGVKHHWV��HWF�����7KH�ODWHVW�YHUVLRQV�RI�0LFURVRIW�2IILFH�DSSOLFDWLRQV�GR�D�EHWWHU
RI�VXSSRUWLQJ�GLJLWDO�VLJQDWXUHV��EXW�QRW�LQ�D�WUDQVDFWLRQDOO\�PHDQLQJIXO�ZD\���7KDW�LV��WKH
VLJQDWXUHV�DUH�EXULHG�LQ�WKH�VHFXULW\�OD\HU��UDWKHU�WKDQ�XVLQJ�D�PHWDSKRU��VXFK�DV�D�VLJQDWXUH
EORFN�LQ�WKH�GRFXPHQW�LWVHOI��WKDW�SHRSOH�DUH�XVHG�WR����$OVR��WKHUH�QHHGV�WR�EH�VXSSRUW�IRU�PXOWLSOH
VLJQDWXUHV�SHU�GRFXPHQW��ZLWK�WKH�DELOLW\�IRU�D�VLJQDWXUH�WR�ORFN�RXW�FHUWDLQ�VHFWLRQV�RI�WKH
GRFXPHQW�
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Appendix B. Comments on What the PKI TC or
Others Could Do to Help Improve Application
Support for PKI

The Follow-up Survey asked for comments on what the PKI TC or others could do to
help improve application support for PKI. The full text of these comments is included
here. In a later version of this document, it will be summarized in the body of the
document and these specific comments will be removed to protect the privacy of the
submitters and avoid any potential copyright issues.

(QFRXUDJH�FRQVLVWHQW�LPSOHPHQWDWLRQV����WKDW�LV�WU\�WR�GHYHORS�LPSOHPHQWDWLRQ
JXLGHOLQHV�DQG�ZRUN�ZLWK�WKH�YHQGRU�FRPPXQLW\�WR�PRGLI\�WKHLU�SURGXFWV�WR�DGKHUH�WR
WKHVH�JXLGHOLQHV����WKLV�DOVR�ZRXOG�EH�D�PDMRU�ERRQ�WR�LQWHURSHUDELOLW\�
Strongly promote lightweight PKI solutions and, more importantly, attribute certificate
mechanisms; in most applications, the latter are much more effective than having to
integrate an identity certificate mechanism (let alone an X.509-based one) into the
front- & back-end. They bring many other benefits as well in many contexts. Identity
certificates are too heavy-weight for many applications.
WORK TOWARD NATIONAL PKI STANDARDS, INCLUDING VENDORS FOR
WORD PROCESSING AND DOCUMENT FORMATS THAT ARE WIDELY USED.
Integration with tokens (smart cards) should be made easier.
Different applications developers have different approach in incorporation signing or
verification API in their applications. This could lead to interoperability issue in future.
Thus, I was wondering whether does it makes sense to come up with a recommended
(mandatory would not be possible) best practice for developers to develop such API.
)LQG�D�ZD\�WR�D��HQVXUH��UHODWLYH�WR�WKH�ULVN�RI�WKH�WUDQVDFWLRQ��LWV�VHFXULW\��E��LQ�D�WRWDOO\
WUDQVSDUHQW�HQYLURQPHQW�WKDW�LV�F��VFDOHDEOH���2QH�RI�WKH�ELJJHVW�LVVXHV�ZLWK�3.,�LV�WKH
SXEOLVKLQJ�DQG�DYDLODEOLW\�RI�WKH�SXEOLF�NH\V���VROYH�WKDW�SUREOHP�DQG�\RX�ZLOO�KDYH�D
FKDQFH�DW�VFDOHLQJ����
No.
Do you think PKI system cannot be simple? The first step of PKI system is hard. Step
by step development process of PKI is needed.
Educate vendors that their PKI product will not be the center of the universe, but it
must adapt to customer environment. PKI-applications must be configurable to
different certificate profiles and directory configurations.
6WDQGDUGL]H�WKH�EULGJH�FDSDELOLWLHV�RU�KHOS�WR�FUHDWH�D�FRPPHUFLDO�EULGJH�DXWKRULW\��WKDW
FDQ�UHSXGLDWH�FHUWLILFDWHV�IURP�PXOWLSOH�VRXUFHV����L�H��,�VLJQ�P\�HPDLO�ZLWK�D�3*3�NH\�
DQG�IRUZDUG�LW�WR�\RX��ZKHUH�\RX�XVH�D�9HULVLJQ�&ODVV���&HUW���$�FHQWUDO�EULGJH
DXWKRULW\�LV�TXHULHG�WR�VHH�LI�P\�3*3�LV�YDOLG��DQG�UHSXGLDWHV�PH�WR�\RX����DQG
YLFH�YHUVD�
Sponsor activities to profile the use of PKI in specific applications.  Approach major
industry players and encourage those companies to participate in OASIS and its
activities.  Provide education programs on PKI and its benefits - but not just from the
technical perspective -- instead show how it can be an enabling technology and how
integrating it into specific application spaces can make those applications easier to use
or more useful to the business world etc.
7KHUH�DUH�YHU\�IHZ�VHULRXV�SOD\HUV�LQ�WKH�3.,�PDUNHW��7KH�PDLQ�EXVLQHVV�'HVNWRS
VRIWZDUH�SURYLGHUV�H�J��0LFURVRIW��$SSOH0DF��6XQ�HWF���VKRXOG�EH�VWURQJO\�HQFRXUDJHG
WR�EXQGOH�D�VHW�RI�EDVLF�3.,�IXQFWLRQV��IRU�HDFK�RI�WKH�PDLQ�3.,�SURYLGHUV���ZLWKLQ�WKHLU
SURGXFWV�
Not really unless go can push the vendors to be more up to date with the PKI
technology.
*HW�WKH�PHVVDJH�RXW�WKDW�,GHQWLW\�PDQDJHPHQW�LV�WKH�FXUUHQW�NLOOHU�DSSOLFDLWLRQ�IRU�3.,�
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7KHUH�LV�PRUH�WKDQ�HQRXJK�MXVWLILFDWLRQ�IRU�WKLV�DSSURDFK�WR�GHSOR\�3.,����WKH�UHVW�ZLOO
IROORZ���/RQJ�WHUP�&5/�PDQDJHPHQW�LVVXHV�QHHGV�WR�EH�DGGUHVVHG���1RW�PXFK�QRLVH
KHUH�EHFDXVH�ZH�KDYH�\HW�WR�UHDFK�DQ\�UHDO�WKUHDVKROGV�EXW�WKDW�GD\�ZLOO�FRPH�DQG�ZH
QHHG�WR�EH�SUHSDUHG���'LJLWDO�QRUDUL]DWLRQ�DQG�LWV�LPSDFW�RQ�PDNLQJ�GRFXPHQWV�VWDQG
XS�LQ�D�FRXUW�RI�ODZ�
help businesses understand the benefits of PKI over simple SSL which is cheap and
broadly used but not as secure - they need to understand why pay more - what extra
benefits does one get, which ultimately would likely lead them to an outsourcing
decision but at least use it where the risk warrants it
No
3URYLGH�D�VLQJOH�VWDQGDUG�IROORZHG�E\�DOO�3.,�6HUYLFH�3URYLGHV�RU�3.,�VRIWZDUH�IRU
YDOLGDWLRQV��VLJQDWXUH�SDWK�YDOLGDWLRQ���&5/�LV�QRW�WKH�ORQJ�WHUP�VROXWLRQ�IRU�FOLHQWV�
7KLV�ZRXOG�LPSURYH�LQWHURSHUDELOW\��UHGXFH�WLPH�FRVW��DQG�XVDELOLW\�
XML, XML, XML...
Automated secure e-mail.  The user can turn it on or off, but that’s it.  Anything else
makes the user have to learn more than they need to.
work towards getting device credential enrollment and management standardized
Create the standard specification (templates) of the PKI client (its functionality), PKI
APIs/methods for applications to use client’s functions, PKI protocols between PKI
client and CA Servers, and for CA servers (functionality) to be used by PKI vendors for
implementation of the PKI system and by application developers to access/use PKI
functions
improved application support will only occur if/when PKI is gaining wide use.  While far
from offering a mature product, Microsoft may be that catalyst to get application
developers building certificate awareness in their products.
(QVXUH�WKDW�WKHUH�DUH�FOHDU�VSHFV�IRU�DSSOLFDWLRQ�GHYHORSHUV�DQG�KHOS�RUJDQL]H�LQWHURS
WHVWLQJ�
Not at this time.
See above
IRVWHU�GHHS�LQWHJUDWLRQ�DQG�DXWRPDWLRQ�RI�HPEHGGHG�3.,��IRVWHU�DSSOLFDWLRQ�VFKHPH�
VSHFLILF�3.,��VR�WKDW�HQUROPHQW�RYHUKHDGV�ZHUH�UHGXFHG�DQG�OHJDO�DUUDQJHPHQWV
VLPSOLILHG
(GXFDWH�WKH�PDUNHW�RQ�WKH�LQKHULW�VHFXULW\�RI�3.,��HDVH�RI�XVH�DV�ZHOO�DV�PDUNHW�WKH
JOREDO�XVH�RI�3.,�WRGD\��,Q�WKLV�D�FRPSDUULVRQ�WKH�OHJDF\�V\VWHPV�PLJKW�EH�JRRG�
VORZ�GRZQ�WKH�3.,;�RUJDQL]DWLRQ���/RRN�DW�KRZ�PDQ\�UDQGRP�GUDIWV�DUH�RQJRLQJ���KRZ
FDQ�YHQGRUV�SRVVLEO\�NHHS�XS"��ZKR�XVHV�DWWULEXWH�FHUWV"��VWRS�PDNLQJ�WKH�VWDQGDUGV
VR�GDUQ�FRPSOH[���LW�LV�D�EDUULHU�WR�HQWU\�IRU�VRIWZDUH�GHYHORSHUV�
Focus on user friendliness and cost reduction!
+HOS�RXWOLQH�VWDQGDUGV�IRU�FHUW�SURILOHV
0267�,03257$17�2)�$//���HYHU\�2�6�PXVW�VXSSRUW�WKH�FHUW�FDFKH�DQG�RU�VPDUW
FDUG�GHYLFH�DQG�UHODWHG�VHFXULW\�VHUYLFHV���8QWLO�WKHQ��HDFK�DSSOLFDWLRQ�ZLOO�KDYH�WR
LQYHQW�LW
V�RZQ���)XUWKHUPRUH��WKH�2�6�$3,�VKRXOG�EH�DV�VWDQGDUGL]HG�DV�SRVVLEOH���06
KDV�GRQH�VRPH�JRRG�ZRUN�KHUH�EX�ZKHUH�LV�6XQ��$SSOH��HWF�"��$OVR�VHH��E�DERYH�
DQG��WDNH�WKH�WRS���HPDLO�FOLHQWV�LQ�WHUPV�RI�QXPEHUV��*HW�VRPH�RQH�RU�JURXS�WR�DGG
6�0,0(�VXSSRUW�DQG�JLYH�LW�EDFN�WR�WKH�YHQGRU��$OWUXLVWLF�SHUKDSV��,�FDOO�LW�SULPLQJ�WKH
SXPS���$OVR��ZKHUH�LV�WKH�GLUHFWRU\�RI�GLUHFWRULHV�VXSSRUW�IRU�ORRNLQJ�XS�D�FHUW�EDVHG
RQO\�RQ�WKH�HPDLO�DGGUHVV�RI�WKH�KROGHU"""��&OHDUO\�RQH�FRXOG�GHVLJQ�WKH�HPDLO�FOLHQW�WR
VWRUH�DQ\�,'�FHUW�UHFHLYHG�IRU�ODWHU�XVH�LQ�UHSO\LQJ�EXW�WKDW�ZRQ
W�DOZD\V�EH�HQRXJK�
:57�VLJQLQJ��WKHUH�DUH�VWDQGDUG�HQFDSVXODWLRQV�IRU�VRPH�WKLQJV��H�J��;0/�'6,*��EXW
WKHUH�QHHGV�WR�EH�D�JHQHUDOL]HG�HQFDSVXODWLRQ�VWDQGDUG��LI�RQH�GRHVQ
W�H[LVW��WKDW�LV
XVHG�E\�DOO�SURGXFWV���7KHQ�WKHUH�QHHGV�WR�EH�UHIHUHQFH�LPSOHPHQWDWLRQV��LQFOXGLQJ�D
XVHU�LQW
Provide two signature support.
Provide a specification which, for example, a secure email client requires to support in
PKI to work.  Once this standard is in place, PKI will be used
&RQFHQWUDWH�RQ�FOLHQW�VLGH�VHFXULW\�LH��V�FDUGV�DUH�ZD\�WR�GLIILFXOW�DQG�H[SHQVLYH�WR
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GHSOR\�DQG�PDQDJH�DQG�LGHQWLW\�WKHIW�LV�WRR�HDV\�IRU�VRIWZDUH�RQO\�SURWHFWLRQ�V\VWHPV
Solve the client interoperability and bridge validation problem.
Advocate open standards.
Get Microsoft (and Apple) to improve usability and security of PKI features!!!  Get
drivers for smart cards and tokens included in Windows and OS/X.  Help the world
settle on one key store per operating system.
Encourage software publishers to incorporate digital signature capabilities into their
products.   Build validation discovery capabilities into applications, and into browsers,
as signature verification without certificate validation does little to address legal values
such as non-repudiation.  Also, there needs to be some
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Appendix C. Descriptions of Other Costs

The Follow-up Survey allowed respondents to enter descriptions of Other Costs. The
full text of these descriptions is included here. In a later version of this document, it
will be summarized in the body of the document and these specific comments will be
removed to protect the privacy of the submitters and avoid any potential copyright
issues.

Organisational problems such as lack of competence, project management, internal political
struggle etc
,QVXUDQFH�RQ�6HFXUHG�7UDQVDFWLRQV
���[���UHTXLUHPHQWV�ZKLFK�QHFHVLWDWH�KLJK�DYDLODELOLW\��HJ����������VLJQLILFDQWO\�LQFUHDVH�FRVWV�
3URGXFWLRQ�V\VWHP�UHTXLUHV�PLUURULQJ�DV�GRHV�DQ\�GLVDVWHU�UHFRYHU\�IDFLOLW\
PDLQWHQDQFH�FRVWV
JRRG�WHFKQLFDO�VWDII�DUH�H[SHQVLYH��GXDO�VLWHV�LI�KLJK�UHOLDELOLW\�UHTXLUHG
Very low competency on the field makes it neccessarry to educate the customer in great detail.
this is the true cost driver, not the compoents that are actually cheaper than competitive tech.
One driver is of course the radical changes needed in core sy
Setting up a secure Certfication Authority
SHU�VHDW���FHUW�FRVW�IRU�HQG�XVHUV
Developing the associated enterprise directories...
0DQDJLQJ�FOLHQW�VLGH�VHFXULW\
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Appendix D. Comments on What the PKI TC or
Others Could Do to Help Reduce PKI Costs

The Follow-up Survey asked for comments on what the PKI TC or others could do to
help reduce PKI costs. The full text of these comments is included here. In a later
version of this document, it will be summarized in the body of the document and these
specific comments will be removed to protect the privacy of the submitters and avoid
any potential copyright issues.

Although a lot has been done, still user awareness is key for PKI success.
7KH�PDLQ�WKLQJ�ZRXOG�EH�KRZ�WR�KHOS�WR�GULYH�WKH�QHHG�IRU�3.,��2QFH�WKH�XVHU�GDWDEDVH
LQFUHDDVHV��WKH�DPRXQW�RI�52,�ZRXOG�VXEVHTXHQWO\�EH�KLJKHU�
6WDQGDUGV���LPSOHPHQWHG�LQ�DOO�YHQGRU�SURGXFWV���ZRXOG�UHGXFH�WKH�FRVWV��VLPSOLI\�WKH�SURFHVV
DQG�GUDPDWLFDOO\�UHGXFH�WKH�OHDUQLQJ�FXUYH���EXW�WKH\�ZRXOG�QHHG�VRPH�VRUW�RI�FHUWLILFDWLRQ�DV
ZHOO�WR�DVVXUH�WKH�PDUNHWV�WKDW�WKH\�DUH��VWDQGDUG�
No
Issuing free certificates and offering free certificate  validation server such as an OCSP
responder.
Provide the centralized service, at a per use cost... i.e. a tick fee, for each repudiation, it costs
.10
(GXFDWLRQ�SURJUDPV�WDUJHWHG�DW�EXVLQHVVHV�DQG�FRQVXPHU�PD\�KHOS�UHGXFH�FRVWV�DVVRFLDWHG
ZLWK�7UDLQLQJ�DQG�HQG�XVHU�VXSSRUW�VLQFH�WKH�WHFKQRORJ\�ZLOO�EH�PRUH�IDPLODU�WR�SHRSOH��,PSURYHG
LQWHURSHUDELOLW\�VKRXOG�UHGXFH�FRVWV�DVVRFLDWHG�ZLWK�WKH�LQLWLDO�GHVLJQ�DQG�VHW�XS�RI�WKH�V\VWHP�
Not sure anything can be done.  Secure facilities is a requirement because of support for
medium assurance levels.  Software cost is very high.  Products like Entrust costing between
$100 and $200 for a single license and that is before you talk about hardware, facilities, design,
legal and other things.  This is totally unreasonable.
support/promote consolidated/outsourced models as the way to go to drive up usage and down
unit costs.  Vendor license costs (certs) are still expensive, CA software itself is not, therefore
increased usage can also be expensive unless buying volume up front.
No
Better standards and implementation tools would be advantageous - it seems everything you do
in the PKI world is done from scratch as if no one else had ever done the same thing...
%ULQJ�WKH�SULFH�RI�&$
V�GRZQ��UHGXFH�WKH�FRVW�WR�KDYH�D�5227�DXWKRLUW\�VLJK�D�VXE�
$W�WKH�YHU\�OHDVW���(OLPLQDWH�WKH�SULFH�SHU�FHUWLILFDWH�PRGHO�DQG�DGMXVW�WKH�SULFLQJ�LQWR�WKH�EDFN�
HQG�PDQDJHPHQW�FRVWV���6RPH�FHUWLILFDWHV�DUH�PRUH�H[SHQVLYH�LI�WKH\�DUH�PXOWL�XVH�FHUWV���7KDW
VHHPV�WR�EH�D�ELW�OLNH�IOHHFLQJ�WR�PH�
3URPRWH�VPDUW�FDUG�VWDQGDUGV�WR�UHGXFH�WKRVH�SULFHV��(QFRXUDJH�WKH�GHYHORSPHQW�RI�IUHH�3.,
VRIWZDUH�DQG�IUHH�&$V�IRU�ORZ�DVVXUDQFH�DSSOLFDWLRQV�
Develop a cost sharing, per use model that would allow multiple application connectivity for
common PKI services.
)HZ�SHRSOH�VHHP�DEOH�WR�LPDJLQH�VFKHPH�EDVHG�3.,��ZKHUH�FHUWLILFDWHV�DUH�LVVXHG�WR�PHPEHUV
IRU�VSHFLILF�DSSOLFDWLRQV��XQGHU�H[LVWLQJ�UXOHV��EH�WKH\�SURIHVVLRQDO�DVVRFLDWLRQ�UXOHV��HPSOR\PHQW
UXOHV��EDQNLQJ�FXVWRPHU�UXOHV�HWF����7KH�JUHDWHVW�FRVW�RI�3.,�LV�OHJDOV��FRQWUDFWV��DQG�HQG�XVHU
WUDLQLQJ��DOO�RI�ZKLFK�GLVDSSHDU�XQGHU�VFKHPH�EDVHG�3.,���$QRWKHU�ELJ�FRVW�DVSHFW����VRIWZDUH
GHVLJQ����ZRXOG�EH�VLPSOHU�LI�SHRSOH�FRXOG�WDNH�DGYDQWDJH�RI�VFKHPH�VSHFLILF�3.,��DQG�FHDVH
ZRUU\LQJ�DERXW�FURVV�FHUWLILFDWLRQ��SXEOLF�3.,��OLDELOLW\�LQ�RSHQ�3.,�HWF�HWF�
In Sweden it is more important to create a different business model where costs should be kept
low, similar to an annual subscription. This lowers the threshold for all involved which will ramp
up the number of users faster and over time even generate more revenue.
Educate the markets and profile the ROI and TCO of a large scale corporate PKI as well as
benefits for small/medium sized corporations
reduce the complexity to PKI deployment.  the standards are so broad they mandate complexity
to end users which is where the support costs are so high
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Focus on interoperable use of certificates. Prevent users from obtaining a ’key chain’ of
certificates.
,�EHOLHYH�WKDW�WKHUH�QHHGV�WR�EH�D�FHQWUDOLVHG��KLJKO\�VHFXUH�&HUWLILFDWLRQ�DXWKRULW\��VLPLODU�WR�D
QDWLRQDO�SDVVSRUW�RIILFH��DFWLQJ�DV�D�VHUYLFH�WR�DQ\RQH�ZKR�QHHGV�LW���7KLV�FDQ�DFW�LQ�FRQFHUW�ZLWK
D�PXOWLWXGH�RI�5HJLVWUDWLRQ�$XWKRULWLHV���,GHDOO\�DQ\�LQGLYLGXDO�ZRXOG�KDYH�D�VLQJOH�3.,�LGHQWLW\�
SURYLGH�D�EX\LQJ�FOXE�IRU�RXWVRXUFHG�FHUWV�WKDW�ZRXOG�PDNH�LW�DWWUDFWLYH�IRU�VPDOOHU�LQVWLWXWLRQV
7KLV�LV�DFWXDOO\�D�FRPPHQW���7KH�LVVXH�RI�FRVW�LV�QRW�DEVROXWH���ZKDW�LV�LPSRUWDQG�LV�WKH
FRVW�EHQHILW�UDWLR���2XU�PDQDJHPHQW�KDV�\HW�WR�VHH�D�IDYRUDEOH�FRVW�EHQHILW�UDWLR��PDLQO\�EHFDXVH
RI�WKH�IDFWRUV�,
YH�LGHQWLILHG�DERYH���9HQGRUV�RI�3.,�VHUYLFHV�DUH�EHJLQQLQJ�WR�VHH�WKH�OLJKW�DQG
PDNH�PDQDJHG�3.,�EDVHG�RQ��VHDWV��LQVWHDG�RI��FHUWV����%XW�WKH�FRVW�RI�WKH�FHUW�LV�PLQRU
FRPSDUHG�WR�WKH�UHVW�RI�WKH�UHTXLUHG�GHSOR\PHQW�
Put massive pressure on certificate vendors; arrange higher education or other large group
discounts for purchasing USB-certificate devices; provide cross certifying or bridged root
authorities.
HOLPLQDWH�VPDUW�FDUG�DQG�UHDGHUV�DQG�UHSODFH�ZLWK�VRIW�FHUWV�RU�XVE�WRNHQV
)RFXV�RQ�VFDODELOLW\��QR�JRRG�KDYLQJ�D�\RX�EHDXW�NH\�PDQDJHPHQW�LQIUDVWUXFWXUH�WKDW�FDQQRW�EH
GHSOR\HG�WR�WKH�ODUJHVW�SRVVLEOH�FRPPXQLW\�RI�XVHUV��3.,�LV�G\LQJ�DV�PDVV�GHSOR\PHQW�LV�QHYHU
FRQVLGHUHG�E\�WKH�YHQGRUV�
I think if there was a common standard throughout industry for cards, software, and hardware
this would assist in keeping cost down.
Help consolidate CA options to a couple of commercial packages, one high quality open source
option, and several outsourcing providers.
Outsourcing should be considered to help reduce PKI costs. Outsourcing eliminates the need to
hire and retain specialized staff, and allows organizations to take advantage of the economies of
scale offered by full-time PKI providers.  For those contemplating the formulation of a certificate
policy of the first time, it is suggested that these organizations look closely at the Federal
government
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Appendix E. Descriptions of Other Parties who Need
PKI Understanding

The Follow-up Survey allowed respondents to enter descriptions of Other Parties who
Need PKI Understanding. The full text of these descriptions is included here. In a
later version of this document, it will be summarized in the body of the document and
these specific comments will be removed to protect the privacy of the submitters and
avoid any potential copyright issues.

UHVHDUFKHUV��VWDQGDUGV�ERGLHV
&RQVXOWDQWV
0DQDJHUV�RI�WKH�VHUYLFH�EHLQJ��3.,�(QDEOHG�
,7�VHFXULW\
%XVLQHVV�0DQDJHUV�DQG�WKH�DXGLWLQJ�FRPPXQLW\
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Appendix F. Comments on What the PKI TC or
Others Could Do to Help Increase Understanding of
PKI

The Follow-up Survey asked for comments on what the PKI TC or others could do to
help increase understanding of PKI. The full text of these comments is included here.
In a later version of this document, it will be summarized in the body of the document
and these specific comments will be removed to protect the privacy of the submitters
and avoid any potential copyright issues.

8QGHUVWDQGLQJ�LV�QHHGHG�LQ�WZR�DUHDV�����%HLQJ�DEOH�WR�LGHQWLI\�ZKDW�DSSOLFDWLRQV�DUH�UHDOO\�D
JRRG�PDWFK�IRU�3.,��WRR�RIWHQ�3.,�LV�XVHG�IRU�WKLQJV�WKDW�GRQ
W�UHDOO\�UHTXLUH�3.,���6LQFH�WKH
RYHUKHDG�LQYROYHG�LQ�LPSOHPHQWLQJ�3.,�LV�QRQ�WULYLDO��WKLV�OHDYHV�D�EDG�LPSUHVVLRQ�ZKHQ�D�PRUH
VLPSOH�PHWKRG�ZRXOG�DV�ZHOO�����6HQLRU�PDQDJHPHQW�LQ�SDUWLFXODU�QHHGV�WR�XQGHUVWDQG�WKDW�D
SURSHUO\�LPSOHPHQWHG�3.,�LV�D�YDOXDEOH�FRUSRUDWH�UHVRXUFH��DJDLQ�WKLV�EHFRPHV�D�H[FHUFLVH�LQ
XQGHUVWDQGLQJ�ZKDW�EHQHILWV�3.,�FDQ�SURYLGH�DQG�ZKDW�DSSOLFDWLRQV�DUH�D�JRRG�PDWFK�IRU�LW�
NON-TECHNICAL EDUCATION ON WHAT PKI IS, WHAT IT COULD BE USED FOR, PROS
CONS TO USING IN VARIOUS SITUATIONS, ETC.
Technologists should stop trying to explain how PKI works.
'LIIHUHQW�HGXFDWLRQ�SDWK�VKRXOG�EH�GHYHORSHG�EDVHG�RQ�GLIIHUHQW�XVHU��)RU�WKH�VHQLRU�PJPW��WKH\
ZRXOG�EH�ORRNLQJ�DW�52,�DV�ZHOO�DV�XVHU�GHPDQG��)RU�WKH�HQG�XVHU��WKH\�DUH�ORRNLQJ�DW�HDVH�RI
XVH��DQG�WUDQVSDUHQF\��7KXV��PRUH�VHPLQDUV�VKRXOG�EH�GHYHORSHG�EDVHG�RQ�GLIIHUHQW�XVHU�DV
ZHOO�DV�PDUNHW�IRFXV�
6HQLRRU�PDQDJHPHQW�KDV�EHHQ�IULJKWHQHG�E\�WKH�FRVW���VROLG�FRVW�MXVWLILFDWLRQ�DQG�52,�ZRXOG
VZD\�WKHP�
I’m not convinced that starting by talking about public and private keys is helpful.  Sorry that I
don’t have a good answer for where you should start.
Generally complex IT is poorly understood among senior management and IT management
making them not able to make good decisions. For PKI it is even worse, in many cases IT
management does not really understand what the decision about deploying PKI means.
Education and
Communication & education campaign, especially about the value proposition to each of the
parties (because it is different for each party)
2IIHU�HGXFDWLRQDO�SURJUDPV�RU�VHPLQDU�DW�ORZ�FRVW�RU�HYHQ�QR�FRVW�0DNH�LQWURGXFWDU\�PDWHULDOV
UHDGLO\�DFFHVVLEOH�RQ�WKH�2$6,6�ZHE�VLWH
Business people understand well the benefits of a legally authenticated signature attached to a
document (contract or whatever), which cannot be repudiated and where the integrity, of the
received document, is guaranteed. The only message that business people need to be
convinced of is that a PKI signature with supporting legislation will provide exactly that. I have
found that any attempt to explain to business people how PKI technically achieves signature,
non-repudiation and integrity kills this important and relevant message. I think the ’technical’
message should be given a very low profile in explaining PKI.
A wake up call, senior management does not understand the complexity of such a system and
the fact that only a limited number of people can support that system. They don’t understand that
continuous training is required for the support of those system.
Get the word out that PKI is not just cryptography.  It proves I am who I say I am.  It proves a
document was signed by me.  It is a mobile credential.  It is identity management based on
cryptography but it is a credential.
0RVW��HQG�XVHUV��GR�QRW�XQGHUVWDQG�ZKDW�3.,�GRHV��(VSHFLDOO\�PRVW��HQG�XVHUV��GR�QRW
XQGHUVWDQG�WKH�FRQFHSW�RI�GLJLWDOO\�VLJQLQJ�VRPHWKLQJ��DQG�WKH�IDFW�WKDW�VXFK�D�VLJQDWXUH�FDQ�EH
DV�YDOLG�DV�D�QRUPDO�RQH��+RZHYHU��PDQDJHPHQW�RIWHQ�KDV�QR�PRUH�XQGHUVWDQGLQJ�RI�HJ��3.,
WKDQ�WKH�QRUPDO�XVHU��DQG�WKHUHIRUH�PDNLQJ�D��EXVLQHVV��FDVH�IRU�3.,�ZLOO�RIWHQ�IDLO�VROHO\
EHFDXVH�RI�PDQDJHPHQW�XQGHUVWDQGLQJ��3URYLQJ�D�52,�WR�PDQDJHPHQW�LV�QHDU�LPSRVVLEOH�LI
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PDQDJHPHQW�GRHVQ
W�XQGHUVWDQG�WKH�VHUYLFH�WKDW�LV�EHLQJ�SURYLGHG
see prior comments on SSL
No
,PSURYH�XVDELOLW\�DQG�SRUWDELOLW\���,I�FHUWV�DUH�HDVLHU�WR�XVH�WKHQ�WKH\�ZLOO�FRPH�
begin development of seminars/training to help transition business processes to PKI-enabled
state.  Just providing technical training or "overviews" isn’t enough.
'RQW�OHW�XSSHU�PDQDJHPHQW�VHOO�3.,��WKH\�GRQ
W�IRU�WKH�PRVW�SDUW�XQGHUVWDQG�WKH�WHFKQRORJ\�
Provide tutorials at conferences and online. Provide a step-by-step cookbook for setting up PKI
with very low cost for testing.
Show benefits and ways that applications could use a simple PKI technology to implement,
protect and secure their data/applications.
Poor understanding
$V�PHQWLRQQHG�HDUOLHU��)RFXV�RQ�WKH�HQG�XVHU�DQG�ZKDW�KH�VKH�PD\�GR�LQ�WKH�3.�HQDEOHG
V\VWHPV�DQG�WKH�VDYLQJV�DQG�DGGHG�IXQFWLRQDOLW\�IRU�VHQLRU�OHYHOV�
,QYHVWLJDWH�DQG�SXEOLVK�RQ�WKH�EHQHILWV�RQ�3.,��UHODWHG�WR�FRVWV��&RPSDUH�3.,�WR�DOWHUQDWLYHV�
VXFK�DV�XVHUQDPH�SDVVZRUG��RQH�WLPH�SDVVZRUG�WRNHQV�HWFHWHUD��0D\EH�DQ�DXWKHQWLFDWLRQ
JURZWK�PRGHO"
There need to be 2 educational streams - one that is entirely business focused, and the other for
technical specialists.  As with other technologies, people need to understand that policy and
process clarity must precede technical implementations.
PKI investment is hard to adjust its ROI. People even start to view PKI as "legacy application".
Good, honest, unbiased white papers.  The ’trade press’ published lots of articles that says "it’s
too hard"; where are the rebuttals?  Where is the management level white paper that says "This
is what asymmetric cryptography can do for you and this is how you take advantage of that" ?? (I
don’t mean sales hype that overstates the benefits and often misses the point altogether.....)
emphasize applications where encryption or validation of sender is required.
FRQWLQXH�SURGXFLQJ���SDJHU�HGXFDWLRQ�GRFXPHQWV�WR�GHVFLEH�SNL��IURP�YDULRXV�YLHZSRLQWV��HJ
XVHU��LPSOHPHQWRU��PDQDJHPHQW��VXSSRUW
Decision makers understand ROI, explain how the technology will deliver savings etc. and they
will soon sort out the technology
Develop a way to discuss PKI in a non-technical manner. Such as a good flow diagram that a
senior manager could review and have a business understanding of PKI.
Provide a primer on the subject defining PKI, and describing the issues.
+HOS�PDNH�LW�HDVLHU�WR�XVH�DQG�PRUH��EODFN�ER[����0RVW�SHRSOH�GRQ
W�XQGHUVWDQG�KRZ�D�FDU
ZRUNV��\HW�WKH\�DUH�SURILFLHQW�XVHUV�RI�FDUV���3.,�QHHGV�WR�HYROYH�WR�EH�WXUQ�NH\�IRU�DOO�EXW�WKH
GHYHORSHUV�DQG�,7�DUFKLWHFWV�DQG�LPSOHPHQWRUV�
While most people don
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Appendix G. Descriptions of Other Places Where
Interoperability Problems Arise

The Follow-up Survey allowed respondents to enter descriptions of other areas where
interoperability problems arise during PKI deployment and usage. The full text of
these descriptions is included here. In a later version of this document, it will be
summarized in the body of the document and these specific comments will be
removed to protect the privacy of the submitters and avoid any potential copyright
issues.

Signature Cross-Validation
/HJDO�LVVXH
SURSULHWRU\�FHUW�H[WHQVLRQ�RU��2,'
'LIIHUHQFHV�LQ�LPSOHPHQWDWLRQ�RI�WKH�VDPH�VWDQGDUGV�E\�YDULRXV�YHQGRUV
%HWZHHQ�XVHU�DSSOLFDWLRQV
&HUWLILFDWH�UHFRYHU\
&HUWLILFDWH�SURILOHV��6XFK�DV�XQLTXH��EXW�PHDQLQJOHVV�����VXEMHFW�QDPHV��1R�XVDJH�RI�H�
PDLODGUHVVHV�IRU�LQVWDQFH�
VLJQHG�GDWD�REMHFWV
3ROLF\�,QWHURSHUDELOLW\��QRW�QHFHVVDULO\�WKH�VDPH�DV�FURVV�FHUWLILFDWLRQ�
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Appendix H. Comments on Interoperability Problems
that Respondents Wanted to Highlight

The Follow-up Survey asked for comments on interoperability problems the
respondents wanted to highlight. The full text of these comments is included here. In a
later version of this document, it will be summarized in the body of the document and
these specific comments will be removed to protect the privacy of the submitters and
avoid any potential copyright issues.

Again, this comes down to consistent implementation of standards...
6LJQDWXUH�&URVV�9DOLGDWLRQ�EHWZHHQ�GLIIHUHQW�WRROV�LV�SRRU�EHFDXVH�RI��LQ�RXU�;0/�DUHD��GLIIHUHQW
LQWHUSUHWDWLRQ�RI�GRFXPHQW�FDQRQLFDOL]DWLRQ�
ONE UNIVERSAL PKI FORMAT IS NEEDED.  MULTIPLE FORMATS ARE NOT USEFUL
EXCEPT IN VERY NARROW SITUATIONS FOR A VERY SPECIFIC PURPOSE.
Different e-mail clients, different applications could not intercommunicate successfully.
/HJDO�LVVXH�SOD\V�D�VLJQLILFDQW�UROH�LQ�LQWHURSHUDELOLW\��:KRVH�&36�VKRXOG�ZH�XVH"�:KDW�LV�WKH
UHOLDELOLW\�OLPLW�QRZ"�%HWZHHQ���FRXQWULHV��ZKLFK�ODZ�VKRXOG�FRPH�LQWR�HIIHFW�LI�D�SUREOHP�LV
GHWHFWHG�LQ�RQH�FRXQWU\"�3HUVRQDOO\��,�GRQW�WKLQN�LQWHURSHUDELOLW\�ZLOO�EH�YLDEOH�DV�WKHUH�LV�WRR
PXFK�OHJDO�DV�ZHOO�DV�EXVLQHVV�LVVXH��)RU�H[DPSOH��ZK\�VKRXOG�,�RSHQ�XS�P\�WHUULWRU\�IRU�DQRWKHU
&$"
<RX�DOVR�PLVV�LQWHURSHUDELOLW\�EHWZHHQ�WKH�3.,�DDQG�LWV�VXSSRUWHG�DSSOLFDWLRQV���
Actually. I think that PKI is one of the areas where interoperability is quite a bit better than other
areas.
SURSULHWRU\�FHUW�H[WHQVLRQ�RU��2,'�UHTXHVWHG�E\�DSSOLFDWLRQV�RI�GLIIHUHQW�EUDQGV��'LIIHUHQHW
LQWHUSUHWDWLRQ�WKXV�LPSOHPHQDWLRQ�RI�FHUW�SURILOH�DPRQJ�GLIIHUQHW�YHQGRUV�
7DNH�WKH�H[DPSOH�ZLWK�GRFXPHQW�VLJQLQJ��,I�DQ�RUJDQLVDWLRQ�ZDQW�WR�LPSOHPHQW�GRFXPHQW�VLJQLQJ
WKH\�KDYH�WR�XVH�D�WKLUG�SDUW\�SOXJ�LQ��+RZ�ELJ�ELJ�LV�WKH�RSSRUWXQLW\�WKDW�WKHLU�EXVLQHVV�SDUWQHU
FKRRVHV�WKH�VDPH�WKLUG�SDUW\�SOXJ�LQ"�&ORVH�WR�]HUR"�:LWK�WKLV�DSSURDFK��3.,�ZLOO�RQO\�EH�XVHIXO
ZLWKLQ�D�RUJDQLVDWLRQ�
How to set or handle the extensions of certificates. That’s too much complicated. Critical or non-
critical must not be used. All of the extensions put must be critical.
&HUWLILFDWH�VXEMHF�YV��GLUHFWRU\�KLHUDUFK\��0DQ\�DSSOLFDWLRQV�WU\�WR�PDS�WKH�FHUWLILFDWH�WR�WKH
GLUHFWRU\�HQWU\�LQ�RUGHU�WR�ILQG�PRUH�LQIRUPDWLRQ�DERXW�WKH�FHUWLILFDWH�RZQHU�
Please see my comments under PKI Support issues. I categorized Interoperability there.
See above comments
7KH�ODERU�LQWHQVLYH�QDWXUH�RI�WKH�LQWHURS�SUREOHP����,W
V�D�YHU\�GDXQWLQJ�WDVN�WR�FRQWLQXH�WR�NHHS
DQ\�LQWHURS�HIIRUW�XS�WR�GDWH�DV�WKH�VWDQGDUGV�FKDQJH��SURGXFW�YHUVLRQV�FKDQJH��HWF�
Providing a person with a single signature containing multiple certificates and providing access
to multiple services is key to the wide adoption of PKI. Cross-certification and standards issues
are the significant barrier to this process. I feel that the removal of these barriers would promote
a significant uptake in PKI use.
Certificate Management, post issuance.  Key Archive
,�ILQG��WKH�WUDQVSDUDQF\�RI�LQWHURSHUDELOLW\��WR�EH�WKH�JUHDWHVW�SUREOHP��0RVW�DOO�DSSOLFDWLRQV�ZLWK
3.,�VXSSRUW��FDQ�EH�PDGH�WR�LQWHURSHUDWH��DQG�LQ�D�XVHIXOO�PDQQHU��SURYLGHG�WKH�XVHU�SRVVHVHV
WKH�QHFHVVDU\�,7�VNLOOV�DQG�XQGHUVWDQGLQJ�RI�3.,��+RZHYHU��UHTXLUHPHQWV�UHJDUGLQJ�WHFKQLFDO
VNLOOV�DUH�VR�KLJK��WKDW�H[LVWLQJ��LQWHURSHUDELOLW\��FDQQRW�EH�XVHIXOO\�H[SORLWHG�E\�WKH�JHQHUDO�XVHU�
%HWZHHQ�YQHGRU�SURGXFWV��L�H��(QWUXVW�YV��0LFURVRIW
Signature and path validation in a multiple issuers exchange.  CRL is not the solution, multiple
methods, and multiple client interfaces.
The main interoperability problem is with (1) protocols between PKI client and CA Server(s) and
(2) usage of PKI functions by applications, since currently each application handles local PKI
functions and local certificate storage formats differently.
Specifications are often complicated and hard to implement, resulting in many bugs that affect
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interoperability. Too many features and optional requirements and sometimes competing
standards produced by the same working group!
There are too many certificate issuance protocols. This should be simplified, with everyone
agreeing on only one to be recommended. Other areas noted above suffer from not enough
standards (smart cards) or poor testing with existing standards (validation and revocation).
As certificates are held within a database, certificate recovery becomes an issue if the user
doesn’t have the necessary certificate information to locate the record associated to their
certificate.
3ROLWLFDO�SURFHVVHV�EHWZHHQ�FRPSHWLQJ�&$�V\VWHPV�LQ�D�FRXQWU\��HVVHQWLDOO\�PDUNHG�VKDULQJ�LV
QHFFHVVDU\�
x.509 is too hard to keep up with
7KH�XVDJH�RI�XQLTXH��EXW�PHDQLQJOHVV�����VXEMHFW�QDPHV��1R�XVDJH�RI�H�PDLODGUHVVHV�IRU
LQVWDQFH��&RQWUROOLQJ�WKH�7UXVW�OLVW�LQ�WKH�XVHUV�EURZVHU�
Revocation checking is not always available in PKI-enabled application. It’s also difficult to check
policy or CPS in the certificate extension.
Path Discovery
$OVR�QRWH�WKDW�LWV�QRW�DOZD\V�WKH�3.,�SLHFHV�WKHPVHOYHV�WKDW�FDXVH�LQWHURS�SUREOHPV���26HV
ZLWKRXW�FHQWUDO�NH\�VWRUHV�WKDW�DOO�DSSV�XVH�FDXVH�PDQ\�RI�WKH�KHDGDFKHV�ZLWK�DOO�RI�WKH
LPSRUW�H[SRUW�QHHGV�
,
G�EH�KHUH�DOO�GD\��'URS�PH�DQ�HPDLO�IRU�LQWHURS�SUREOHPV
Interoperability with legacy systems. PKI tends to require a big bang roll-out and this is insane.
,Q�H%XVLQHVV�VKDULQJ�FHUWLILFDWHV�DQG�VLJQHG�GRFXPHQWV�EH\RQG�WKH�HQWHUSULVH�
9HQGRU�GLIIHUHQFHV��:LWK�WKH�VWDWH�ZH�GHDO�ZLWK�VHYHUDO�RXWVLGH�HQWLWLHV�WKDW�PD\�EH�XVLQJ
GLIIHUHQW�3.,��:H�FDQ�QRW�WHOO�DOO�HQWLWLHV�WKDW�LI�WKH\�ZDQW�WR�GR�HOHFWURQLF�VLJQDWXUHV�ZLWK�WKH�VWDWH
WKDW�WKH\�PXVW�XVH�WKLV�3.,�DQG�ZH�FDQ�QRW��ILQDLFLDOO\��VXSSRUW�DQG�DFFHSW�DOO�W\SHV�RI�3.,�
For PKI, interoperability is almost strictly a function of policy. X.509 has been around for a long
time, is understood and accepted.  What has been missing is a similarly consistent view toward
policy.  Ultimately, accepting a certificate comes down to a trust decision based on how much
due diligence went into confirming the identity of an individual (as described in their certificate
policy), and what recourse a relying party may have in the event the policy was not followed and
there is a loss.  In order for there to be interoperability, each CP must outline some measure of
enforceable accountability on the part of the issuer in order to drive up the level of trust
associated with a given certificate.
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Appendix I. Comments on What the PKI TC or
Others Could Do to Help Improve Interoperability

The Follow-up Survey asked for comments on what the PKI TC or others could do to
help improve interoperability. The full text of these comments is included here. In a
later version of this document, it will be summarized in the body of the document and
these specific comments will be removed to protect the privacy of the submitters and
avoid any potential copyright issues.

$JUHHG�XSRQ�LPSOHPHQWDWLRQ�JXLGHOLQHV�DQG�SRVVLEO\�VRPH�VRUW�RI�LQWHURSHUDELOLW\�WHVWLQJ�JURXS
�WKH�6(7�YHQGRUV�WKHPVHOYHV�IRUPHG�DQ�,��<�LQWHURSHUDELOLW\�WHVWQJ�JURXS�DQG�WHVWHG�DPRQJ
WKHPVHOYHV�WR�ZRUN�RXW�LQWHURSHUDELRLW\�SUREOHPV���,�EHOLHYH�WKDW�WKHUH�DUH�RWKHU�WHVWEHGV�DV
ZHOO����WKH�
RSSRUWXQLW\
�ZRXOG�EH�WR�JHW�WKH�YHQGRUV�WR�DJUHH�WKDW�WKLV�ZRXOG�EH�D�YDOXDEOH�SURMHFW�
)URP�D�FRQVXPHU�SRLQW�RI�YLHZ��,�ZRXOG�EH�KLJKO\�GHVLUDEOH�WR�NQRZ�ZKHQ�GRLQJ�SURGXFW�VHOHFWLRQ
WKDW�FHUWDLQ�SURGXFWV�FRXOG�GHPRQVWUDWH�LQWHURSHUDELOLW\�
WORK TOWARD NATIONAL PKI STANDARDS.
I feel that more work should be done on the Legal issue to resolve this interoperability problem. It
should cover business law as well.
See my "standards" statement, above
EDVH�JXLGHOLQH���EOXHSULQW�IURP�IXQFWLRQDO�OHYHO�RQ�WRS�RI�WKH�WHKQLFDO�VWDQGDUG��HJ��EOXHSULQW�IRU�D
[����FHUW�WR�LQWHURSHUDEOH�IRU�ZHE�VHUYLFH�DXWKHQWLFDWLRQ�HWF�
5)&�����LV�WRR�FRPSOLFDWHG��$QG�,�WKLQN�WKDW�LW�RQO\�GHILQHV�WKH�SURILOHV�RI�FHUWV�RU�&5/��VR�ZH
QHHG�PRUH�GRFXPHQWV�RQ�KRZ�WR�XVH�3.,��FHUWV��DQG�VR�RQ�
See above comments
3URGXFH�SURILOHV�IRU�LQGXVWU\�UHOHYDQW�VWDQGDUGV�DQG�PDNH�UHFRPPHQGDWLRQV�ZKHQ�WKHUH�DUH
FRPSHWLWLQJ�VWDQGDUGV���7KLV�ZLOO�KHOS�WR�UHGXFH�WKH�QXPEHU�RI�YDULDEOHV�WKDW�FDQ�FKDQJH�LQWHURS
UHVXOWV���6SRQVRU�LQWHURS�IHVWLYDOV�RU�RQ�OLQH�UHIHUHQFH�LPSOHPHQWDWLRQ�WHVW�VLWHV�ZKLFK�PDNH�LW
HDVLHU�IRU�YHQGRUV�WR�GR�LQWHURS�
I know that standards and interoperability issues are high on the OASIS agenda.
Key Archive standards development covering key archive and recovery.
See 4.c above
See above comments.
Develop a way to locate the certificate holder’s information, with strong authentication, so the
certificate can be recovered and reused.
Enable global VA :-)
stop creating new extensions to certificates in x.509 - vendors cannot keep up.  ASN.1 is hard -
move to XML
Define guidelines for the topics above.
6PDUW�FKLS�VWDQGDUGV���1,67�VWDUWHG�ZLWK�DQ�$3,�EXW�WKHUH�QHHGV�WR�EH�D�FRQQHFWRU�OHYHO�DXWR�
LGHQWLILFDWLRQ�VWDQGDUG�VR�WKDW�HYHU\�SODWIRUP�2�6�FDQ�LQWHUDFW�ZLWK�$1<�VPDUWFKLS�MXVW�OLNH�LW�FDQ
QRZ�ZLWK�DQ\�GLVN�GULYH�RU�GLJLWDO�FDPHUD�
Provide a specification which, for example, a secure email client requires to support in PKI to work.
Once this standard is in place, PKI will be used
see previous responses.
Again, look at what the Federal government and other successful adopters of PKI have done and
embrace those practices.  From a technical standpoint, insist on portal products that have the
ability to process certificate validation from a number of extra-enterprise CA
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Appendix J. Other Comments or Suggestions

The Follow-up Survey asked for other comments or suggestions, especially ideas for
how to address the obstacles listed in the survey. The full text of these comments is
included here. In a later version of this document, it will be summarized in the body
of the document and these specific comments will be removed to protect the privacy
of the submitters and avoid any potential copyright issues.

X.509-style digital identity certificates are the wrong solution for many applications. The PKI
industry does not make it easy for prospective buyers of crypto-security products to make a
choice that suits the particular requirements of their application; on the one hand, they realize
that a crypto-less approach is insufficiently secure, but on the other the identity certificate
approach is very heavy-weight. Often, one does not need all the elements of a PKI in order to
solve ones application security problems; notably, light-weight attribute certificate solutions are
more effective for many applications, yet the industry does nothing to promote the research and
standardization of these.  Dr. Stefan Brands
,�WKLQN�3.,�HIIRUWV�EDVHG�RQ�;�����DUH�FRPSOHWHO\�PLV�SODFHG���7KH�QRWLRQ�RI�QRQ�UHSXGLDWLRQ�LV
ERJXV���'LJLWDO�VLJQDWXUHV�DV�GRFXPHQW�VLJQDWXUHV�DUH�LQDSSURSULDWH���3.�WHFKQRORJ\�LV�YHU\
LPSRUWDQW��EXW�QRW�WKH�ZD\�;�����HQYLVLRQV�LW�
,�ZRXOG�MXVW�UHLWHUDWH�WKH�QHFHVVLW\�RI�VWUHQJWKHQLQJ�WKH�VWDQGDUGV�WR�ZKLFK�WKH�3.,YHQGRUV
DGKHUH��SUREDEO\�WKURXJK�VRPH�FHUWLILFDWLRQ�PHFKDQLVP��DQG�PDNLQJ�WKH�SURFHVV��HVSHFLDOO\�IRU
XVHUV��WUDQVSDUHQW���WR�VHQG�D�VHFXUH�H�PDLO��DOO�,�PHHG�WR�GR�LV�KLW�D�EXWWRQ�RQ�P\�FOLHQW�DQG�WKDW
LV�LW���
,Q�WKH�5&03��ZH�KDYH�EHHQ�RXU�3.,�LQ�DQ�RSHUDWLRQDO�HQYLURQPHQW�VLQFH�$SULO�������:H�IRXQG
WKDW�ZH�ZHUH�QHHGV�GULYHQ��7KDW�LV�RXU�PHPEHUV�UHTXLUHG�D�PHDQV�RI�VHFXUH�FRPPXQLFDWLRQ�LQ
PDQ\�GLIIHUHQW�SROLFH�RSHUDWLRQDO�DUHDV��:H�KDG�D�VROXWLRQ�IRU�WKHP��3.,��:H�DGGUHVVHG�WKH
XUJHQW�QHHGV�ILUVW�ZLWK�FODVVURRP�W\SH�WUDLQLQJ��$W�WKH�VDPH�WLPH�ZH�VHQW�RXW�LQIRUPDWLRQ�DERXW
3.,�DQG�ZKDW�RSHUDWLRQDO�SUREOHPV�LW�FDQ�VROYH��0RUH�QHHGV�FDPH�IRUZDUG�DQG�ZHUH�VROYHG
XVLQJ�3.,�WHFKQRORJ\��,Q�RXU�RUJDQL]DWLRQ�ZH�IRXQG�WKDW�LI�ZH�VKRZHG�RXU�PHPEHUV�KRZ�WR�PDNH
WKHLU�MREV�HDVLHU�WR�GR��PDNH�WKHP�PRUH�SURGXFWLYH�DQG�6(&85(�DW�WKH�VDPH�WLPH��PRVW
REVWLFOHV�ZHUH�HDVLO\�WDNHQ�FDUH�RI��:H�IRXQG�WKDW�WUDLQLQJ�RXU�PHPEHUV�ZDV�WKH�JUHDWHVW
FKDOODQJH��VLQFH�ZH�DUH�VFDWWHUHG�IURP�FRDVW�WR�FRDVW��6R�ZH�KHOG�WUDLQ�WKH�WUDLQHUV�VHVVLRQV�LQ
HDFK�SURYLQFH�ZKHUH�DW�OHDVW����PHPEHUV�ZHUH�WUDLQHG��7KHQ�WKH\�LQ�WXUQ�ZRXOG�WUDLQ�WKH
PHPHEUV�LQ�WKHLU�SURYLQFH��$OWKRXJK�ZH�KDYH�&%7
V��ZH�IRXQG�WKDW�QRW�PDQ\�ZRXOG�WDNH�WKH�WLPH
WR�WDNH�WKH�&%7�FRXUV
7KH�EHQHILWV�RI�3.,�RYHU�66/�QHHGV�WR�EHWWHU�XQGHUVWRRG�E\�EXVLQHVV�GHFLVLRQ�PDNHUV�IURP�D
ULVN�EXVLQHVV�SRLQW�RI�YLHZ���7HFKLHV�JHW�LW���,W�LV�KRZHYHU�TXLWH�H[SHQVLYH�ZKHQ�RQH�FRQVLGHUV
WKH�HQWLUH�FRVW�HTXDWLRQ��KDUGZDUH��VRIWZDUH��IDFLOLWLHV��FRQWUDFWXDO�IUDPHZRUN��OLDELOLW\��KLJK
DYDLODELOLW\�RSHUDWLRQV��VWDII��JRYHUQDQFH�HWF����7KXV�WKH�RQO\�ZD\�WR�JHW�PRUH�XVDJH�LV�WR
SURPRWH�WKH�EHQHILWV�RQ�WKH�EXVLQHVV�VLGH�DQG�WKH�PRUH�FRVW�HIIHFWLYH�DSSURDFK�RI�DQ
RXWVRXUFHG�PRGHO��VXSSRUWHG�E\�UHIHUHQFH�FDVHV�
The previous survey was very high level and did not provide much new information.  Would like
to see more details relative to PKI.
PKI TC should do three things:  A. Create standard set of specifications for four aspects: (1)
Functionality of the PKI client, (2) PKI APIs/methods to use PKI services by applications, (3)
Functionality of CA Servers (Local CA Server, Policy CA Server, Top CA Server), and (4)
Protocols between PKI client and different CA servers  B. Promote A. with PKI vendors and
application developers so that different PKI products are interoperable out-of-the-box and all
applications are immediately PKI enabled, also out-of-the-box  C. Promote usage of PKI and
PKI-enabled applications within (first) its member companies with their products and also
(second) with all their customers
,W�LV�FOHDU�DW�WKLV�SRLQW�WKDW�3.,�ZLOO�VXUYLYH�DQG�EH�LQYDOXDEOH�DV�D�VHFXULW\�DQG�SUROLILF�DXWK1
VROXWLRQ��7KH�QHHG�WR�KDYH�EHWWHU�SRUWDELOLW\�LV�GULYLQJ�WKH�VPDUW�FDUG���VRIWZDUH�YHQGRUV�WR
VXSSRUW�WKHVH�GHYLFHV��7KHUH�UHDOO\�QHHGV�WR�EH�PRUH�EX\LQ�RI�VWDQGDUGV�EDVHG�E\�0LFURVRIW�
Thanks, Steve!!
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5HDOLVH�WKDW�D�ORW�RI�3.,�LPSOHPHQWRUV�DQG�DUFKLWHFWV�DUH�FRQWUDFWRUV�ZKR�FDQQRW�JHW�RSHQ
DFFHVV�WR�WKH�2DVLV�ZRUN��7KLV�LV�WKH�SUREOHP�ZKLFK�WKH�3.,�)RUXP�IDLOHG�RQ�
,Q�P\�YLHZ�WKHUH�DUH�WZR�SUREOHPV�ZLWK�3.,�������7KH�OHJDO�EDU�KDV�EHHQ�UDLVHG�VR�KLJK�WKDW
LPSOHPHQWDWLRQ�LV�GLIILFXOW�DQG�FRVWO\���&RPSDUH�WKLV�WR�WKH�VHFXULW\�DQG�FRVW�RI�D��ZHW��VLJQDWXUH
WKDW�GLJLWDO�VLJQDWXUHV�DUH�VXSSRVHG�WR�UHSODFH�������3.,�ZLWKLQ�WKH�HQWHUSULVH�LV�WULFN\�EXW�GRDEOH�
3.,�EH\RQG�WKH�HQWHUSULVH��ZKHUH�WKH�YDOXH�RI�WKH�H[WHQGHG�WUXVW�WKH�3.,�RIIHUV�LV�JUHDWHVW��LV
YHU\�KDUG�WR�LPSOHPHQW�EHFDXVH�RI�WUXVW�LVVXHV�EHWZHHQ�GLVSDUDWH�&$V�DQG�ODFN�RI�VWDQGDUGV
�DQG�LQWHURSHUDEOH�FOLHQWV��IRU�GLJLWDOO\�VLJQHG�REMHFWV�EH\RQG�HPDLO�
,�EHOHLYH�3.,�LV�D�YDXODXEOH�WRRO�WKDW�ZLOO�DVVLVW�LQ�PDNLQJ�DOO�PRUH�HIILFLHQW��:H�MXVW�QHHG�WR�PDNH
LW�FRVWW�HIIHFWLYH�DQG�HQVXUH�LQWHURSHUDELOLW\�IRU�WKH�HQG�XVHUV�
Improving PKI is all about sweating the details.  The technology is fundamentally sound, but
currently implementing it is like "death by a thousand pinpricks".  The lack of proper support in
end-user operating systems and applications are the primary offenders.


