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Minutes

OASIS PKI Technical Committee Conference Call 

January 10, 2003 

Participants:

Terry Leahy, Wells Fargo Services Co.  (Chairman of the OASIS PKI Technical Committee)

John Sabo, Computer Associates (Vice-Chairman of the OASIS PKI Technical Committee)

Karl Best, Vice-President, OASIS

Jeff Stapleton, KPMG (Member PKI MS Steering Committee)

Derek Brink, RSA Security (Member PKI MS Steering Committee)

Peter Doyle, Baltimore Technologies (Member PKI MS Steering Committee)

Russ Smith, Treasury Secretariat-Government of Canada

Rick Bruce, Treasury Secretariat-Government of Canada

Jamie Clarke, chair e-Commerce Subcommittee, Business Law Section, American Bar Association

Alex Deacon, Verisign

Paul Evans, Booz, Allen, Hamilton

Phil Griffin, (Chairman of the OASIS Security Join Committee)

Tony Nadalin, IBM

Krishna Shankar, Cisco Systems

Steve Hanna, Sun Microsystems

Michaila McBean, Canadian Payments Association

Peter McLaughlin, SVP, Baltimore Technologies

John Messing, lawyer, member of ABA Electronic Filing Committee and OASIS Legal XML eNotary committee

Tim Moses (for Sharon Boyd), Entrust

Ann Terwilliger, VISA International

Krishna Yellepeddi, IBM

Welcome and Overview –Terry Leahy

Terry Leahy provided an overview of the PKI Member’s Section (PKI MS) and PKI Technical Committee (PKI TC) and introduced PKI MS Steering Committee Members and then asked other call participants to introduce themselves.   She discussed the transition of the PKI Forum into OASIS as the PKI MS and her role as Chair of the PKI TC, with John Sabo serving as Vice Chair. She discussed the decision of the PKI MS Steering Committee to establish the PKI TC in accordance with OASIS procedures.  She noted that a formal election for the PKI TC Chair and Vice Chair positions is planned at the initial face to face meeting of the PKI MS and PKI TC planned for March 2003, to be hosted by Computer Associates at their Islandia, New York, headquarters.  

Terry then introduced Karl Best, who provided background information regarding the PKI MS and PKI TC.  Karl indicated that documents are available on-line pertinent to work of the TC, including the TC Process Document, which explain how a TC is formed, how it operates, how specifications are handled, and OASIS rules regarding IPR. The “Call for Participation” is the charter for the TC.  With respect to specifications that may be developed by the TC, Karl said that the path is TC Approval followed by full OASIS membership approval. Karl indicated that although he will not be a regular participant in the TC, he will join TC meetings from time to time to make sure things are running smoothly.

Terry noted that the current plan is to establish one TC initially under the PKI MS, which will have two subcommittees, one business-oriented and the other technically-oriented.  For the PKI MS, current Steering Committee members, who have been facilitating transition from the PKI Forum, include Terry Leahy, Wells Fargo; John Sabo, Computer Associates; Derek Brink, RSA Security; Peter Doyle, Baltimore Technologies; and Jeff Stapleton, KPMG, LLP.  There was discussion of the role of the PKI MS vis a vis the PKI TC, and it was agreed that this relationship would be clarified before the in-person meeting in March.  However, generally the Steering Committees serve the function of controlling/authorizing finances and decision-making for the Member’s Section, which established the PKI TC.  

PKI Forum Overview and Work Products – John Sabo

John Sabo provided a brief history of the PKI Forum, its background, organization and work products.  The PKI Forum was founded in 1999 as a multi-vendor and end-user industry consortium created to accelerate the adoption of Public-Key Infrastructure (PKI) technologies and to build market understanding and confidence in the use of PKI and digital certificates.  It included a broad range of members, including PKI and other security vendors, ISV’s, PKI users, consultants, governments, as well as affiliate organizations such as EEMA and the Japan PKI Forum.  He noted that a number of significant deliverables were produced by the PKI Forum’s Business and Technical Working Groups, including:

·  “PKI Interoperability Framework,” which presents a common framework that can be used when discussing interoperability issues between vendors.

· “PKI Policy White Paper” which provides general information about PKI policy, the role that policy plays in deploying PKI systems and how that policy is applied to both traditional and PKI-enabled business environments.  

·  “CA-CA Interoperability” paper, addressing the issues associated with establishing interoperability between otherwise isolated PKI domains, and also covers interoperability concerns between certification authorities within the same domain or under a common corporate infrastructure.  

· “U.S. Healthcare,” documenting the essential need for a secure IT infrastructure in healthcare that would increase efficiency of service without compromising patient privacy.  

· “Biometrics PKI Note which describes how two diverse technologies, PKI and biometrics, combine to produce a stronger security alternative for e-business applications.  

· “AKID/SKID Implementation Guideline” and  “Understanding Certificate Path Construction”

John noted that the PKI Forum Web Site (www.pkiforum.org) now links to the OASIS Membership section and includes these and other PKI Forum-developed documents as well as an extensive PKI resources section which will be maintained by the PKI MS under OASIS.

PKI TC Direction - Feedback from OASIS Members – Derek Brink, Peter Doyle

Possible work plans, projects and general direction for the PKI TC were discussed.  Derek Brink and Peter Doyle started the discussion by noting areas of interest which could be explored as the basis for TC projects:

Derek Brink – Business marketing issues; review/educate, promote and describe digital certificates (especially to business managers and greater public; use of digital certificates for device authentication.  (Derek has a PowerPoint presentation related to device authentication which he will make available to PKI TC.)
Peter Doyle – Technical-Legal infrastructure issues; integration with other standards in which PKI must be woven into IT infrastructures; smart cards; certificate profiles; certificate strength and public trust; PKI relationship to standards being developed by other OASIS TC’s and issues related to common underlying digital certificate-based trust infrastructures servicing multiple standards; application enablement of PKI services.  The relationship of Web Services TC and the PKI TC was discussed, and it was agreed that we should become aware of the relationship between the work underway and planned by both TC’s to avoid duplication of effort or unnecessary overlap

Ann Terwilliger, VISA – part of VISA focusing on VISA’s PKI – starting 1996 – primarily payment-oriented – her interest is work on defining ways to apply the specifications and ensure interoperability –especially  applying PKI in Web Services area, which is a serious issue

Jeff Stapleton –– there are not widespread implementations of  PKI –sees TC and MS as a clearinghouse of information – interest is interaction of PKI standards in general (e.g., X9 in financial sector)

Peter Doyle – Baltimore – critical things are applications and applied use of certificates

Krishna Yellepeddi, IBM – working in Web services, JAVA and Tony Nadalin, IBM,  also working in Web services area – goal to make sure that PKI fits well in standards areas where PKI is used. e.g  Web Services, as in choice of  policies, algorithms, key sizes, etc.

Russ Smith, Rick Bruce – Treasury Board Secretariat – (Treasury Board is the lead agency for Government Of Canada (GOC) (like OMB in the United States) – started GOC PKI in 1996 and more recently PKI in Government Online – vision is similar to Peter Doyle’s - dissemination/interoperability, privacy implications – goal: easy to deploy, seamless, almost disappearing from view or cognizance - vision is to see PKI become an appliance and part of infrastructure – interoperability – key areas: privacy implications associated with PKI – headed in Web services and XML direction – how can we make PKI and digital certificates easy to deploy and seamless as background infrastructure

Michaela McBean , Canadian Payments Association – business issues, more detail on applications and assessing cost, risk mitigation, revenue 

Steve Hanna – Sun Microsystems – active in IETF PKIX  WG and involved in path validation code for Sun SDK – interested in addressing obstacles in PKI deployment , such as common certificate policies

Paul Evans – Booz Allen Hamilton – once co-chaired the WEMA PKI Interop challenge – now overseeing PKI implementation for large government department – need to focus on education and awareness – re-training on simple policy issues of PKI – cost factors – easing the PKI-enabling path – interesting work being done by NIST on high level crypto API simplifying using PKI – legacy application enablement – policy issues – making the policies humanly readable, operational by different systems and understood by applications – roll up relationships among the various standards which use PKI 

Tim Moses – Entrust (standing in for Sharon Boyne, who will represent Entrust) – interests and expertise will drive the quality of work products – one candidate topic – conformance for certificate validation software – need standard set for test vectors for testing conformance – however, for TCC to engage in this work will require specialized expertise (NIST working on conformance issues/test suite compliance to everything required by RFC-3280) 

John Messing – lawyer involved in ABA Electronic Filing Committee (under ABA Science and Technology Section) and Legal XML’s eNotary committee (in OASIS) – working on registration requirements for identity and standards policies for CP’s .  Consider standardized non-critical extensions for use in identity management.    Explore server side PKI solutions and “non-standard, non-conventional applications", enable human readable policies – e.g., looking for XML format in lieu of x.509 format - Technical Committee should have a broad scope of work 

Jamie Clark – eCommerce lawyer in Los Angeles – part of American Bar Association in the section under Business Law and chairs eCommerce subcommittee – law on signatures moves from “proprietary PKI” and a “technology neutral;” set of standards – if you look at law, there is history of working out whether special evidentiary trust in PKI signatures should be given greater weight than others – how should the law treat the relative non-reputability, trust etc associated with digital certificates/PKI vis a vis other methods of electronic signature.  Other issue of interest: commercial CA’s as an important inflection point in law relative to IP rights – do we want to create laws that give legal effect to technologies that require use of proprietary IP

Alex Deacon – represents VeriSign in standards bodies, etc – how will this group help with integration of other standards?  -- what value will group add to what is happening?  Important to ensure that there are PKI users involved – customer views of what they need and want 

John Sabo – one OASIS member has expressed interest in PKI TC developing “education” tools which can be used to present functions and benefits of PKI to line of business managers who are electing to make business investments in services and may not understand the strengths digital certificates and PKI vis a vis other approaches (such as PIN/Password as “electronic signature vs. use of digital signature)

March 25-27, 2003 PKI MS and PKI TC Face to Face Meeting – Jeff Stapleton

After some discussion, it was agreed that a combined PKI Member’s Section and PKI TC meeting would be scheduled March 25-27 2003, to be hosted by Computer Associates at their Long Island, New York headquarters conference center.  John Sabo has reserved six conference rooms including one theater-styled room, one large training room, and four other break-out rooms if needed.  Computer Associates headquarters is in Islandia New York, approximately 10 minutes from Islip airport (service by Southwest Airlines, US Airways and Delta) and approximately 45 minutes from LaGuardia and Kennedy airports.

Marriott, Sheraton, Wyndam and other hotels are nearby. Islip Airport has cabs and rental cars.  Hotels have shuttles. Long Island Railroad to Islandia area is also available from New York City.

Wrap-up/Follow-up

It was agreed that the PKI TC will support business and technical projects, based member interests, with the PKI TC serving as the main entity responsible for both business and technical projects.  Chair and Vice chair will make available charter, meeting minutes, project/WG areas, list of past documents available from PKI Forum before next meeting.   Formal adoption of charter by TC members will take place (perhaps during Feb. 21st Conference Call). Terry Leahy will send out charter for review and approval during the next conference call.

Next Conference Call:  February 21st (Friday) at 9:00 A.M., PST, 12:00 P.M., EST, 5:00 P.M., Dublin time.)

 [Notes prepared by Ray O’Brien (obrienrj@wellsfargo.com) edited by Terry Leahy (leahyt@wellsfargo.com) and John Sabo (john.t.sabo@ca.com)]
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