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Abstract

This paper asserts that the current approach to the use of asymmetric cryptography and the provision of digital certificates is overly cumbersome, expensive and forces unreasonable requirements on standard business users and consumers; so they ignore or resist their use. In addition, many web-based applications are emerging without appropriate security functionality built-in. It proposes the management of digital certificates within an enhanced commercial environment using best practice personnel recruiting and management procedures and best practice information security management combined with enhanced cryptographic services within the installed base of the corporate IT infrastructure.  This, combined with a security middle layer based on the XML Key Management Specification will suffice. The benefit is commercially “fit-for-purpose” identity management, and security functionality, provided at a corporate level, which meets the requirements of applicable law whether it is the EU Directive, or other legislation such as the US HIPAA and Sarbanes-Oxley law.

1 Background

With the OECD Guidelines for the Security of Information Systems and Networks, the EU proposal for a European policy approach on Network and Information Security as well as the increasing emphasis on corporate governance, it can be argued that we need security and confidence in IT systems more than ever, but the current commercial climate is depressed and unsure.  Therefore investment in IT infrastructures is low, and greater risks are being taken by businesses.  There is a paradox that whilst the EU is requiring more use of electronic signatures (and for those, read digital signatures – X.509-style) for business use and e-invoicing, many businesses are continuing to follow what the experts believe are insecure practices involving open communications across the Internet.  It can be argued that it is their business and they manage the risks that they identify – some insure, some ignore, some apply controls.  However, some of that information is personal such as pay details and terms of employment etc.

In addition, many companies have invested heavily in the development and marketing of Public Key Infrastructure software and services, but their current success is limited at best and failure for many.  The hype surrounding PKI during the technology boom has died away, and reality has set in causing a valuable reconsideration of the real needs.

2 Introduction

PKI has been seen to be to complex, too expensive and too much for a business to use effectively.  It is often perceived (if understood) to be more of a technician’s “game” than a real business tool and problem solving technology.  To date, much of this is true and this has to change.

We need to reconsider the whole approach to implementing security functionality into applications. The view must begin with what applications are desired to provide a “business service” either within an organisation, between organisations in a community and to an organisation’s customers, combined with what are the appropriate functions required to mitigate risk to an acceptable level.

One of the significant enablers of information security is the use of asymmetric encryption underpinned by a Public Key Infrastructure, but in many areas the practical implementation of Public Key Infrastructures has failed.

3 Current Environment

Some of the apparent reluctance to change IT systems to embrace security controls is a non-acceptance of the risks as perceived by IT specialists, as there may be greater business risks that have a higher priority for corporate management. In other situations, the size of the organisation (number of employees and number of sites) means that producing a consistent and manageable solution across the organisation is extremely difficult – even to introduce a PCMCIA or USB-based token solution for identity management will be very expensive and time-consuming for an organisation – not least to provide a solution easy enough for the majority of employees to use and have confidence in.

Therefore, we make a number of assertions. Use of third party services can be expensive. Though there is generally a benefit of scale through using third party services, this is not the case in identifying one’s own employees and registering them for digital certificates.  In addition, the acclaimed high secure infrastructure of third party service providers may be more than is required by your organisation and certificate fees are (naturally) priced to produce a revenue stream for the provider and are high due to the (current) low utilisation of their services.
Use of proprietary software is expensive and implementations have been overly complex.  Public Key Infrastructure solutions are driven by the certificate software vendors.  They have developed the software based on their perspective of what is right for the end user.  The standards have been developed in parallel to support the products and (hopefully) provide a common structure.  However, implementations differ and interoperability can easily be lost through selecting different options.  Complexity remains as once a vendor has laid down a product base, they will maintain that approach to support their investment, even if it is too complex for the end user.
It should be born in mind that the use of Public Key Infrastructure functionality must be “fit for purpose” to reduce risk to an acceptable level. Also with the investment in IT infrastructure already in place, an organisation should make the best use of it and not duplicate the functionality it contains.  So, if your infrastructure includes the ability to manage digital certificates then use it and only add the necessary functionality to mitigate any outstanding risks, and to ease administration.
Most organisations operate within a community – a loosely self-defined closed use group, according to trade, sector etc.  Therefore there is no need to invest in a huge directory infrastructure. There will generally be trading agreements in place, or prior negotiations of some form before business transactions begin.  Therefore there is not the need for lengthy Certification Practice Statements, or Certificate Policies.  The substance of these will be included in Terms and Conditions, Service Level Agreements and other existing contracts. A consumer will never read a Certificate Policy or Certification Practice Statement, so any obligations placed on them must be expressed simply.
There is no perfect or absolutely foolproof solution; things will still go wrong as in real life.  Therefore, the process of transacting must recognise this and not expect (unreasonably) that using encryption and digital certificates will remove all risks.  Other checks and balances must be built into applications. 
4 Areas of Trust

The principal areas of trust that need to be considered in providing security functionality are identity verification, security administration, key and certificate management and security/privacy.  In assessing the risk in your business information systems, controls in these areas must be adequate (“fit for purpose”).
Therefore in operating a Public Key Infrastructure, you must also consider the operational issues which include:

1. Strong authentication of PKI system administrator and operator functions;

2. Registration of the subjects;

3. The confusion that surrounds the Certificate Policy and the Certification Practice Statement;

4. Certificate validation (checking the chain);

5. Trust Anchors;

6. Application Integration.
If you are using your existing IT infrastructure, you must ensure the controls are adequate in these areas;  i.e., using hardware cryptographic devices to underpin the CA functionality in either open source or Microsoft certification authorities, proper validation of identity of administrators and end users, and dual person log-in with two factor authentication for critical administrative functions.
5 Integration of security functionality

There has to be a valid reason for investing in the protection of critical business applications.  However, the decision to invest will generally be a financially-based one.  The more expensive the life-time cost of security measures, the more likely it is that an organisation will “take the risk” and remain exposed.
Once a decision has been taken, then the appropriate controls must be properly integrated into the application, otherwise the cost of administration (and, therefore, ownership) is increased.  As Grinter and Smetters state [GrSm03], security cannot be considered in the abstract away form a particular application and context of use.  They state that purely considering a threat model doesn’t consider the user as part of the equation.  The work of Sasse and others [AdSa99] [SaBW01] has argued that to be effective, security has to be designed in terms of 1) the user, 2) the task they are using the technology to accomplish, and 3) the context of that task activity (for example, whether it is in the office or at home). 

Security functionality, if properly designed, is invisible.  People working the way they are supposed to will not be hindered in any way; in fact, properly design and implemented security functionality can be an enabler.  It is only when people attempt to work against the security policy that the controls become visible.

Effective integration will depend on your IT infrastructure.  In a Microsoft environment, it helps to use Microsoft provided security functionality (suitably enhanced where required); likewise in an open source environment.  In a web services environment, the same applies.  Indeed, web services introduce significant opportunities for properly integrating security functionality.
5.1 Business

Many references cite the need to understand the user model, often captured using business process modelling techniques.  Grinter and Smetters [GrSm03] propose that even if the tasks can be identified, the user expectation is often missed. Hagel [Hage02] uses the term process networks to reflect the new set of business relationships that are emerging.  Understanding these process networks will enable the related businesses to identify their critical security issues.  These can be modelled using a number of methods including Soft Systems Methodology [Wils90] and Business Process Management [SmFi03] as well as the Unified Modelling Language.  Other research [HiMc95] proposes an approach to relate security functional requirements to business processes.  This is summarised below.
5.1.1 Analysing the Threats and Vulnerabilities

Once the business processes have been captured and endorsed by senior management, a further analysis may be made of each one in order to identify the threats and vulnerabilities.
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Figure 1 - Tabular analysis of the process activity

This can be confirmed with the business area and provides the link between the business process and the requirement for a countermeasure.

The advantage of this is that the countermeasure is seen in the context of the business process, and the cost of implementing the countermeasure can be directly related to the value generated by the business process or the loss incurred through unavailability of a resource.

5.1.2 Relationship to Core Business Processes

The impact of one business process on any other one can be identified, which will ensure that threats are not seen in isolation and that the countermeasures are seamless and cost-effective.  By taking a systemic view of the enterprise and understanding the relationship between processes, business processes throughout the enterprise can be related to the core business activities.  Therefore, senior management can better understand the threats to their core business processes and concentrate their efforts accordingly.

5.1.3 Management Buy-in

Development of business models necessarily involves input from many parts of the enterprise. Our experience has been that the use of workshops and other group activities to develop business models results in a wide ownership of the models, making them both more robust and facilitating a consensus. Senior management is thus better placed to understand the risks to their area and collectively understand the risks that their enterprise faces.  Any individual perspectives can be brought out and a consensus obtained.  

With this understanding, the roles of staff can be better defined to alleviate the inherent risks and to ensure that any countermeasures are implemented in an acceptable fashion.  More importantly, the modelling approach will ensure that all staff can understand the threats and vulnerabilities within their area of operation, as well as understand and accept the need for any countermeasures.

5.2 Architecture
SSL and S/MIME are standard implementations that use digital certificates.  Even though there are a few outstanding issues in the interoperation between different vendor’s applications.
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Figure 2 - Web Service architecture

Within the emerging Web Services architecture, there is a Service Grid which comprises a set of specialized utilities which provide a broad range of enabling services to both users and providers of applications.  At its broadest level, the Service Grid performs four roles: deliver mission-critical functionality; create, discover, refine and disseminate shared meaning; support the capture of monetary value from Web Services; and find and access appropriate resources.
5.3 Key enabler
The key enable in this is Web Services Security (WS-Security) [WS-Sec].  Web services can be accessed by sending SOAP messages to service endpoints identified by URIs, requesting specific actions, and receiving SOAP message responses (including fault indications). Within this context, the broad goal of securing Web services breaks into the subsidiary goals of providing facilities for securing the integrity and confidentiality of the messages and for ensuring that the service acts only on requests in messages that express the claims required by policies. 

Today the Secure Socket Layer (SSL) along with the de facto Transport Layer Security (TLS) is used to provide transport level security for web services applications. SSL/TLS offers several security features including authentication, data integrity and data confidentiality. SSL/TLS enables point-to-point secure sessions. 

IPSec is another network layer standard for transport security that may become important for Web services. Like SSL/TLS, IPSec also provides secure sessions with host authentication, data integrity and data confidentiality.

A joint IBM/Microsoft white paper [DDF+02] proposes the following architecture which is aimed to ensure that:
· A Web service can require that an incoming message prove a set of claims (e.g., name, key, permission, capability, etc.). If a message arrives without having the required claims, the service may ignore or reject the message. We refer to the set of required claims and related information as policy. 

· A requester can send messages with proof of the required claims by associating security tokens with the messages. Thus, messages both demand a specific action and prove that their sender has the claim to demand the action. 

· When a requester does not have the required claims, the requester or someone on its behalf can try to obtain the necessary claims by contacting other Web services. These other Web services, which we refer to as security token services, may in turn require their own set of claims. Security token services broker trust between different trust domains by issuing security tokens. 

This model is illustrated in the figure below, showing that any requester may also be a service, and that the Security Token Service may also fully be a Web service, including expressing policy and requiring security tokens.
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Figure 3 - Web Services Security Model

The WS-Security specification is a message security model that provides the basis for other trust security specifications. WS-Security is flexible and is designed to be used as the basis for the construction of a wide variety of security models including PKI, Kerberos, and SSL. Specifically WS-Security provides support for multiple security tokens, multiple trust domains, multiple signature formats, and multiple encryption technologies.

The specification provides three main mechanisms: security token propagation, message integrity, and message confidentiality. These mechanisms by themselves do not provide a complete security solution. Instead, WS-Security is a building block that can be used in conjunction with other Web service extensions and higher-level application-specific protocols to accommodate a wide variety of security models and encryption technologies.  This is illustrated below:
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Figure 4 - Proposed Web Services Security Architecture

Message integrity is provided by leveraging XML Signature in conjunction with security tokens (which may contain or imply key data) to ensure that messages are transmitted without modifications. The integrity mechanisms are designed to support multiple signatures, potentially by multiple actors, and to be extensible to support additional signature formats. The signatures may reference (i.e. point to) a security token.

Similarly, message confidentiality is provided by leveraging XML Encryption in conjunction with security tokens to keep portions of SOAP messages confidential. The encryption mechanisms are designed to support additional encryption technologies, processes, and operations by multiple actors. The encryption may also reference a security token.

5.4 Security Tokens

The common and absolutely key element within WS-Security is the Security Token. A security token [WS-Sec] represents a collection of claims. 
[image: image5.png]Security Tokens

Unsigned Security Tokens

> Username

Signed Security Tokens

> X.509 Certificates
> Kerberos tickets.





Figure 5 - Security Tokens

A signed security token [WS-Sec] is a security token that is asserted and cryptographically endorsed by a specific authority (e.g. an X.509 certificate or a Kerberos ticket).

Management of these tokens is one of the key areas of trust. The correct identification, authentication and authorisation of the users (and systems) within business processes should enable risk mitigation appropriate to the threats identified.
Within the Web Services environment, XML Key Management Specification (XKMS) provides a modern XML/SOAP-based protocol for key management. It includes functions for key information, registration, verification, reissue, recovery and revocation [XKMS01].

XKMS is intended to provide key management support to technologies such as XML Signature and Encryption, but it is equally suited for use with other technologies such as S/MIME and SSL. Also, XKMS hides most of the complexity of Public Key Infrastructure in the service, rendering clients thinner and less complex.

6 Cost Effective Security

Remember the principal areas of trust that need to be considered in providing security functionality are identity verification, security administration, key and certificate management and security/privacy.  From an operational view, points that need addressing are application Integration, registration of the subjects, strong authentication of PKI system administrator and operator functions, the confusion that surrounds the Certificate Policy and the Certification Practice Statements, certificate validation (checking the chain), and trust anchors.
6.1 XKMS and WS-Security

The first cost area is the cost of integrating security into applications.  Invariably it is not included at the design stage, but has to be added on.  Recognising this, the most cost effective way of integrating security into applications is to use the main standards such as SSL (TLS), S/MIME and WS-Security.  Token (key management) for all of these can be provided through an XKMS interface.  This means standardised functions for key information, registration, verification, reissue, recovery and revocation thus enabling a consistent interface for security services.  These are utilised directly by business applications as well as Public Key Infrastructure management applications.  The additional benefit in using XKMS is that it both connects to legacy applications and future-proofs you for future requirements as well as shields the client from the complexity of Public Key management. 
6.2 Manage your own Keys

Another major cost area is the registration and identity validation of the users – whether they are employees accessing applications as a part of doing their job, consumers or those in sensitive posts such as system administrators and security officers.

But, putting things in context and being pragmatic, the risks are to your business systems.  You make the choice of the level of security you require if you own the application.  Within process networks, the organisations involved will define the requirements for the systems, but essentially it is still to secure systems where the users are acting on behalf of the companies in question.  Consumers are a different issue, but rarely do you need to consistently identify a consumer.  Generally you are interested in their ability to pay (credit Card number), or in a delivery address.  Any more than that is because you wish them to enrol in “something”.  At that point, identity verification can occur to the level required by the business, within the constraints of applicable laws.
Therefore, why shouldn’t the organisation issue its own certificates?  

Certificates should be issued as part of registering for a service, and often will be hidden from the user.  For example, registering a new customer/supplier is often done by an organisation as a standard business function for financial management, or contractual agreements.  Why does the customer need to undergo more than this.

Yes, the individual may collect a number of certificates, but those issued by some organisations, especially if they are known to meet slightly more strict requirements (such as the “Directive” [DIR99/93] and be known as Qualified Certificates) may be accepted by other organisations.  Indeed this could be a benefit provided by some organisations that could issue company ID cards which comply with the Directive.  This already happens in Sweden where many Company ID cards comply with the Swedish SIS standard for National Identity Cards.  

6.3 Utilise the existing IT Infrastructure

Another significant benefit of XKMS is the ability to access more than one Certification Authority.  Therefore you may wish to use more than one Certification Authority.  You may operate all of these, but you may choose to use a third party service for some certificates, and your own for others. This is one way of future-proofing applications as changing or adding Certification Authorities is (technically) very straightforward.
However, many organisations have a Microsoft or (increasingly) an Open Source infrastructure.  By having a registration application built on XKMS (with suitable user and application interfaces), the Microsoft Server 2000 or 2003 Certification Authority, or Open Source CA can provide the necessary certificate signing capability.  Therefore, why pay additional unnecessary and expensive license or service fees for functionality you do not need.
Considering that incorporating the security functionality provided by a Public Key Infrastructure is to secure your critical business applications, it is unlikely that you will need significantly greater physical or environmental security controls for your Certification Authority than your business servers.  Certainly, if you comply with standards such as [ISO 17799] the additional controls required will be minimal. Hardware cryptographic devices for key generation, storage and singing will be necessary, as well as a rack-mountable security container for the CA server. However, it is likely that these can reside alongside the critical business systems.
6.4 Token-based authentication

Simultaneous strong authentication of multiple administrators will probably be required. This should utilise hardware cryptographic tokens with integrated smartcard reader or USB token interfaces. The same devices should be used for identification and authentication of registration agents.
6.5 Integrated procedures

Securing the infrastructure with appropriate cryptography and administrative capabilities, and operating the infrastructure in a secure way (which may include the use of security containers for servers rather than hugely expensive vaults) will probably be adequate and fit-for-purpose operation of the corporate Certification Authority.  Operating an open-source CA in this environment will probably achieve the aim if users are not happy with the functionality provided by their existing platforms.

This would not need to be an expensive option for an organisation.  When they recruit, they already (should) conduct some background checks (references etc) of employees.  Companies such as healthcare providers, financial services firms and airlines already have to screen all employees and costs between $25 and $35 in the US. Corporate servers are often in relatively secure environments (for their own business continuity purposes) and may only need some hardware security modules incorporated.  Specific operating procedures and some additional audit checks during their existing audit programme would be required.

6.6 CP/CPS

Within the business environment the Certificate Policy and Certification Practice Statement are not strictly necessary. Businesses will agree specific terms and conditions for process networks, and these are likely to be incorporated into contracts.  End user obligations should be built into the application interfaces and business logic.  Any specific employee end-user obligations should be incorporated into either an employment contract, or specific agreement signed when the employee is issued with a security token.

Outside the business environment, individuals choose to join clubs and organisations etc.  According to the club/organisation’s function (football supporters club, library, frequent flyer, university etc) the identification needs vary.  So be it, but it is up to the club in order to meet their needs. The Certificate Policy and Certification Practice Statement are not an issue as it is up to the organisation and they generally have their own rules which include membership requirements and privileges etc.

6.7 Trust Anchors

Businesses generally operate within a community of suppliers, distributors and trade associations. Within a community or application, the Trust Anchor may not be an issue, but without one in the browser, there are usage issues.  It is proposed that instead of the expensive Root Update programme provided by the browser manufacturers, there are organisations that provide Root Chaining services and Bridging functionality such as the European Bridge CA.  The European Bridge CA already provides services for one self regulated community, but they would be happy to host other self-regulated communities.  In this fashion, Certificate Policy and Certification Practice Statements are not required – there would be a community membership contract in place.  Relying party agreements are replaced by membership rules or contracts such as exist already.

7 Summary

Integrating the security functionality into applications has often been a challenge even when required.  Too often, security functions have been added by “bolt-on” products, not through being designed in.  With the emergence of web-based applications and XML, this is now much easier with WS Security.

A combination of WS Security, open source CA operated on a hardware cryptographic card with integrated card reader and PIN-pad/biometric device for strong authentication of administrators, proper procedures and appropriately enhanced commercial Information Security Management will provide a pragmatic solution to identity management and security functionality in business applications.
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Figure 6 - Cost Effective Security
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