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1. Meeting Minutes

The minutes of the PKI TC’s October 20, 2003 meeting were approved unanimously with the changes requested by Steve Hanna in his November 19, 2003 email to the PKI TC mailing list.

2. Agenda Changes

Paul – Towards the end of the discussion of action plan I’d like discussion on sending literature on survey & action plan to appropriate groups for wider distribution.

3. Discuss and Approve Changes to PKI Action Plan Recommended by PKI Issues Subcommittee

The Issues Subcommittee had been asked to review comments on the draft PKI Action Plan and make recommendations about them to the PKI TC. The Issues SC had completed this for many comments, but not all. On November 18, John Sabo sent an email to the PKI TC email list with a list of comments. For each comment, the list contains an identifier (something like steve.hanna@sun.com-20031014-Guidelines-1), a brief quote from the comment, a commentary/recommendation from the Issues SC member who reviewed the comment, and (for those comments that the Issues SC has discussed) a recommended disposition. The PKI TC proceeded to review each comment with a recommended disposition and vote on whether to accept the Issues SC’s recommendation.

ACTION 2: Increase Testing to Improve Interoperability

sharon.boeyen@entrust.com-20031017-Testing-1

Brief Quote: (from FPKI) 

The only real discussion of the action plan was around testing. The PKITS and NIST Protection Profiles are familiar to this group and will address interop issues that relate to conformance (as well as a common set of functions for all clients). However for non-path-validation topics there was some interest in the Open Group taking up a role for other testing. Note that there were some Open Group folks in the room and it was they who expressed the interest.

Commentary/Recommendation: 

I think the action plan does already cover this under the action item "Increase testing to  improve interoperability". My recommendation would be not to alter the action plan at this point (because other interop testing activities (e.g. PKITS, EEMA PKI C, and the Asian interop testing activity) also need to be considered before we determine what additional testing is actually required. This comment should be forwarded to whoever undertakes the exercise to assess existing test environments. 

Proposed Disposition: Do not change action plan.  However, capture Sharon’s recommendation that this comment should be forwarded to whoever manages action item 2 to assess existing test environments. 

The PKI TC approved this recommendation unanimously.

ACTION 3: Ask Application Vendors What They Need

jpawluk@inovant.com20031019-Vendors-1

Brief Quote:

What are we doing to make those seamless yet secure applications a reality?  I think we as industry may have done too much work on practices yet very little on how to use it easily.   Why should anyone other than industry specialists be expected to know or care how PKI works?  Its time to think outside the PKI silo, so please keep up the good work to date with survey with actions to improve everyone's lot.

Commentary/Recommendation:

This is not a good fit in this category.  But, I don't think it warrants any change to the action plan.

Proposed Disposition: No change to action plan required.

Jean – Current toolkits and API’s are difficult to use.

Paul – Basically also found it to be the case in the federal government.  High-level crypto API from NIST is not yet finished. Its purpose is to act as a “glue layer” so that applications and vendors would use as common intersection. API was down to 5 essential calls and cache (idea is streamlined for developers using repeatable processes)

The Dream – Have a universal way to enable applications.

Steve – Good point we need to bring to vendors attention.

The PKI TC approved the proposed disposition unanimously.

steve.hanna@sun.com20031017-Vendors-2

Brief Quote:

 From HEPKI-TAG Member:

I think asking user communities what they need is really important.  E.g. what do they want in terms of that nebulour 'electronic commerce'  Does that really mean 'I want to make money so I'll go where the money is - commerce?  Or does it mean something else more helpful?

e.g. what aspects of 'secure email' are they really looking for?  Absence of Spam?  Confidentiality?  Authentication?  Might non-PKI methods (e.g. opportunistic encryption of smtp and/or other changes to the email infrastructure) be more feasible?

Commentary/Recommendation:

I think we dealt with this comment adequately during our Oct 20 concall.

Proposed Disposition: No change to action plan required.  However, it may be necessary for the TC to define ‘e-commerce” for purposes associated with carrying out our action plan.

The PKI TC approved this recommendation unanimously.

ACTION 4: Gather and Supplement Educational Materials on PKI

steve.hanna@sun.com-20031020-Education-1

Brief Quote (from anonymous commenter):

I think it is a fine goal to develop guidelines, etc for the 3 most popular applications, but I think it would also be beneficial to document examples of why you should use (or pay for) these PKI-enabled applications. This might be addressed by the "provide educational materials" AI.

Commentary/Recommendation:

Benefits and ROI related to use of PKI are addressed as general areas of interest in the education area of the action plan.  Using specific applications in developing the value-cost-benefit materials would make sense.

Proposed Disposition: No change to action plan required.

Steve – The gist of this comment is the need to describe examples of PKI applications with real benefits and ROI. We do not need to write the examples if they already exist, just refer to them.

Anne – Need to give ROI on how to justify the use of PKI and when it is a good fit (as in appropriate).

Steve- I agree. This is already in action plan.

The PKI TC approved the proposed disposition unanimously.

ksankar@cisco.com-20031021-Education-2

Brief Quote:

Have a couple of thoughts on the e-biz...


a)
Signing collaborative documents (eg.designs) between

organizations


b)
B2B transactions - Purchase orders, invoices, packing slips


c)
Govt to Citizen and back - especially in Europe where they

have cards and certs for citizens


d)
Govt to Business - I think in Italy every business gets it's own private key for signing stuff during incorporation


e)
We need to find the e-biz scenarios, documents that folks

want to sign, workflows and business processes involved et al. I used to be a member of the ETSI Electronic Signature group. Business scenarios and workflows are interesting, but are companies incorporating this ? We need to find the hammer (govt laws) that need to be compliant and we have the use cases. HIPAA, the oxly.. And other laws might require secure signing.

Commentary/Recommendations:

These are useful areas where the Education action plan item can focus when we move to greater detail. 

Proposed Disposition: No change to action plan needed. Use this for implementation details.

The PKI TC approved this recommendation unanimously.

Confidential-20031113-Education-3

Brief Quote:

I have been asked to prepare a strategy to deploy PKI … for 40,000 + employees.  I would like to see in your document the possibility to create a Help Desk or a bank of information or tutorials or supports.  Anything to help me getting started on the right foot.  Not an easy task when you cannot find anything to help you started or when you find something it is very limited in size or not applicable.

Commentary/recommendations:

Bank of information” or tutorials on getting started would be valuable as a specific objective under the Education Action Plan Item.

Proposed Disposition: no change to action plan. Consider these specific recommendations for implementation plan.

The PKI TC approved this recommendation unanimously.

GENERAL COMMENTS:

steve.hanna@sun.com-20031020-General-1

Brief Quote:

  P. 4. end, typo: s/Because of/Because

  p. 7. typo: s/should unbiased/should be unbiased

Commentary/Recommendation:

  Good catches. Let's fix these.

Proposed Disposition: Fix typos.

The PKI TC approved this recommendation unanimously.

steve.hanna@sun.com-20031020-General-2

Brief Quote:

There's been a trend in the standards in recent years to hide and reduce the complexity of PKI by moving it to servers (ex: XKMS, DPV/DPD, DSS) but most of these standards are still in development or haven't been in the market long enough or have had enough application support to know if they will be successful in that goal. Does the group plan to encourage deployment of these standards as a way to reduce the cost & complexity of applications using PKI?

Commentary/Recommendation:

I didn't see any widespread call for this in the textual responses to our survey. Personally, I think that delegated path discovery and validation are really only useful in a few environments (like cell phones, where bandwidth and processing power at the phone are precious). Generally, I think they only push the complexity to another spot in the network. Also, adding another layer will reduce efficiency, increase complexity, and make it harder to track down problems. So I'm inclined to ignore this comment (effectively answering "No" to the question).

Proposed Disposition: No change to action plan.

Steve – We don’t need a specific action. There is no magic bullet that would solve all the problems related to PKI. 

Jean – These standards are not mature enough, people/ users are not there yet.

What we can do is point people to the standards that exist via URL link.

Kefeng – We know people don’t understand PKI so why not recruit college professors and train them so they can train their students? 

Steve – Is this our highest priority issue to address using the list created Spring 2003? Maybe it belongs in education area.

Paul – Decomposing apps are not supported and this is one of the root causes as to why it is so difficult to get it up and running. Try to get the same cert path programming on all applications.

Maybe new approach is needed – universal API’s (middleware) that would work if we could get industry together as it would advance usability across the board.

Steve – standard shared API – should that be merged into the action item for application vendor feedback?

Paul – To some degree the tensions between vendors and specialized consulting services are part of an industry dis-incentive.

The PKI TC approved the proposed disposition unanimously.

steve.hanna@sun.com-20031020-General-3

Brief Quote:

I think the action items may be placing too much emphasis on applications and not enough on the infrastructure. You may be able to come up with a simple profile/guidelines for using and developing secure email, but if it is still too hard and too much cost to obtain and manage a certificate (or the benefits of using it are too low), then I think the ball stops there, so to speak.

Commentary/Recommendation:

This is an insightful comment and not unique. See comments steve.hanna@sun.com-20031105-General-6 and anders.rundgren@telia.com-20031016-General-15 for repeats.  Several textual comments on the follow-up survey complained that off-the-shelf applications and operating systems cannot obtain a certificate. They must be customized to work with the CA (often by loading vendor-specific software, which may not be available for many applications).

I recommend that we add an Action Item calling for the selection of a single standard certificate enrollment and management protocol (probably a profile of one of the existing protocols in this area). I know this is a political swamp and this Action Item may not be achievable, but we shouldn't ignore this problem.

Proposed Disposition: Include in action plan under testing that certificate management protocols are a concern.

Paul – How do we address this political swamp?

Steve – Could be put under education & Application vendors. I don’t want to prejudge that there would be stonewalling.

Paul – Of course what they need is more customers to complain.

Kefeng – If you make the API too abstract and too high a level it is not useful but if you lower it very much then it is too difficult too use.

Steve – Infrastructure issue is a political swamp since vendors couldn’t agree. We would ideally like one but realize it is unlikely.

It would be useful to note that having several protocols is a problem.

Paul – It may emerge as an issue in IETF profiling work on new IP-SEC.

It may just be whatever one is left standing at the end of the “war”.

The PKI TC approved the proposed disposition unanimously.

Since time was running short, we moved on to the next agenda item: Discuss Implementation of PKI Action Plan.

4. Discuss Implementation of PKI Action Plan

Steve  - We need to fill in the details of the many TBD’s who, what schedule, etc needs to be worked out.

Moved, seconded, and voted unanimously:

that we'll get volunteers to flesh out the Action Items in the PKI Action Plan with details about who will do what when. Steve Hanna will ask for volunteers on the email list, then the volunteers will agree on recommendations, which they will send to the email list. We'll discuss these recommendations at the December and January PKI TC meetings.

5. Additional Circulation of the Action Plan

Paul – PKI technical WG monitors what we are doing.  Want to push the action plan out farther for comments.

Some groups haven’t seen it yet. Can the public review them?

Steve – Yes, please feel free to distribute widely. There are separate URL’s for the survey and follow-up.

Paul – I’ll send to federal PKI and Open Group as well. The technical PKI WG meets tomorrow.

We returned to agenda item 3:

3.
Discuss and Approve Changes to PKI Action Plan Recommended by PKI Issues Subcommittee

jhilton@viviale.com-20031021-General-4

Brief Quote:

ECAF 1> Jeremy, I think the most relevant question (again) is what

budget OASIS have to implement this action plan (which fortunately can be called realistic rather than over-ambitious). That is where the PKI  Forum had most problems with, even though in those days they must have had sufficient budgets - I fear they may not nowadays.. Especially action item 2 (PKI interoperability testing, cfr. our pkiC) is known to cost quite a bit, just to get people focused and hence get things moving. I also hope, and we should urge them, that they will not duplicate pkiC, but rather build on it, that's also what we did when we embarked on pkiC early 2001: we used whatever was available and useful coming from the PKI Forum.

ECAF 2> Jeremy, I fully support <ECAF 1's> comments. I would add that as well as pkiC, the OASIS activity should also take into consideration the recent interoperability work undertaken in Japan.

Commentary/Recommendation:

The question about budgets is very appropriate, but it does not recognize that the PKI TC is not planning on executing these Action Items ourselves. We intend to act as a coordinator and catalyst. I expect that these Action Items will be executed by standards groups (which largely depend on vendors' employees) and industry labs (for interoperability testing). I expect that interoperability testing would be funded by fees paid by the participants. Action Items 3 and 4 (Ask App Vendors What They Need and Educational Materials) may be executed more by the TC itself, but I still don't see us needing a lot of budget for these items. To clarify this, we should fill in more details for each Action Item, finding parties who are willing to work with us on these and developing a specific timeline (and budget, as necessary) for each one. That will help to clarify things.

As for building on earlier work (by the EEMA, JNSA, and others), we should definitely do that. And we should add text saying so explicitly when we add more specific details for the Action Items.

Proposed Disposition: Provide more details in the action plan implementation details to address these issues.

The PKI TC approved this recommendation unanimously.

steve.hanna@sun.com-20031024-General-5

Brief Quote:

Neal McBurnett said Open Source software is very important for driving PKI adoption. A lot of projects start small as informal pilots. Without free software (CA software and document signing and email...), this can't happen and adoption is slowed.

Commentary/Recommendation:

See also steve.hanna@sun.com-20031105-General-7 and steve.hanna@sun.com-20031014-General-12. This comment underlines the textual comments from the survey calling for free software for low assurance PKIs. I have also heard this comment from several other people. We should definitely add an Action Item relating to this.
Proposed Disposition: Encourage software development community, including the open source community, to provide options for organizations to conduct small pilots and test of PKI functionality at reasonable costs – in effect reducing cost as a barrier to the use of PKI.

Steve - The second highest obstacle on our list was the cost was too high.

One part of this is the cost of software. Free software may not be sufficient for a production system but it is useful for pilot projects.

Maybe we should add that there are many other costs beyond software acquisition and it should be kept in mind.

Anne – Free or low-cost software is OK for proof of concept, but not production.

Paul – Can we expand this topic and deal with lowering costs?

Kefeng – Could use outsourcing as alternative way to bring down costs.

Paul- One driver for costs for example is high assurance – need to have face-to-face identity proof. We need to be creative about what is acceptable non face- to-face proof.

Moved, seconded, and voted unanimously:

to add an Action Item to the PKI Action Plan titled "Explore Ways to Lower Costs", which will encourage the software development community, including the open source community, to provide options for organizations to conduct small pilots and tests of PKI functionality at reasonable costs - in effect reducing cost as a barrier to the use of PKI. The Action Item should point out that there are many costs other than software acquisition involved in operating a production PKI and call for gathering and disseminating best practices for cost reduction from PKI deployments around the world.
Next Meeting: The next meeting will be held December 17, 2003 at 8AM PST (11AM EST).  

Meeting Adjourned at 1:00PM EST

