OASIS – PKI TC

Meeting (Teleconference) Notes

December 17, 2003

Attendees:

Voting Members Present:

Sharon Boeyen

Kefeng Chen

Phil Fulchino

Steve Hanna

Terry Leahy

Mark Lundin

John Sabo

Ann Terwilliger

Krishna Yellepeddy

Voting Members Not Present:

Peter Doyle

Paul Evans

Jeremy Hilton (on leave of absence until January 23, 2004)

June Leung

John Messing

Jean Pawluk

Ross Smith

Jeff Stapleton

Prospective Members Not Present:

Andrew S. Gottfried

Virginia Roth

David Skyberg

1. Meeting Minutes

The minutes of the PKI TC’s November 19, 2003, meeting were approved unanimously.

2. Agenda Changes

There were no changes requested.

3. Discuss and Approve Changes to PKI Action Plan Recommended by PKI Issues Subcommittee

As noted in the previous minutes (19 November 2003), the Issues Subcommittee had been asked to review comments on the draft PKI Action Plan and make recommendations on them to the PKI TC.  The Issues Subcommittee has reviewed most of the comments and has provided proposed dispositions for those it has reviewed.  The proposed disposition for each of the comments would be discussed by the PKI TC and accepted or modified.  This process began at the 19 November 2003 teleconference and continued at this PKI TC teleconference.  (An updated worksheet showing the accepted disposition of those items discussed during the 19 November 2003 teleconference was distributed with the meeting minutes for that teleconference.)  A summary of the comments and accepted disposition for each of the items discussed during this teleconference is included below.

Note:  The email address that appears at the beginning of each comment is not necessarily that of the person who submitted the comment.

· ACTION 1

Name: Develop Application Guidelines for PKI Use

What: For the three most popular applications (Document Signing, Secure Email, and Electronic Commerce), specific guidelines should be developed describing how the standards should be used for this application. These guidelines should be simple and clear enough that if vendors and customers implement them properly, PKI interoperability can be achieved. PKI TC members will contact application vendors, industry groups, and standards groups to determine whether such guidelines already exist and if not who could/should work on creating them. In some cases, standards may need to be created, merged or improved. If application guidelines already exist, the PKI TC will simply point them out.

Who: PKI TC members, Application Vendors, and Industry and Standards Groups

Comments:

· steve.hanna@sun.com-20031014-Guidelines-1

Brief Quote:

I think asking *user* communities what they need is   really important.  E.g. what do they want in terms of that nebulous "electronic commerce"?  Does that really mean "I want to make money so I'll go where the money is - commerce?", or does it mean something else more helpful?

Commentary/Recommendation:

Repeat of steve.hanna@sun.com-20031024-Guidelines-6.

See the commentary/recommendation there.

Proposed Disposition: See steve.hanna@sun.com-20031024-Guidelines-6.
· steve.hanna@sun.com-20031014-Guidelines-2
Brief Quote:

And on document signing, for me the biggest issue is document formats and providing some assurance that what you signed is what you saw. Both of these are hard in the current environment. The most popular "document" formats are proprietary, complex and very susceptible to making them look one way when signed and another way when validated. This makes interoperability pretty hard. 

An update on xml-signature would be nice. But I'm personally still a fan of plain text signed with S/MIME or PGP until something better comes along.

Commentary/Recommendation:

I recommend that this good advice be passed on to whoever gets tasked with developing application guidelines for document signing.

Proposed Disposition: Do not change action plan. Forward to implementation team.
After a brief discussion, the PKI TC voted unanimously to accept the proposed disposition.

· anders.rundgren@telia.com-20031016-Guidelines-3
Brief Quote:

AFAIK web-based signing in spite of being a much-needed feature for on-line activities is not even a standards task.  Every bank, e-government have therefore to deploy their own unique or purchased signature plugin.

Commentary/Recommendation:

Again, I recommend that this be passed on to whoever works on application guidelines for document signing.  No change to the PKI Action Plan is needed.

Proposed Disposition: Do not change action plan. Forward to implementation team.
After a brief discussion, the PKI TC voted unanimously to accept the proposed disposition.

· steve.hanna@sun.com-20031020-Guidelines-4
Brief Quote:

Although controversial, we might learn a lot by critiquing existing PKI-enabled applications and explaining the problems and/or how they could have made things simpler or more interoperable.

Commentary/Recommendation:

When developing application guidelines, reviewing existing PKI-enabled applications for lessons learned is a good idea. However, I'm not sure that this needs to be mentioned explicitly in the PKI Action Plan (especially since it may be controversial). Therefore, I recommend that it be omitted from the plan. It can be passed on as a recommendation to anyone who is developing application guidelines.

Proposed Disposition: Do not change action plan. Forward to implementation team.

The PKI TC agreed that it would be beneficial to review existing PKI-enabled applications to identify general ‘lessons learned’ rather than performing a ‘nitpicking’ critique of applications that were developed some time ago.  

The PKI TC voted unanimously to accept the proposed disposition.

· jhilton@viviale.com-20031021-Guidelines-5

Brief Quote:

I particularly support the concept of application guidelines/standards "cookbooks".. anything that OASIS can do to overcome the real/potential interoperability issues for vendors and user organisations should be welcomed. Providing some assurance that the products from vendor "x" will work with products from vendors "y" and "z" would be very very helpful in this increasingly "joined-up" world of ours.

Commentary/Recommendation:

Great! It's nice to have such support. No change needed.

Proposed Disposition: Do not change action plan.

The PKI TC voted unanimously to accept the proposed disposition.

· steve.hanna@sun.com-20031024-Guidelines-6

Brief Quote:

What do the respondents mean by electronic commerce?  I said we don't know. We may need to do some more work there.

Commentary/Recommendation:

Yes, I think we do need to work on this more. I suggest that one or two people go off and work on this, aiming to have a better analysis by January or February at the latest. Krishna Sankar volunteered to help. We could also go back to respondents who rated Electronic Commerce as very important and ask them what they meant.

Proposed Disposition: Do not change action plan. Forward to implementation team.

The PKI TC agreed that this term should be clarified as soon as possible and voted unanimously to accept the proposed disposition.

Note:  Guidelines-7 was skipped since it had not yet been discussed by the Issues Subcommittee.

· GENERAL COMMENTS

· steve.hanna@sun.com-20031105-General-6
Brief Quote:

In reviewing the draft action plan, an area of concern is the usage of the term "interoperable". [...] This term is overused and rarely clearly defined for the specific context intended.  Some vendors and participants may presume the interoperability problem to exist between PKI implementations.  Others may recognize the interoperability problems as being between applications enabled to use PKI and the particular PKI implementations of interest. Still others may choose to focus on application interoperability when the applications have been enabled to use the same PKI.  It would be helpful to clearly state the context and boundaries of the term "interoperability".

Commentary/Recommendation:

This comment seems to be implying that the real interoperability problems are "between applications enabled to use PKI and the particular PKI implementations of interest" and between applications on the same PKI. So I think this is partly a repeat of steve.hanna@sun.com-20031020-General-3.  It also raises the legitimate point that whatever aspect of interoperability we decide to focus on, we should make this clearer in the PKI Action Plan.

Proposed Disposition: Clarify what we mean by interoperability in the Action Plan.  Refer to "PKI Interoperability Framework" White Paper on the PKI Forum's web site.

At this teleconference it was suggested that it would be appropriate to explain that interoperability has many aspects and to refer interested parties to white papers (such as the PKI Interoperability Framework white paper on the PKI Forum's web site) on interoperability testing as background.

The PKI TC voted unanimously to accept the proposed disposition.

· steve.hanna@sun.com-20031105-General-8

Brief Quote:

And as you have said, if more focus is placed on specific functional areas (such as certificate path validation) for standardization rather than the proliferation of substantially repetitive ways to "skin the cat", the result will be better building blocks.

Commentary/Recommendation:

I think this is a repeat of the complaints about multiple overlapping standards heard from survey respondents.  The call for application guidelines should address this.

Proposed Disposition: No change to action plan.

The PKI TC voted unanimously to accept the proposed disposition.

· steve.hanna@sun.com-20031105-General-9

Brief Quote:

As we are seeing in [my organization], the "build it and they will come" mentality will only carry us so far.

Commentary/Recommendation:

This speaks to the importance of having real and valuable applications for PKI. The high rating for the "Too Much Focus on Technology, Not Enough on Need" obstacle backs this up. Maybe the Educational Action Item should include documenting specific uses for PKI.  I know, the vendors already have these on their web sites. But that's not where people go for unbiased analysis.

Proposed Disposition:  No change to Action Plan.

The PKI TC agreed to forward this on to the Educational Action Item Subcommittee.

· steve.hanna@sun.com-20031105-General-10

Brief Quote:

Also, to answer one of your focus questions, I think that to take two years for fruitful technical guidance may be under-ambitious. I understand by my own experience, though, that the consensus-building effort can be tedious and drawn out.

Commentary/Recommendation:

I hope some of our Action Items can be completed within a year, but it will take longer than that to see real improvements in products. I suspect it would be very useful to have a timeline for each Action Item showing what we hope to accomplish and when.

Proposed Disposition: No change to action plan. 

After a brief discussion, the PKI TC agreed that each team should set its own timelines.  

· sead@dsv.su.se-20031108-General-11

Brief Quote:

You have indicated four action items in your Action Plan. I think they all can be covered very effectively with two actions: 

1. create an operational platform (middleware) with all necessary PKI functions, supported by, of course, PKI engines, clients, CA Servers, protocols, etc; and 

2. create a set of educational materials for usage of PKI

If (1) is available it solves the first three items from your Action Plan: usage of APIs (object, methods) provides Application Guidelines, "backend" testing of different functions, objects, and protocols performed by interested vendors who support the same STANDARDIZED set of PKI functions solves your item 2, and do not ask application vendors what they need, just offer them ready-to-use Dev Platform for PKI services.

I am writing this suggestion on behalf of my company, SETECS Corporation, which has such a platform and we are willing to offer it experimentally to the interested members of the OASIS Consortium.

Commentary/Recommendation:

What a blatant commercial plug! It's neither practical nor desirable to standardize on a single set of PKI libraries.  Among other problems, this wouldn't work for Open Source applications and pure Java applications. I recommend that we ignore this comment.

Proposed Disposition: No change to action plan.

The PKI TC voted unanimously to accept the proposed disposition.

· steve.hanna@sun.com-20031014-General-12

Brief Quote:

· Prebaked PKI configurations have been tried and they weren't used. Like PKI Lite. 

· The reason why they haven't been used is that it's so hard to get lightweight CA and application software.

Commentary/Recommendation:

Repeat of steve.hanna@sun.com-20031024-General-5 with respect to need for free CA and application software. With respect to "prebaked PKI configurations" (aka "cookbooks"), this was requested in the written comments of the follow-up survey. I still think it would be useful, especially when combined with free software.

Proposed Disposition: In the “Explore Ways to Lower Costs” Action Item, add text saying that “cookbooks” or other tutorial documents may help lower costs.
There was substantial discussion of this item.  It was suggested that it would be useful to have free software to use in setting up pilot projects or for low assurance applications.  However, it was also noted that pilot projects have a way of becoming production and it is difficult to define what a 'low assurance' application really is.  If profiles could be agreed upon, then vendors could use these to define the 'default' settings for their code.  (It was also noted that it is not always easy to tell what the default settings are for a particular product).  Vendors noted that it is really not practical to maintain two separate code streams (one for a 'lite' application and one for a 'heavy duty' production application).  All in all, it was decided to refer this to the Explore Ways to Lower Costs Implementation Team for further discussion.

The PKI TC voted unanimously to refer this comment to the Explore Ways to Lower Costs Implementation Team for further discussion.

4. Agree on Deadline for Comments on PKI Action Plan

It was proposed that the Issues Subcommittee continue accepting comments until the end of December (31 December 2003) but not publicize this extended deadline.  The Issues Subcommittee will have discretion to accept comments after this deadline.

The PKI TC voted unanimously to approve this proposal.
5. Discuss Implementation of PKI Action Plan

Steve Hanna distributed the AskVendor Implementation Plan on 4 December 2003.  This plan addresses developing a survey for application vendors for the three most popular PKI-enabled applications (document signing, secure email and electronic commerce) to ask them what they would need to provide better PKI support.  The PKI TC members reviewed the plan during the teleconference and a comment was made that the length of the survey response period (two weeks) might be a bit short.  After some discussion it was decided to leave the response period at two weeks with the understanding that it may need to be extended.  

Steve Hanna moved to approve the AskVendors Implementation Plan and create a new AskVendors Implementation Subcommittee with a charter to execute the AskVendors Implementation Plan.  The motion was seconded and then approved unanimously.  Steve Hanna asked for volunteers to join the new subcommittee.  Steve Hanna and Terry Leahy volunteered.
6. Any Other Business

There were no other items of business.

The meeting adjourned at 1200 EST.

The next meeting will be held on January 21, 2004 at 0900 PST (1200 EST).

