
Panel Discussion—Security in e-Commerce in U-Network Society 
 

Background 
 

To pursue convenient and friendly living in a thoughtful environment, the focus of 
the Ubiquitous Network Society should not be limited to the technology itself but the value 
and contents of the services brought upon by the technology.  However, the emerging 
issues of information security and privacy derived from this new network model 
discourage people from these new applications or services in the Ubiquitous Network. It is 
obviously that numerous network-based services should be developed in a secure and 
reliable network environment.  

 
In ubiquitous network era, data protection and privacy issue is getting more and more 

important since the Ubiquitous Network could be connected by any person and any device 
or object anywhere at any time.  Public Key Infrastructure (PKI), with advantages of 
authentication, data integrity, non-repudiation, and confidentiality, has been one of the 
most important network infrastructures in the new era. Nevertheless, data protection, 
privacy rights and consumer protection issues still, to a certain extent, obstruct the 
diffusing of PKI applications in each country. 
 

In the WGIG Report1 released in July 2005, the similar topics in data protection and 
privacy rights and consumer rights have been lighted and seriously mentioned as well: 
 
Data protection and privacy rights 
--Lack of existence or inconsistent application of privacy and data-protection rights.  

 
“There is a lack of national legislation and enforceable global standards for privacy and 

data-protection rights over the Internet; as a result, users have few if any means to 
enforce their privacy and personal data-protection rights, even when recognized by 
legislation. An example of this is the apparent lack of personal data protection in some 
of the WHOIS2 databases.” 

 
Consumer rights 
 
“There is a lack of global standards for consumer rights over the Internet, for example 

                                                 
1 Please refer to http://www.wgig.org/index.html for more information about WGIG report. 

2 A database that is widely used to provide information services to Internet users 



in the international purchase of goods through e-commerce; as such, users have few if 
any means to enforce their rights, even when these rights are recognized by legislation. 
In the case of digital goods and online services, there are problems for the practical and 
full application of traditional consumer rights.” 

 
Panel discussion question 

 
     The Asia PKI Forum aims to promote joint-work to secure interoperability among 
country's/area's PKIs as the infrastructures in Asia. The private sectors, which will utilize 
and develop e-Commerce, are expected to take the initiative in striving to overcome the 
various barriers unique to each country or area. Based on these understanding, it was 
agreed to collaborate to provide solutions to common issues in order to promote the 
establishment of interoperable PKIs throughout Asia and the realization of borderless and 
seamless e-Commerce.  However, we still have numerous challenges ahead for achieving 
these goals. 
 

Thus, in the final session of “Security in Ubiquitous Network Society” conference 
today, we invite the delegates from various member country/area of Asia PKI Forum, our 
distinguished speakers, and OASIS PKI TC representative to discuss these important 
common issues globally--Security in e-Commerce in U-Network Society.  We expect each 
panelist to share her/his insightful expert opinion and recommendation.  Here are the 
questions: 
 
Data Protection and Privacy 

 The cyber crimes are increasing globally.  In order to fight off cyber crimes, should 
investigation agency ask ISPs and CAs to disclose users communicating data or 
personal data? If so, to what extent can the agency ask for? If no, what are the 
alternatives? 

 In your country or region, how to trade off between guarding against cyber crimes 
and protect personal data and privacy? (Legislation or technical methods, any best 
practice case?)  

 
Consumer Right 

 In your country or region, is there any dispute resolution system or enforcement 
mechanism fully and practically applicable to protect both sellers and buyers in 
e-commerce transactions? Please describe it briefly. 

 How to lift consumer confidences and improve the security issues in e-Commerce? 
Please share the best practice in your country/region. 


