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In order to illustrate how the Privacy Services Reference Model can be applied, we have developed an abstract, generic use case in which a representative set of privacy requirements is “converted” or mapped to necessary Reference Model Services. In this example, specific “context” and jurisdictional details have been suppressed in order to focus on the conversion process. Routine calls to Interaction for data exchange and inquiry are not shown, in order to clearly highlight the relationship between requirements and Services.      

In this scenario:

· (1) an organization identifies the laws, rules and policies associated with its use of PI for an application

· (2) the data requestor seeks personal information from a data subject

· (3) an agreement is reached between the data subject and the requestor

· (3) the information and permissions are provided

· (4) the data requestor uses the PI

· (5) the data requestor shares PI and permissions with a third party

· (6) the third party attempts to use the PI

· (6) An inappropriate use is blocked and an enforcement process initiated

· (6) The data subject requests access to check on information maintained by the third party

Conversion Steps (mapped to numbers above):

1. Identify the privacy principles/practices and policy rules that must be applied to PI requested, collected and used for this application.

These parameters are used to configure the Control Service and other Services. For example:

· Specific PI data elements to be collected

· Rules governing usage by Requestor

· Rules governing transfer to Third Party

· Policies governing individual access, enforcement and redress 

	Control
	Initialization/configuration of Policy Rules


2. A PI Requestor solicits PI from a Data Subject.

In this conversion step, the data requestor establishes a channel for interacting with the data subject, using the Interaction Service. In this instance, an Agent is used as a vehicle to communicate with the data subject. This interchange reflects policies already established in Step 1.  Credentials are checked to ensure the agent actually represents the data requestor, and the data requests and responses are transacted, including both data and policy elements such as PI elements, conditions for use of PI, enforcement promises, etc. 

	Interaction
	Defined/initialized

	Agent
	Subject and Requestor use software Agents

	Interaction
	Requestor contacts Subject using Agents

	Interaction
	Requestor provides credentials to Subject

	Certification
	Subject checks and accepts validity of credentials

	Negotiation
	Requestor makes initial request for PI, provides desired conditions and purpose 


3. The Subject and Requestor reach an agreement as to what PI will be provided and with what permissions; and, PI is transferred to the Requestor.

In the third step, the Interaction service continues to serve as an interface to deliver necessary information to both parties related to the request for information, handled by the Negotiation Service via the Agent Service.  The Subject selects a set of options presented by the Requestor, and these are communicated via the Agent Service back to the Requestor.  The Requestor creates an agreement, which in this example is slightly modified from the initial request.   Subject agrees to the agreement, The Audit Service records that this negotiated agreement occurred and the Control Service linked to the Agreement is updated for both the Subject and Requestor to reflect the specific terms and conditions.  A linkage is made to the Usage Service to establish permissible and impermissible actions. PI is transferred to the Requestor and the Audit Service records the transfer. Finally, the Validation Service checks data quality. 

	Agent
	Agents continue to represent Subject and Requestor 

	Negotiation
	Subject selects desired permission modification

	Negotiation
	Requestor (and Subject) agree 

	Audit
	Negotiated agreement recorded

	Interaction


	PI + permissions transferred to Requestor

	Audit
	Records transfer

	Control
	Stores PI and agreement

	Validation
	Checks PI data quality


4. The Requestor subsequently uses the PI.  

Usage (+ Control) governs the subsequent use of the PI by the Requestor, subject to the agreed-to permissions and rules.  Audit records any use by the Requestor.

	Usage
	Usage links to Control to access usage policies governing subsequent use of PI

	Usage
	Usage monitors attempted uses of PI by Requestor application

	Audit
	Records use of PI


5. The Requestor transfers the PI + permissions to a third party.

Through Negotiation, the third party makes an initial request for the Subject’s PI using the Interaction Service, including proposed uses, associated policies and other information relevant to the request. Requestor and Third Party exchange credentials using Certification Service. Requestor accepts Third Party credentials, associates the contents of the request with policies contained in the Control Service, and confirms that the purpose and conditions are consistent with the agreement made with the Subject governing any subsequent transfer. Through Negotiation, Requestor agrees to the transfer to the third party and an agreement is confirmed. Audit records that this negotiated transaction occurred. PI with allowed permissions is transferred to the third party. Audit records the transfer. Control (for both Requestor and third party) records/stores/links the transaction, including the PI + permissions, in a repository. Validation checks the data quality of the PI provided.

	Interaction
	Establishes communication between the Requestor and Third Party

	Negotiation
	Third party makes initial request for PI, provides desired conditions and purpose

	Certification
	Checks to ensure Third Party is authorized to receive PI

	Control
	Linkage to Control establishes rules governing PI transfers to Third Party 

	Negotiation
	Requestor agrees to transfer PI

	Audit
	Audit records agreement

	Interaction
	PI + permissions transferred to third party

	Audit
	Audit records transfer of PI

	Control
	Stores PI + agreement

	Validation
	Checks PI data quality


6. The third party attempts an improper use of the PI.

Through Usage, the third party attempts to use the PI in a way not permitted by the Subject. Usage raises an Alert that is recorded by Audit. Enforcement is invoked and the designated recourse is taken. Having learned that the third party holds Subject PI, the Subject requests Access to the PI held by the third party. 

	Interaction
	Third Party Application makes call to PI

	Interaction
	Interaction links application to Usage Service

	Usage
	Usage monitors Third Party use of PI and determines it is not permitted by agreement policy

	Usage
	Usage issues alert and links to Audit and Enforcement Services

	Enforcement
	Initiates Recourse action and notifies Subject

	Access
	Subject is notified of invalid use attempt and requests Access to PI and Agreement maintained by Third Party


The next step in the conversion would be to identify the specific functions (drawn from the seven canonical functions under each Service) invoked for each Service that is engaged in the use case (not done here).

Security:

Note that at each step in the process above, relevant security functions should be invoked in accordance with security risk assessments. For example:

· The interaction among the parties may require identity, authentication and authorization controls and data encryption.

· Certification may make use of both authentication and authorization controls to check the identity of the parties as well as ensure policy rule integrity.

· The Control database may employ integrity, availability and access control techniques.

· Integrity measures may be invoked for any transferred data. 

· Secure time stamping may be associated with relevant events.      

