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PMRM Recursive Analysis Methodology Template

1. DEFINE SCOPE OF APPLICATION IMPACTING PERSONAL INFORMATION
1.1. Define the particular business system, process(es), product(s), environment, service(s), system(s), data, and/or application(s) which will impact the collection, communication, processing, storage or destruction of PI or PII 

Healthcare - Medical Emergency Response 
1.2. Develop a Use Case to conduct a privacy impact assessment or Accountability Review and the subsequent  application of the PMRM
HITSP Emergency Responder Electronic Health Record Interoperability Specification 
HITSP/IS04
2. CONDUCT INITIAL REVIEW OF THE USE CASE  
2.1. Assess the need and efficacy of using PI throughout the defined Use Case
“Completed by business owner “

2.2. Determine the FIPPs and/or applicable privacy and data protection framework applicable to the Use Case
HIPAA security and privacy requirements
City of Sacramento Emergency Response Center Privacy Policy

2.3. Conduct general Privacy Impact Assessment, and/or
2.4. Conduct Accountability Review using applicable regulatory and policy requirements against the Use Case
“PIA completed and documented at xxxxxx”

2.5. Define the specific FIPPs/accountability requirements applicable for use in the PMRM analysis
Needs input from
1. HIPAA security and privacy requirements 

2. City of Sacramento Emergency Response Center Privacy Policy 

Note: for ‘generic level” analysis, overarching FIPPs may be all that is available for initial analysis.  When applied to specific implementation environment, then “Hospital X” or “City of Y requirements would need to be included
2.6. Create and a set of draft assumptions, issues and recommendations to guide the detailed PMRM assessment stage

Need to establish a) whether HIPAA requirements applicable across use case and 2) any special or unique requirements associated with particular actors or touch points (e.g., communicating PHI in unencrypted communications or separation of patient payment and  health information at point of treatment)

3. DETAILED USE CASE DEVELOPMENT AND PMRM ANALYSIS
3.1. Describe and/or refine the Use Case
3.1.1.  Describe the business processes and data flows using a data lifecycle description model and provide the level of detail needed to include all actors and touch points
[image: image1.emf]

3.1.2. Define actors and touch points
[“A touch point is an Interface at which PI is collected, processed, used, aggregated, stored or destroyed.  For purposes of the PMRM, a touch point may be an application, a system, or a manual business process and represents a point at which some action is performed and policy applied to PI.”
· External Sources

· Emergency Communication System

· On-Site Care/Incident Commander System

· Emergency Contact Registry

· PID Service

· Service Providers and Other Healthcare Systems

· Emergency Department System

· Facility EHR Repository

· Public Health System Agency

· Public Health Record
3.2. Define PI collected, processed, communicated, stored and destroyed within the Use Case environment for each actor and touch point identified in 3.1.2, above.
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3.2.1. External Sources
3.2.1.1. Communicated In
3.2.1.1.1. None

3.2.1.2. Communicated Out

3.2.1.2.1. Source name [optional], victim location, medical condition, available medical information, medical identifier information
3.2.1.3. Collected

3.2.1.3.1. None
3.2.1.4. Processed

3.2.1.4.1. None

3.2.1.5. Stored

3.2.1.5.1. None
3.2.1.6. Destroyed
3.2.1.6.1. None
3.2.2. Emergency Communication System

3.2.2.1. Communicated In
3.2.2.1.1. Source name [optional], victim location, medical condition, available medical information, medical identifier information
3.2.2.2. Communicated Out
3.2.2.3. Collected

3.2.2.4. Processed

3.2.2.5. Stored

3.2.2.6. Destroyed

3.2.3. On-Site Care/Incident Commander System
3.2.4. Emergency Contact Registry
3.2.5. PID Service

3.2.6. Service Providers and Other Healthcare Systems

3.2.7. Emergency Department System

3.2.8. Facility EHR Repository

3.2.9. Public Health System Agency

3.2.10. Public Health Record

3.3. Identify the generalized operational requirements for use in the PMRM based on a set of governing FIPPs using a defined, standardized template
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3.3.1. External Sources

3.3.1.1.1. None
3.3.2. Emergency Communication System
3.3.2.1.1. Accountability: Reporting made by the business process and technical systems which implement privacy policies to the individual or entity accountable for ensuring compliance with those policies, with optional linkages to redress and sanctions.

3.3.2.1.2. Notice: Information regarding an entity’s privacy policies and practices including: definition of the Personal Information collected; its use (purpose specification); its disclosure to parties within or external to the entity; practices associated with the maintenance and protection of the information; options available to the individual regarding the collector’s privacy practices; retention and deletion; changes made to policies or practices; and information provided to the individual at designated times and under designated circumstances.
3.3.2.1.3. Collection Limitation and Information Minimization: Constraints exercised by the information collector and user to limit the information collected, processed, communicated and stored to the minimum necessary to achieve a stated purpose and, when required, demonstrably collected by fair and lawful means.

3.3.2.1.4. Use Limitation: Controls exercised by the information collector or information user to ensure that Personal Information will not be used for purposes other than those specified and accepted by the individual or provided by law, and not maintained longer than necessary for the stated purposes.

3.3.2.1.5. Disclosure: The release, transfer, provision of access to, use for new purposes, or divulging in any other manner, Personal Information held by an entity except with notice and consent of the individual; the information collectors policies must be made known to and observed by third parties receiving the information; and sensitive health information disclosures must be managed.

3.3.2.1.6. Security/Safeguards: Policies, practices and controls that ensure the confidentiality, availability and integrity of Personal Information collected, used, communicated, maintained, and stored; and ensure that Personal Information will be destroyed or de-identified as required.

3.3.2.1.7. Information Quality: Ensures that information collected and used is adequate for purpose, relevant for purpose, not excessive in relation to the purposes for which it is collected and/or further processed, accurate at time of use, and, where necessary, kept up to date, corrected or destroyed.

3.3.2.1.8. Enforcement: Mechanisms to ensure compliance with privacy policies, agreements and legal requirements and to give individuals a means of filing complaints of compliance violations and having them addressed, including recourse for violations of law, agreements and policies.

3.3.2.1.9. Openness: Availability to individuals of the information collector's or information user's policies and practices relating to their management of Personal Information and for establishing the existence of, nature and purpose of use of Personal Information held about them. 

3.3.2.1.10. Sensitivity: Specified information, as defined by law, regulation or policy, which requires specific security controls or special processing.
3.3.3. On-Site Care/Incident Commander System

3.3.4. Emergency Contact Registry

3.3.5. PID Service

3.3.6. Service Providers and Other Healthcare Systems

3.3.7. Emergency Department System

3.3.8. Facility EHR Repository

3.3.9. Public Health System Agency

3.3.10. Public Health Record

3.4. Provide detailed FIPPs at the level of specific operational requirements applicable to PI elements at all Touch  Points
3.4.1. External Sources\
3.4.1.1. None
3.4.2. Emergency Communication System
3.4.2.1.1. Accountability: Reporting made by the business process and technical systems which implement privacy policies to the individual or entity accountable for ensuring compliance with those policies, with optional linkages to redress and sanctions.

3.4.2.1.1.1. Monthly report to ECS manager
3.4.2.1.2. Notice: Information regarding an entity’s privacy policies and practices including: definition of the Personal Information collected; its use (purpose specification); its disclosure to parties within or external to the entity; practices associated with the maintenance and protection of the information; options available to the individual regarding the collector’s privacy practices; retention and deletion; changes made to policies or practices; and information provided to the individual at designated times and under designated circumstances
3.4.2.1.2.1. Privacy policies and practices posted on county Website
3.4.2.1.2.2. Changes to policies and practices published on Website and pushed to ECS email list

3.4.2.1.3. Collection Limitation and Information Minimization: Constraints exercised by the information collector and user to limit the information collected, processed, communicated and stored to the minimum necessary to achieve a stated purpose and, when required, demonstrably collected by fair and lawful means.

3.4.2.1.4. Use Limitation: Controls exercised by the information collector or information user to ensure that Personal Information will not be used for purposes other than those specified and accepted by the individual or provided by law, and not maintained longer than necessary for the stated purposes.

3.4.2.1.5. Disclosure: The release, transfer, provision of access to, use for new purposes, or divulging in any other manner, Personal Information held by an entity except with notice and consent of the individual; the information collectors policies must be made known to and observed by third parties receiving the information; and sensitive health information disclosures must be managed.

3.4.2.1.6. Security/Safeguards: Policies, practices and controls that ensure the confidentiality, availability and integrity of Personal Information collected, used, communicated, maintained, and stored; and ensure that Personal Information will be destroyed or de-identified as required.

3.4.2.1.7. Information Quality: Ensures that information collected and used is adequate for purpose, relevant for purpose, not excessive in relation to the purposes for which it is collected and/or further processed, accurate at time of use, and, where necessary, kept up to date, corrected or destroyed.

3.4.2.1.8. Enforcement: Mechanisms to ensure compliance with privacy policies, agreements and legal requirements and to give individuals a means of filing complaints of compliance violations and having them addressed, including recourse for violations of law, agreements and policies.

3.4.2.1.9. Openness: Availability to individuals of the information collector's or information user's policies and practices relating to their management of Personal Information and for establishing the existence of, nature and purpose of use of Personal Information held about them. 

3.4.2.1.10. Sensitivity: Specified information, as defined by law, regulation or policy, which requires specific security controls or special processing.
1. On-Site Care/Incident Commander System

2. Emergency Contact Registry

3. PID Service

4. Service Providers and Other Healthcare Systems

5. Emergency Department System

6. Facility EHR Repository

7. Public Health System Agency

8. Public Health Record
4. SELECT THE PMRM  SERVICES 

4.1.1. External Sources

4.1.1.1.1. Interaction Service

4.1.2. Emergency Communication System

4.1.3. On-Site Care/Incident Commander System

4.1.4. Emergency Contact Registry

4.1.5. PID Service

4.1.6. Service Providers and Other Healthcare Systems

4.1.7. Emergency Department System

4.1.8. Facility EHR Repository

4.1.9. Public Health System Agency

4.1.10. Public Health Record

4.2. Associate actors/touch points, operational requirements, and PMRM services  
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4.3. Identify any unique FIPPs associated with specific actors  or touch points

4.4. Where identified in 4.3, define unique FIPPs at the level of operational requirements linked to each PI element at specific  Touch  Points
PRIVACY MANAGEMENT REFERENCE MODEL SERVICES CHART (from ISTPA Reference Model 2.0)
	SERVICE
	                                 DEFINITION
	UNDERLYING PRINCIPLES/PRACTICES

	CORE POLICY SERVICES
	
	

	AGREEMENT
	The Agreement Service provides information to individuals regarding what PI is collected, for what purposes it will be used, other policies and options associated with the collection and use, and can result in consent, denial or an agreement among the parties. The Agreement Service also enables any set of parties (individuals, processing entities) to define agreements related to policies, use and disposition associated with the PI at points throughout the PI lifecycle.
	Consent, Collection Limitation, Use Limitation, Disclosure, Access and Correction, Openness, Anonymity, Information Flow, Sensitivity, Notice

	CONTROL
	The Control Service encompasses the functions that work together to ensure that PI governed by fair information practices/principles is managed in accordance with prescribed privacy policies and controls.  These functions are established, maintained and manipulated by a processing entity.  
	Accountability, Use Limitation, Security Safeguards, Information Quality, Notice, Collection Limitation, Access and Correction

	ASSURANCE SERVICES
	
	

	VALIDATION
	The Validation Service evaluates and, as required, ensures information quality in terms of accuracy, completeness, relevance and timeliness of PI at particular points in the information lifecycle.
	Information Quality

	CERTIFICATION
	The Certification Service supports the management and validation of credentials of any responsible party or Service involved in processing PI and validates compliance and trustworthiness of an actor or system component with expected policies.  
	Accountability, Consent, Disclosure, Access and Correction, Security Safeguards, Information Quality, Anonymity

	AUDIT
	The Audit Service handles the recording and maintenance of service events from other Services. It captures, into privileged audit logs, necessary audit information to ascertain compliance with governing policies and procedures derived from agreements, an organization’s internal policies, and any applicable law or regulation.
	Accountability, Collection Limitation, Use Limitation, Security Safeguards, Enforcement, Sensitivity

	ENFORCEMENT
	The Enforcement Service initiates response actions and policy execution when a processing entity does not conform to the terms or policies of an agreement or applicable regulations. Enforcement also includes recourse for individuals when their PI is being used differently from the original agreement.
	Accountability, Enforcement, Anonymity, Security Safeguards

	PRESENTATION AND LIFECYCLE SERVICES
	
	

	INTERACTION
	The Interaction Service facilitates a generalized interface as required for presentation, communication, and other movement of relevant information, encompassing functionality not solely associated with privacy, such as user interfaces or system-to-system information exchanges.
	Notice, Consent, Collection Limitation, Use Limitation, Disclosure, Access and Correction, Openness, Information Flow, Sensitivity, Security Safeguards, Information Quality, Enforcement

	USAGE
	The Usage Service ensures that the active use of PI, when outside the control of the individual, complies with the terms and policies of any agreement and applicable regulation at any point in the lifecycle of PI. The Usage Service monitors processes and functions, such as information minimization, linking, integration, inference, transfer, derivation, aggregation, and pseudo-anonymization of PI.
	Use Limitation, Openness, Anonymity, Information Flow, Sensitivity, Accountability, Notice, Access and Correction, Information Quality

	AGENT
	The Agent Service is a process that acts on behalf of an individual or processing entity at any point in the lifecycle of PI. 


	Accountability, Notice, Consent, Collection Limitation, Use Limitation, Disclosure, Access and Correction, Security Safeguards, Openness, Anonymity, Information Flow, Sensitivity

	ACCESS
	The Access Service enables, as required by policy or regulation, individuals to review their PI at any point in the lifecycle and, if required by policy, have the ability to submit changes to their PI.


	Consent, Disclosure, Access and Correction, Security Safeguards, Information Flow, Openness


PLACEHOLDER – “OPERATIONAL DEFINITIONS OF FIPPs FOR PURPOSES OF CONDUCTING PMRM ANALYSIS

Accountability: Reporting made by the business process and technical systems which implement privacy policies to the individual or entity accountable for ensuring compliance with those policies, with optional linkages to redress and sanctions.

Notice: Information regarding an entity’s privacy policies and practices including: definition of the Personal Information collected; its use (purpose specification); its disclosure to parties within or external to the entity; practices associated with the maintenance and protection of the information; options available to the individual regarding the collector’s privacy practices; retention and deletion; changes made to policies or practices; and information provided to the individual at designated times and under designated circumstances.

Consent: The capability, including support for Sensitive Information, Informed Consent, Change of Use Consent, and Consequences of Consent Denial, provided to individuals to allow the collection and/or specific uses of some or all of their Personal Information either through an affirmative process (opt-in) or implied (not choosing to opt-out when this option is provided).  

Collection Limitation and Information Minimization: Constraints exercised by the information collector and user to limit the information collected, processed, communicated and stored to the minimum necessary to achieve a stated purpose and, when required, demonstrably collected by fair and lawful means.

Use Limitation: Controls exercised by the information collector or information user to ensure that Personal Information will not be used for purposes other than those specified and accepted by the individual or provided by law, and not maintained longer than necessary for the stated purposes. 

Disclosure: The release, transfer, provision of access to, use for new purposes, or divulging in any other manner, Personal Information held by an entity except with notice and consent of the individual; the information collectors policies must be made known to and observed by third parties receiving the information; and sensitive health information disclosures must be managed.

Access and Correction: Capability allowing individuals having adequate proof of identity to find out from an entity, or find out and/or to correct or delete, their Personal Information, at reasonable cost, within reasonable time constraints, and with notice of denial of access and options for challenging denial. 

Security/Safeguards: Policies, practices and controls that ensure the confidentiality, availability and integrity of Personal Information collected, used, communicated, maintained, and stored; and ensure that Personal Information will be destroyed or de-identified as required.

Information Quality: Ensures that information collected and used is adequate for purpose, relevant for purpose, not excessive in relation to the purposes for which it is collected and/or further processed, accurate at time of use, and, where necessary, kept up to date, corrected or destroyed.

Enforcement: Mechanisms to ensure compliance with privacy policies, agreements and legal requirements and to give individuals a means of filing complaints of compliance violations and having them addressed, including recourse for violations of law, agreements and policies.

Openness: Availability to individuals of the information collector's or information user's policies and practices relating to their management of Personal Information and for establishing the existence of, nature and purpose of use of Personal Information held about them. 

Anonymity: A state in which information is rendered anonymous so that the individual is no longer identifiable. 
Information Flow: The communication of personal information across geo-political jurisdictions by private or public entities involved in governmental, economic or social activities.

Sensitivity: Specified information, as defined by law, regulation or policy, which requires specific security controls or special processing.


