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Employee Processes to Law Matrix

This table identifies connections between employee initiated processes and various categories of law. The check mark in the cell means that there is a connection between the Detail Employee Process and the category of law across the top of the table (see Legend at the end of the file for a description of categories of law).  It may mean that the law affects or impacts the Employee Process, such as an employee that requires a family leave.  In the U.S. the process for determining the length of leave and the business obligation for the conditions granting the leave may be subject to existing federal labor law (FMLA).   Or an employee process may trigger or invoke an element of a law.  An example is the theft of a laptop that occurred during work related travel could trigger security breach notification laws.

Employee Processes to Law Matrix Summary findings and observations:

· Some of the employee initiated processes identified may not result in PI that is retained by the employer.  

· PI that is generated and subsequently retained by the employer is subject to full access under anti-terrorism laws, access and complaints laws, cross-border transfer laws and retention requirements laws.

· Most employee initiated processes are governed by one or more categories of law.

· There is a corresponding business process for nearly all categories employee-initiated processes.  

· Employees will need to understand the impact of the laws before they will be able to fully protect their PI/SPI or perhaps there will be a set of tools that they will depend upon to be their Privacy Editor, Privacy Sheriff, Privacy Agent and Security Guard.

	Employee Process Category
	Detail Employee Processes
	1. Labor Laws
	2. Export Laws
	3. Security Breach & ID Theft Laws
	4. Anti Terrorism Laws
	5. Notice & Consent
	6. Access & Complaints
	7. Marketing Permissions
	8. Ethics & SOX Hotlines
	9. Employee Monitoring
	10. Limits on Processing
	11. Security Protections
	12. Restrictions on X-Border Transfers
	13. 3rd Party Data Sharing Restrictions
	14. Privacy Training
	15. Accountability & Audit Requirements
	16. Retention Requirements
	17. Occupational Safety
	18. Secondary Usage
	19. Works Councils (E.U.)
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Legend:

1. Labor Laws: Laws governing the full spectrum of the HR processes including those that address the rights of works counsels and those of labor unions

2. Export Laws: Laws governing the restrictions over the export of intellectual property or government secrets from one jurisdiction to another

3. Security Breach and ID Theft Laws: Laws that relate to information that identifies a security breach or forensic information that relates to information that helps discover the root cause of the security breach or the subsequent identity theft.
4. Anti-Terrorism Laws: Laws that allow access to personal information as a part of an anti-terrorism initiative.
5. Notice and Consent: Notices To Data Subjects and Obtaining Consent From Data Subject

6. Access and Complaints: Laws that relate to the information that would be available under the access rights or the complaints processes.

7. Marketing Permissions: Laws that provide the ability of the individual to state a preference or permission for marketing activities or purposes.

8. Ethics & Sox Hotlines: Laws that govern the locations of these hotlines and the functions available at these locations.

9. Employee Monitoring: Laws that govern the employee’s right to privacy and the employers right to monitor

10. Limits on Processing: Laws that limit certain processing without permission, such as secondary use of personal information, the use of ssn/sin for new purposes, the restrictions under certain law governing health information, automatic decisions in the hiring process and fair credit decisions.

11. Security Protections: Laws requiring a higher standard of protection over certain data that is more sensitive than other personal information.

12. Restrictions on Cross-Border Transfers: Laws governing restrictions over trans-border flows of information

13. 3rd Party Data Sharing Restrictions: Laws governing the sharing of personal information with 3rd Parties

14. Privacy Training: Laws governing required privacy training

15. Accountability & Audit Requirements: Laws requiring accountability for complaint tracking, audit, incident response, DPA registrations and permit processing and works council notification and review

16. Retention Requirements: Laws governing the minimum and maximum retention requirements for retaining employee information

17. Occupational Safety: Laws governing safety in the workplace

18. Secondary Usage: Laws governing new uses of personal information beyond what was contained in the notification to the individual

19. Works Council (E.U.): Laws governing the rights of works councils and their effect on cross border flows of information
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