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Employee Information Category/Elements Correlated to

Employee Needs Research (see Notes Below)

The purpose of this analysis is to look at current research that provides insight into the views of the employee as it relates to PI/SPI.  Two studies are used.  The 2006 Ponemon Institute/Tacit study, Americans’ Perceptions about Workplace Privacy, was the first study to provide insight into information privacy and security needs of employees in the workplace.  This study also provides insight into the views of employees with respect to their employer’s handling of personal information (PI).  The second study is the 2007 Ponemon Institute/Littler study, Workplace Survey on the Privacy Age Gap, provided additional support on issues first surveyed in the 2006 study.  

The first table identifies the employees priority from both studies for a given information category/element and their need for the employer to obtain consent for a secondary use or prior to sharing the PI.  Information from subsequent studies will be added as completed.  The second and third tables look at each of these two studies and correlates employee needs to business processes.

 Note that not all information categories and information elements were identified in the survey and therefore there are no values listed. Note that as additional studies are completed this Research Matrix and summary findings and observations will be updated.

Summary findings from the research and additional observations: 

Information: Highlights of Employee Perspectives of Sensitive Personal Information

· Sexual orientation is the most significant information element.  While it is defined as sensitive EU, it is important to note that older U.S. employees (for which the study is based) find the information element extremely sensitive. Younger U.S. employees, while still finding sexual orientation sensitive, are less likely to rank it as sensitive as the older U.S. employees.

· Sensitive-financial information is the most significant information category primarily the credit report information element.

· Performance history is the next most significant employee information category.  This category of PI is not always part of an employer’s highly sensitive information.

· Social Security number is a significant information element and may reflect the successful process of public education to the risk it plays in identity theft.

· Health conditions and associated information have a high score in importance based on awareness in recent years to HIPPA privacy requirements.

· Time records as reflected in project and time records or possibly records billed to clients is of significant importance.

· Religious and philosophical beliefs while defined as sensitive EU, U.S. employees indicate importance.

· Information about dependents and family members are important information elements.

· Information elements that reveal political activity of the employee are sensitive.

· Salary history and other information elements that use salary information such as tax documents are considered as sensitive.

· Travel itineraries and associated travel information are considered as sensitive.

· Education information along with racial and ethnic information appears to be less sensitive but still important to employees.

· E-mails, home related information such as phone numbers and address, and benefit information all fall in the middle level of sensitivity.

· The remaining information categories and information elements were below 50% in response rates and can be viewed as having lower levels of sensitivity.

· Employees did not appear concerned over gender, name or even photographs.

· Sensitive background information having to do with criminal arrests or court cases is of significant importance.

· Employees consider performance, benefits, and certain personal and business contact information as sensitive.

Information – Highlights of Employer Perspectives of Sensitive Personal Information:

· Business perceptions of sensitive personal information do not correlate to the employees’ perceptions of sensitive personal information
.

· Employers are more focused on the legal definition of sensitive, while employees are focused in on a more personal definition of sensitive.

· Employees are growing more aware of sensitive personal information
.

· In other studies, there is some evidence that not all SPI related to identity theft is known by employees and thus is often not protected
 .

· The concept of ‘consent’ is important to employees, however opt-in or opt-out are equal in preference.

· The use of the term ‘consent’ in this study is different than the use of consent in the EU relative to consenting to the privacy notice, the collection of SPI and the trans-border flow of PI/SPI.  Consider using ‘consent’ in the narrower EU context and ‘permissions’ for additional choices an applicant or employee or alumnus is provided regarding what can be done with their PI/SPI.  

· Employers need to define primary use versus secondary use and communicate that definition to employees in the privacy notice and in employee communication.

Table 1 – Employee needs correlated to PI/SPI information category and information elements
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   Study
Study

Study
	Information Category
	Information Elements
	Obtain consent before secondary use or  sharing PI
	Obtain consent

Before use of PI

(Total of both age groups)
	Obtain consent Before use of PI 

(YA: worker between ages of 18 and 30 years)
	Obtain consent Before use of PI 

(OA: worker more than 50 years of age 
	Reserved for Future

Studies
	

	Work History
	Trade Association Membership
	14%
	NA
	
	
	
	

	Sensitive- Health
	Dependent Health Claims
	86%
	95%
	93%
	96%
	
	

	Sensitive- Health
	Disability history or current status
	86%
	95%
	93%
	96%
	
	

	Sensitive- Health
	Disability Requirements
	86%
	95%
	93%
	96%
	
	

	Sensitive- Health
	Employee Health Claims
	86%
	95%
	93%
	96%
	
	

	Sensitive- Health
	Employee Physical Records
	86%
	95%
	93%
	96%
	
	

	Sensitive- Health
	Fitness Records
	86%
	95%
	93%
	96%
	
	

	Sensitive- Health
	Genetics & DNA
	86%
	95%
	93%
	96%
	
	

	Sensitive- Health
	Health or Medical Information
	86%
	95%
	93%
	96%
	
	

	Sensitive- Health
	Leave of Absence Reason
	86%
	95%
	93%
	96%
	
	

	Sensitive- Health
	On-site Medical Information
	86%
	95%
	93%
	96%
	
	

	Sensitive- Health
	Special Needs (holiday or work environment related needs such as wheel chair accessible)
	86%
	95%
	93%
	96%
	
	

	Sensitive- Health
	Workers Compensation Information (from on the job accident)
	86%
	95%
	93%
	96%
	
	

	Security
	Passwords
	85%
	94%
	93%
	96%
	
	

	Sensitive- Background
	Criminal arrests or convictions
	85%
	92%
	98%
	85%
	
	

	Sensitive- Background
	Employee Investigations 
	85%
	92%
	98%
	85%
	
	

	Sensitive- Background
	Judgments in civil cases
	85%
	92%
	98%
	85%
	
	

	Sensitive- E.U.
	Sexual orientation
	91%
	88%
	81%
	96%
	
	

	Sensitive- Performance* 
	360 Reviews of Employees from Management & Peers
	89%
	88%
	88%
	88%
	
	

	Sensitive- Performance* 
	Achievement Awards
	89%
	88%
	88%
	88%
	
	

	Sensitive- Performance* 
	Administrative sanctions
	89%
	88%
	88%
	88%
	
	

	Sensitive- Performance* 
	Business Conduct Infraction 
	89%
	88%
	88%
	88%
	
	

	Sensitive- Performance* 
	Development Plan
	89%
	88%
	88%
	88%
	
	

	Sensitive- Performance* 
	Discipline Information
	89%
	88%
	88%
	88%
	
	

	Sensitive- Performance* 
	Employee potential insider actions, such as actual & intent of stock sale
	89%
	88%
	88%
	88%
	
	

	Sensitive- Performance* 
	Family Member potential insider actions, such as actual & intent of stock sale
	89%
	88%
	88%
	88%
	
	

	Sensitive- Performance* 
	Incentive Awards
	89%
	88%
	88%
	88%
	
	

	Sensitive- Performance* 
	Key Accomplishments and Awards
	89%
	88%
	88%
	88%
	
	

	Sensitive- Performance* 
	Key Objectives
	89%
	88%
	88%
	88%
	
	

	Sensitive- Performance* 
	Performance* Monitoring Information
	89%
	88%
	88%
	88%
	
	

	Sensitive- Performance* 
	Performance* Plan
	89%
	88%
	88%
	88%
	
	

	Sensitive- Performance* 
	Performance* Potential Rating
	89%
	88%
	88%
	88%
	
	

	Sensitive- Performance* 
	Performance* Rating History
	89%
	88%
	88%
	88%
	
	

	Sensitive- Performance* 
	Policy Violation History, both manual and electronic
	89%
	88%
	88%
	88%
	
	

	Sensitive- ID
	Social Security Number(s)
	87%
	86%
	77%
	96%
	
	

	Sensitive- E.U.
	Religious or Philosophical beliefs
	84%
	85%
	84%
	86%
	
	

	Sensitive- Personal*
	Salary History 
	72%
	73%
	72%
	74%
	
	

	Sensitive- Personal*
	Tax Information Individual
	72%
	73%
	72%
	74%
	
	

	Sensitive- E.U.
	Political Opinions
	74%
	70%
	65%
	75%
	
	

	Sensitive- Personal*
	Political Action Contribution (PAC) Participation
	74%
	70%
	65%
	75%
	
	

	Sensitive- Financial
	Bank Account #s
	90%
	68%
	60%
	77%
	
	

	Sensitive- Financial
	Company Issued Credit Card 
	90%
	68%
	60%
	77%
	
	

	Sensitive- Financial
	Credit Card Number(s)
	90%
	68%
	60%
	77%
	
	

	Sensitive- Financial
	Financial data, such as credit rating and assets and liabilities
	90%
	68%
	60%
	77%
	
	

	Sensitive- E.U.
	Travel Preference (Religious)
	64%
	62%
	61%
	64%
	
	

	Sensitive- E.U.
	Travel Restrictions (Health)
	64%
	62%
	61%
	64%
	
	

	Sensitive- Personal*
	Billable Hours to Clients
	85%
	62%
	57%
	69%
	
	

	Sensitive- Personal*
	Consent
	85%
	62%
	57%
	69%
	
	

	Sensitive- Personal*
	Project and Time Information
	85%
	62%
	57%
	69%
	
	

	Sensitive- Personal*
	Travel Plans
	64%
	62%
	61%
	64%
	
	

	Sensitive- Personal*
	Travel Preferences
	64%
	62%
	61%
	64%
	
	

	Sensitive- Personal*
	Travel Restrictions
	64%
	62%
	61%
	64%
	
	

	Sensitive- Discrimination
	Dependent date(s) of Birth
	75%
	60%
	65%
	55%
	
	

	Sensitive- Discrimination
	Dependent name(s)
	75%
	60%
	65%
	55%
	
	

	Sensitive- Discrimination
	Family Member Information (name, address, age, benefits, etc.)
	75%
	60%
	65%
	55%
	
	

	Sensitive- Discrimination
	Height, Weight, Hair Color, Skin Color, Color Blind
	61%
	60%
	59%
	61%
	
	

	Sensitive- Discrimination
	Immigration Status
	61%
	60%
	59%
	61%
	
	

	Sensitive- Discrimination
	Marital Status 
	61%
	60%
	59%
	61%
	
	

	Sensitive- Discrimination
	National Origin
	61%
	60%
	59%
	61%
	
	

	Sensitive- E.U.
	Race or Ethnicity
	61%
	60%
	59%
	61%
	
	

	Sensitive- Personal*
	Emergency Contact
	75%
	60%
	65%
	55%
	
	

	Sensitive- Business*
	Name, Business Phone, Fax, Email Address & Business Address
	59%
	58%
	68%
	48%
	
	

	Sensitive- Monitoring
	Email History, both Business and Personal 
	59%
	58%
	68%
	48%
	
	

	Sensitive- Personal*
	Home E-mail Address
	59%
	58%
	68%
	48%
	
	

	Sensitive- Benefits*
	Expense Reports
	53%
	52%
	51%
	53%
	
	

	Sensitive- Personal* 
	Home Telephone #, Cell Phone#, Pager #, Phone # of Friends or Family for use during the job search
	54%
	49%
	54%
	42%
	
	

	Sensitive- Potential
	Home Address(es)
	54%
	49%
	54%
	42%
	
	

	Sensitive- Monitoring
	FTP History of Files Sent & Received
	47%
	48%
	46%
	50%
	
	

	Sensitive- Personal*
	Veteran Status
	42%
	41%
	42%
	39%
	
	

	Sensitive- Personal*
	Education, Grades and Transcripts
	63%
	40%
	32%
	50%
	
	

	Sensitive- Personal*
	Hobbies
	39%
	36%
	40%
	31%
	
	

	Sensitive- Benefits*
	Benefit Choices 
	53%
	35%
	35%
	34%
	
	

	Sensitive- Benefits*
	Benefits Usage
	53%
	35%
	35%
	34%
	
	

	Sensitive- Benefits*
	Bonus & Stock Options and History
	53%
	35%
	35%
	34%
	
	

	Sensitive- Benefits*
	Executive Benefits Information
	53%
	35%
	35%
	34%
	
	

	Sensitive- Benefits*
	Salary & Compensation
	53%
	35%
	35%
	34%
	
	

	Sensitive- Benefits*
	Salary Plan
	53%
	35%
	35%
	34%
	
	

	Sensitive- Potential
	Employee Day, Month and Year of Birth
	47%
	35%
	33%
	37%
	
	

	Sensitive- Discrimination
	Employee Photographs
	22%
	32%
	24%
	41%
	
	

	Personal
	Gender
	12%
	18%
	11%
	26%
	
	

	Personal
	Name
	11%
	08%
	11%
	4%
	
	

	Personal
	Charitable Contributions 
	
	
	
	
	
	

	Personal
	Citizenship
	
	
	
	
	
	

	Personal
	Country of Residence
	
	
	
	
	
	

	Personal
	Employee Place of Birth
	
	
	
	
	
	

	Personal 
	Employee Vehicle Information
	
	
	
	
	
	

	Personal 
	Employee Videos
	
	
	
	
	
	

	Personal
	Patent Information 
	
	
	
	
	
	

	Personal
	Personal Demographics
	
	
	
	
	
	

	Personal
	Professional Organization Affiliation
	
	
	
	
	
	

	Personal
	Publications
	
	
	
	
	
	

	Personal
	Shopping and Buying Patterns
	
	
	
	
	
	

	Public or Semi-Public Information
	Profile Information
	
	
	
	
	
	

	Recruiting
	Automated “Decisioning” Information 
	
	
	
	
	
	

	Security
	Building Access Designation
	
	
	
	
	
	

	Security
	Corporate System Audit Log History
	
	
	
	
	
	

	Security
	Digital Certificate or “Site Key”
	
	
	
	
	
	

	Security
	Electronic Signatures
	
	
	
	
	
	

	Security
	Logon Ids
	
	
	
	
	
	

	Security
	System Access Authorizations 
	
	
	
	
	
	

	Sensitive- Background 
	Background Data
	
	
	
	
	
	

	Sensitive- Government
	Restricted Parties List
	
	
	
	
	
	

	Sensitive- ID
	Driver’s License #
	
	
	
	
	
	

	Sensitive- ID
	National ID Number(s)
	
	
	
	
	
	

	Sensitive- ID
	Passport number
	
	
	
	
	
	

	Sensitive- ID
	Personal Vehicle License #
	
	
	
	
	
	

	Sensitive- Monitoring
	Employee Monitoring Information Informed Testing
	
	
	
	
	
	

	Sensitive- Monitoring
	Employee Monitoring Information IT Usage 
	
	
	
	
	
	

	Sensitive- Monitoring
	Internet Usage
	
	
	
	
	
	

	Sensitive- Monitoring
	Physical Monitoring
	
	
	
	
	
	

	Sensitive- Monitoring
	System Audit Logs
	
	
	
	
	
	

	Sensitive- Potential
	Identifiers (Finger Prints, Retinal images, blood samples, DNA, other Biometrics)
	
	
	
	
	
	

	Work Equipment
	Employee Company Assets 
	
	
	
	
	
	

	Work Equipment
	Miscellaneous Employee Equipment
	
	
	
	
	
	

	Work History
	Competencies
	
	
	
	
	
	

	Work History
	CV or Resume (as written by applicant)
	
	
	
	
	
	

	Work History
	CV or Resume (as written, annotated or redacted by recruiter)
	
	
	
	
	
	

	Work History
	Employee References
	
	
	
	
	
	

	Work History
	Employee Volunteer & Network Affiliations
	
	
	
	
	
	

	Work History
	Employment Application
	
	
	
	
	
	

	Work History
	Ergonomic Information
	
	
	
	
	
	

	Work History
	IQ and Language Skill Test Scores (SAT, etc.)
	
	
	
	
	
	

	Work History
	Job History
	
	
	
	
	
	

	Work History
	Job Title
	
	
	
	
	
	

	Work History
	Language Proficiencies
	
	
	
	
	
	

	Work History
	Patent Information/Records
	
	
	
	
	
	

	Work History
	Resume
	
	
	
	
	
	

	Work History
	Security Clearance (Government)
	
	
	
	
	
	

	Work History
	Service Usage Data
	
	
	
	
	
	

	Work History
	Test Scores for company administrated tests
	
	
	
	
	
	

	Work History
	Training Classes – Professional Accreditation
	
	
	
	
	
	

	Work History
	Training Classes Taken
	
	
	
	
	
	

	Work Information
	Anniversary Date and Years of Service
	
	
	
	
	
	

	Work Information
	Company Employee ID#
	
	
	
	
	
	

	Work Information
	Company Vehicle Assignments
	
	
	
	
	
	

	Work Information
	Company Vehicle Field Records
	
	
	
	
	
	

	Work Information
	Corporate Library Records
	
	
	
	
	
	

	Work Information
	Cost Center
	
	
	
	
	
	

	Work Information
	Employee Online Calendar
	
	
	
	
	
	

	Work Information
	Employee Surveys
	
	
	
	
	
	

	Work Information
	Exempt vs. Non-Exempt
	
	
	
	
	
	

	Work Information
	Exit Interview Information
	
	
	
	
	
	

	Work Information
	Flexible Work Arrangements
	
	
	
	
	
	

	Work Information
	Grievance Information
	
	
	
	
	
	

	Work Information
	Hire Date
	
	
	
	
	
	

	Work Information
	Job Code
	
	
	
	
	
	

	Work Information
	Job Grade
	
	
	
	
	
	

	Work Information
	Job Requisitions, Open Positions and Vacancies
	
	
	
	
	
	

	Work Information
	Leave of Absence Data
	
	
	
	
	
	

	Work Information
	Organizational data
	
	
	
	
	
	

	Work Information
	Project Billing Information
	
	
	
	
	
	

	Work Information
	Purchase History
	
	
	
	
	
	

	Work Information
	Real Estate
	
	
	
	
	
	

	Work Information
	Supervisor Name
	
	
	
	
	
	

	Work Information
	Tax Information Company
	
	
	
	
	
	

	Work Information
	Termination Date
	
	
	
	
	
	

	Work Information
	Termination Reason
	
	
	
	
	
	

	Work Information
	Time Off Data
	
	
	
	
	
	

	Work Information
	Time Off Information
	
	
	
	
	
	

	Work Information
	Voice Recording
	
	
	
	
	
	

	Work Information
	Work Cell Phone #
	
	
	
	
	
	

	Work Information
	Work Telephone #
	
	
	
	
	
	


* These data categories were originally not designated as ‘sensitive’ but re-categorized as a result of the employee responses in the 2006 Ponemon Institute study, Americans’ Perceptions about Workplace Privacy.







Employee Workplace Activities & Opinions 

Correlated to Business Process (See Notes Below)

The 2006 Ponemon Institute study, Americans’ Perceptions about Workplace Privacy, provided insight into the views of employees with respect to workplace activities and business processes.  This second table identifies and correlates employee activities and business processes from that study.  The third table is a similar comparison utilizing information from the 2007 Ponemon Institute/Littler study, Workplace Survey on the Privacy Age Gap.   Note that each table is sorted with all business processes for which there was information listed at the beginning of the table.  There was no information available for the remaining business processes. Note that as additional studies are completed this Research Matrix and summary findings and observations will be updated.

Summary Findings:

Information:

· If an employee learned that their employer is not properly protecting PI, 10% would quit, 31% would go to an attorney or the union and 45% would complain to a supervisor or to HR.  Only 9% would do nothing.

· Employees find secondary uses of PI for purposes of facility safety or anti-terrorism reporting requirements acceptable.

· Employees find secondary uses of PI for purposes of payroll processing and education and training somewhat less acceptable.

Process:

· Many companies define these secondary use business processes as primary use.

· Employees rely primarily on their colleagues for job related support rather than official documents, unofficial documents or internet searches. 

· Employees believe the best time to learn about privacy commitment is during new employee orientation and in the normal course of communication with Human Resources.


Policy:

· Employers might consider defining both primary use  and secondary use policy statements and clearly communicating the definition and the policy to employees 

· U.S. employees care about the ability to view PI in the company files.

· U.S. employees accept workplace surveillance and e-mail monitoring but are less accepting of drug testing.

Table 2 - 2006 Ponemon Institute study, Americans’ Perceptions about Workplace Privacy
	Business Process Category
	Summary Business Purpose/Process
	Learn about company privacy commitments
	Acceptable secondary uses of PI
	Resign employment
	File complaint with HR
	Complain to Supervisor
	File union grievance
	Contact an attorney
	View PI in company files
	Workplace camera surveillance
	Workplace internet activity surveillance
	Workplace outbound phone surveillance
	Workplace drug testing
	Job support - colleagues
	Job support from official documents
	Job support from unofficial documents
	Job support – search internet

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Employee Orientation Management
	58%
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Employee Information Management
	Information Management
	50%
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Privacy Management
	Notice & Awareness
	27%
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Compliance & Audit
	Statutory Compliance Management
	22%
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Health, Safety & Labor Relationship Management
	Safety Management
	
	76%
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Government Reporting
	External Employee Investigations
	
	74%
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Payroll & Contract Administration
	Payroll Processing
	
	63%
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Training & Career Development
	Job Related Training
	
	56%
	
	
	
	
	
	
	
	
	
	
	52%
	17%
	10%
	17%

	Competency, Performance, Career & Succession Management
	Employee Performance* Counseling
	
	53%
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Communications
	Employee Communications Management
	
	42%
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Business Marketing Product Development
	Product Marketing Program Management
	
	10%
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Privacy Management
	Access & Recourse Process
	
	
	10%
	24%
	21%
	15%
	16%
	74%
	
	
	
	
	
	
	
	

	Security & Risk Management 
	Employee Monitoring and Network Traffic Analysis
	
	
	
	
	
	
	
	
	
	59%
	
	33%
	
	
	
	

	Security & Risk Management
	Security Monitoring (Video and Electronic Surveillance)
	
	
	
	
	
	
	
	
	36%
	
	
	
	
	
	
	

	Benefits: EAP
	Employee Assistance Process
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Benefits: Health Plan Management
	Health Plan Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Benefits: Supplemental Benefits Admin 
	Supplemental Benefits Administration
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Benefits: Supplemental Benefits Admin 
	Third Party Benefits Program Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Benefits: Supplemental Benefits Admin
	Employee Legal Services
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Benefits: Supplemental Benefits Admin
	Third Party Financial Services Program Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Business Marketing Execution
	Business Marketing Execution
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Business Marketing Product Analysis
	Company Product Specific Analytic Processes 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Business Marketing Product Analysis
	Third Party Marketing Program Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Business Sales
	Business Specific Sales Processes
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Business Service
	Business Specific Service Processes
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Communications
	Knowledge Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Community Service Programs
	Contribution Management 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Compensation Management
	Compensation Management and Administration
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Competency,  Performance, Career & Succession Management
	Mentoring Program
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Competency, Performance, Career & Succession Management
	Student and Intern Program Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Competency, Performance, Career & Succession Management
	Succession Planning & Training
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Compliance & Audit
	Auditing
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Compliance & Audit
	Oversight of Political and Outside of Work Activities
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Policy Commitment Management 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Competency, Performance, Career & Succession Management
	Employee Performance* Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Equipment Provisioning
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Facilities Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Locator Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Competency, Performance, Career & Succession Management
	Outplacement Services
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Competency, Performance, Career & Succession Management
	Time Management & Reporting
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Benefits: Workers Compensation
	Workers Compensation and On the Job Accident Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Health, Safety & Labor Relationship Management
	Works Council Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Government Reporting
	Tax and Regular Government Reporting
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Government Reporting
	Business Data Processor
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Government Reporting
	DPA Registration and Permit Application (EU)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Health, Safety & Labor Relations Management
	Union Membership Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Legal
	Employee Related Litigation Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Payroll & Contract Administration
	Employee Contract

Administration
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Permissions Management for Business Marketing
	Permissions Management for Marketing
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Privacy Management
	Processing Purpose, Legitimacy Conditions and Legal Basis Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Privacy Management
	Employee Preference Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Privacy Management
	Privacy Consent Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Privacy Management
	Trans-border Flow and Onward Transfer Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Procurement
	Vendor Contract Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Recruitment
	Acquire & Place Employees
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Recruitment
	Automated Decisioning Processes
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Recruitment
	Conduct Criminal, Background or Credit Checks
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Security & Risk Management
	Fraud Management and Investigations 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Security & Risk Management
	Insider Trading Monitoring and Administration
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Security & Risk Management
	Network Traffic Analysis
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Security & Risk Management
	Physical Plant Monitoring
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Security & Risk Management
	Secure Shipping or Secure Communications
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Security & Risk Management
	Security & Risk Management 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Security & Risk Management
	Security Access, Authentication, Authorization Administration
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Strategy, Planning, Policy Procedure
	Disaster Recovery Planning & Execution
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Strategy, Planning, Policy Procedure
	Merger and Acquisition
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Strategy, Planning, Policy, Procedure
	Strategy, Planning, Policy, Procedure
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Competency, Performance, Career & Succession Management
	Employee Career Planning
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Training & Career Development
	Skill Assessment Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Travel & Expense Management
	Employee Expense Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Travel & Expense Management
	Verification of reimbursable expenses and/or monitoring of employee activity 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Administration & Self-Service
	Directory Services Maintenance
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Administration & Self-Service
	Employee Customer Service
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Administration & Self-Service
	Employee Information Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Budgets Planning & Administration
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Company Reorganization and Reassignments
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Diversity Reporting
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Employee Management Metrics
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Employee Relations
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Organizational Performance* Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Organizational Planning & Design
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Organizational Planning & Design
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Workforce & Risk Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


Table 3 – 2007 Ponemon Institute/Littler study, Workplace Survey on the Privacy Age Gap
Columns 3 through 15 reflect employee views that the business activity would represent a privacy violation.  

	Business Process Category
	Summary Business Purpose/Process
	Employer use of GPS tracking for discipline
	Employee disciplined for company critical blog post
	Employee disciplined for non-company personal blog
	Employee disciplined-  blog posting  unlawful personal conduct
	iPod allowed in workplace with unannounced searches
	iPod banned from workplace
	Employer monitors company social network web site
	Potential employer checks social network website before hiring
	Cell phones with cameras banned from workplace
	Employer provides cell phone w/camera for work – subject to searches
	Employer monitors e-mail and internet use on company network
	Employer require access to all e-mail accounts used for company business
	Employer permits access to sensitive trade secret with microchip imbedded
	Complain to supervisor for privacy violation
	Complain to family/friend for privacy violation
	Write in personal bog for privacy violation
	Write in another person’s blog for privacy violation
	Contact an attorney for privacy violation
	Sue employer for privacy violation
	Find another job due to privacy violation

	Employee On-Boarding and Ongoing Compliance and Facilities Management
	Employee Orientation Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Employee  Information Management
	Information Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Privacy Management
	Notice & Awareness
	
	
	
	
	68%
	
	
	
	
	59%
	
	48%
	
	
	
	
	
	
	
	

	Compliance & Audit
	Statutory Compliance Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Health, Safety & Labor Relationship Management
	Safety Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Government Reporting
	External Employee Investigations
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Payroll & Contract Administration
	Payroll Processing
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Training & Career Development
	Job Related Training
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Competency, Performance, Career & Succession Management
	Employee Performance* Counseling
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Communica-tions
	Employee Communica-tions Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Business Marketing Product Development
	Product Marketing Program Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Privacy Management
	Access & Recourse Process
	
	
	
	
	
	
	
	
	
	
	
	
	
	57%
	35%
	13%
	14%
	13%
	14%
	21%

	Security & Risk Management 
	Employee Monitoring and Network Traffic Analysis
	
	77%
	80%
	70%
	
	
	82%
	
	
	
	38%
	
	
	
	
	
	
	
	
	

	Security & Risk Management
	Security Monitoring (Video and Electronic Surveillance)
	
	
	
	
	
	
	
	
	
	
	
	
	93%
	
	
	
	
	
	
	

	Benefits: EAP
	Employee Assistance Process
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Benefits: Health Plan Management
	Health Plan Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Benefits: Supplemental Benefits Admin 
	Supplemental Benefits Administration
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Benefits: Supplemental Benefits Admin 
	Third Party Benefits Program Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Benefits: Supplemental Benefits Admin
	Employee Legal Services
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Benefits: Supplemental Benefits Admin
	Third Party Financial Services Program Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Business Marketing Execution
	Business Marketing Execution
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Business Marketing Product Analysis
	Company Product Specific Analytic Processes 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Business Marketing Product Analysis
	Third Party Marketing Program Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Business Sales
	Business Specific Sales Processes
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Business Service
	Business Specific Service Processes
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Communica-tions
	Knowledge Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Community Service Programs
	Contribution Management 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Compensation Management
	Compensation Management and Administration
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Competency, Performance, Career & Succession Management
	Mentoring Program
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Competency, Performance, Career & Succession Management
	Student and Intern Program Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Competency, Performance, Career & Succession Management
	Succession Planning & Training
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Compliance & Audit
	Auditing
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Compliance & Audit
	Oversight of Political and Outside of Work Activities
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Policy Commitment Management 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Competency, Performance, Career & Succession Management
	Employee Performance* Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Equipment Provisioning
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Facilities Management
	
	
	
	
	
	77%
	
	
	66%
	
	
	
	
	
	
	
	
	
	
	

	Employee On-boarding and Ongoing Compliance and Facilities Management
	Locator Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Competency Performance Career & Succession Management
	Outplacement Services 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Competency, Performance, Career & Succession Management
	Time Management & Reporting
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Benefits: Workers Compensation
	Workers Compensation and On the Job Accident Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Health, Safety & Labor Relationship Management
	Works Council Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Government Reporting
	Business Data Processor
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Government Reporting
	DPA Registration and Permit Application (EU)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Government Reporting
	Tax and Regular Government Reporting
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Health, Safety & Labor Relations Management
	Union Membership Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Legal
	Employee Related Litigation Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Payroll & Contract Administration
	Employee Contract

Administration
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Permissions Management for Marketing
	Permissions Management for Marketing
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Privacy Management
	Processing Purpose, Legitimacy Conditions and Legal Basis Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Privacy Management
	Employee Preference Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Privacy Management
	Privacy Consent Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Privacy Management
	Trans-border Flow and Onward Transfer Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Procurement
	Vendor Contract Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Recruitment
	Acquire & Place Employees
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Recruitment
	Automated Decisioning Processes
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Recruitment
	Conduct Criminal, Background or Credit Checks
	
	
	
	
	
	
	
	71%
	
	
	
	
	
	
	
	
	
	
	
	

	Security & Risk Management
	Fraud Management and Investigations 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Security & Risk Management
	Insider Trading Monitoring and Administration
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Security & Risk Management
	Network Traffic Analysis
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Security & Risk Management
	Physical Plant Monitoring
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Security & Risk Management
	Secure Shipping or Secure Communications
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Security & Risk Management
	Security & Risk Management 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Security & Risk Management
	Security Access, Authentication, Authorization Administration
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Strategy, Planning, Policy Procedure
	Disaster Recovery Planning & Execution
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Strategy, Planning, Policy Procedure
	Merger and Acquisition
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Strategy, Planning, Policy, Procedure
	Strategy, Planning, Policy, Procedure
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Competency, Performance, Career & Succession Management
	Employee Career Planning
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Training & Career Development
	Skill Assessment Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Travel & Expense Management
	Employee Expense Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Travel & Expense Management
	Verification of reimbursable expenses and/or monitoring of employee activity 
	71%
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Administration & Self-Service
	Directory Services Maintenance
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Administration & Self-Service
	Employee Customer Service
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Administration & Self-Service
	Employee Information Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Budgets Planning & Administration
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Company Reorganiza-tion and Reassignment
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Diversity Reporting
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Employee Management Metrics
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Employee Relations
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Organizational Performance* Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Organizational Planning & Design
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Organizational Planning & Design
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Workforce Management
	Workforce & Risk Management
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


� Employees rate performance, time reporting, work history and home address & family information as highly sensitive or sensitive, where these are not on the major list of protection from identity theft and harm from the business’s perspective


� The Leahy Security and Privacy Act of 2007 includes a combination of address and mother’s maiden name; address and online id/password; birth date in the definition of SPI (verify)


� Reference the EDS Ponemon Institute study of 2004, where individuals would not release their SSNs, but would release most of the other information that would contribute to identity theft, such as driver’s license.
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