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Employee Information to Business Observations Matrix

Information:
· Consider or anticipate what information will become SPI so that one does not depend on it so heavily that major processes must be re-architected
.
· Do not keep SPI that one does not have to keep; offload the risk to another entity, but put in place security breach notification, incident management protocols and vendor audits as part of the contract and initial/ongoing implementation.
Process:

· Address the management of PI/SPI consistently, integrating the health care implementations in the U.S. with the information privacy implementations, if separate
.
· Consider both paper and electronic information in scope for your information management security program.
· Safeguard PI/SPI of family members as well as employees.
· Collect, store, use, share, distribute, and/or trans-border flow for access only the minimum PI/SPI needed to fulfill the task or activity.
· Safeguard PI/SPI commensurate with its sensitivity or ability if lost to cause harm.  The higher the sensitivity the higher the safeguards. 
Policy:

· Consider a consistent hiring process globally that is as free from discrimination as possible and perhaps takes a “labor law high road approach,” thus achieving common processes globally that are not only more efficient, but also is supportive of a company’s commitment to corporate social responsibility.  
· Address the differences between what employees see as sensitive and employers see as sensitive, especially individual location, family, performance and salary information, which are viewed as SPI by employees.
· Consider the impact and use of certain PI/SPI pieces of information now readily available due to technology such as photos, GPS, RFID and emerging information, such as biometric information and other information from blogs, Facebook, etc., and from searches.
Note:  The key column refers to importance of the information category/element

	Information Category
	Information Elements
	Key
	Business Observations

	Personal
	Employee Place of Birth
	(
	Ultimately will be SPI and part of an identity theft piece of information

	Sensitive- Benefits*
	Benefits Usage
	(
	This information would include SPI

	Sensitive- Background 
	Background Data
	(
	SPI; Part of the hiring process; Perhaps should not be kept by the hiring entity

	Sensitive- Background
	Criminal arrests or convictions
	(
	SPI; Part of the hiring process; Perhaps should not be kept by the hiring entity

	Sensitive- Background
	Judgments in civil cases
	(
	SPI; Part of the hiring process; Perhaps should not be kept by the hiring entity

	Security
	Digital Certificate or “Site Key”
	(
	SPI; Part of security information

	Security
	Electronic Signatures
	(
	SPI; Part of security information

	Security
	Logon Ids
	(
	SPI; Part of security information

	Security
	Passwords
	(
	SPI; Part of security information

	Security
	System Access Authorizations 
	(
	SPI; Part of security information

	Security
	Corporate System Audit Log History
	(
	SPI; Part of an investigation

	Sensitive Benefits*- Financial 
	Expense Reports
	(
	SPI; Credit Card and Bank Number information

	Sensitive- Discrimination
	Height, Weight, Hair Color, Skin Color, Color Blind
	(
	SPI; Could be part of the hiring process; Contributing to discrimination

	Sensitive- E.U.
	Political Opinions
	(
	SPI; Could be part of the hiring process; Contributing to discrimination

	Sensitive- E.U.
	Race or Ethnicity
	(
	SPI; Could be part of the hiring process; Contributing to discrimination

	Sensitive- E.U.
	Religious or Philosophical beliefs
	(
	SPI; Could be part of the hiring process; Contributing to discrimination

	Sensitive- E.U.
	Sexual orientation
	(
	SPI; Could be part of the hiring process; Contributing to discrimination

	Sensitive-E.U.
	Travel Preference (Religious)
	(
	SPI; Could be part of the hiring process; Contributing to discrimination

	Sensitive-E.U.
	Travel Restrictions (Health)
	(
	SPI; Could be part of the hiring process; Contributing to discrimination

	Sensitive- Personal*
	Home Telephone #, Cell Phone#, Pager #, Phone # of Friends or Family for use during the job search
	(
	SPI soon or could contribute to harm coming to an employee/family

	Sensitive- Discrimination
	Dependent date(s) of Birth
	(
	SPI soon or could contribute to harm coming to an employee/family

	Sensitive- Discrimination
	Family Member Information (name, address, age, benefits, etc.)
	(
	SPI soon or could contribute to harm coming to an employee/family

	Sensitive- Personal*
	Travel Preferences
	(
	SPI soon

	Sensitive- Personal*
	Travel Restrictions
	(
	SPI soon

	Work Information
	Leave of Absence Data
	(
	SPI could include health information

	Sensitive- Personal*
	Project and Time Information
	(
	SPI could include health information

	Work Information
	Termination Reason
	(
	SPI could include health information

	Work Information
	Time Off Data
	(
	SPI could include health information

	Work Information
	Time Off Information
	(
	SPI could include health information

	Sensitive- Health
	Dependent Health Claims
	(
	SPI and could contribute to discrimination

	Sensitive- Health
	Disability history or current status
	(
	SPI and could contribute to discrimination

	Sensitive- Health
	Disability Requirements
	(
	SPI and could contribute to discrimination

	Sensitive- Health
	Employee Health Claims
	(
	SPI and could contribute to discrimination

	Sensitive- Health
	Employee Physical Records
	(
	SPI and could contribute to discrimination

	Sensitive- Health
	Fitness Records
	(
	SPI and could contribute to discrimination

	Sensitive- Health
	Genetics & DNA
	(
	SPI and could contribute to discrimination

	Sensitive- Health
	Health or Medical Information
	(
	SPI and could contribute to discrimination

	Sensitive- Health
	Leave of Absence Reason
	(
	SPI and could contribute to discrimination

	Sensitive- Health
	On-site Medical Information
	(
	SPI and could contribute to discrimination

	Sensitive- Health
	Special Needs (holiday or work environment related needs such as wheel chair accessible)
	(
	SPI and could contribute to discrimination

	Sensitive- Health
	Workers Compensation Information (from on the job accident)
	(
	SPI and could contribute to discrimination

	Work History
	CV or Resume (as written, annotated or redacted by recruiter)
	(
	SPI and can contribute to Identity Theft plus inappropriate comments by recruiter

	Sensitive- Financial
	Bank Account #s
	(
	SPI and can contribute to Identity Theft

	Sensitive- Financial
	Company Issued Credit Card 
	(
	SPI and can contribute to Identity Theft - But company has right a right to this data and needs to manage it.

	Sensitive- Financial
	Credit Card Number(s)
	(
	SPI and can contribute to Identity Theft

	Sensitive- Financial
	Financial data, such as credit rating and assets and liabilities
	(
	SPI and can contribute to Identity Theft

	Sensitive- ID
	Driver’s License #
	(
	SPI and can contribute to Identity Theft – Company should only collect if required (for example for use of a company car)

	Sensitive- ID
	National ID Number(s)
	(
	SPI and can contribute to Identity Theft

	Sensitive- ID
	Passport number
	(
	SPI and can contribute to Identity Theft

	Sensitive- ID
	Personal Vehicle License #
	(
	SPI and can contribute to Identity Theft

	Sensitive- ID
	Social Security Number(s)
	(
	SPI and can contribute to Identity Theft

	Sensitive- Potential
	Employee Day, Month and Year of Birth
	(
	SPI and can contribute to Identity Theft

	Sensitive- Potential
	Home Address(es)
	(
	SPI and can contribute to Identity Theft

	Sensitive- Potential
	Identifiers (Biometrics - Finger Prints, Retinal images, and other Biometrics)

	(
	SPI and can contribute to Identity Theft

	Work History
	CV or Resume (as written by applicant)
	(
	SPI and can contribute to Identity Theft

	Work History
	Security Clearance (Government)
	(
	SPI and can contribute to Identity Theft

	Sensitive- Monitoring
	Employee Monitoring Information IT Usage 
	(
	PI and may need to be protected according to E.U. law

	Sensitive- Monitoring
	Employee Monitoring Information Informed Testing
	(
	PI and may need to be protected according to E.U. law

	Sensitive- Monitoring
	FTP History of Files Sent & Received
	(
	PI and may need to be protected according to E.U. law

	Sensitive- Monitoring
	Internet Usage
	(
	PI and may need to be protected according to E.U. law

	Sensitive- Monitoring
	Physical Monitoring
	(
	PI and may need to be protected according to E.U. law

	Sensitive- Monitoring
	System Audit Logs
	(
	PI and may need to be protected according to E.U. law

	Sensitive- Monitoring
	Email History, both Business and Personal 
	(
	PI & personal email in business email may need to be protected according to E.U. law

	Personal
	Personal Demographics
	(
	Perhaps will contain PI that would violate a diversity or labor law in some country

	Sensitive- Discrimination
	Dependent name(s)
	(
	Perhaps could contribute to harm coming to an employee/family

	Sensitive- Background
	Employee Investigations 
	(
	Part of an investigation

	Work Information
	Grievance Information
	(
	Part of an investigation

	Work Information
	Voice Recordings
	(
	Part of an investigation

	Work Information
	Work Cell Phone # and records
	(
	Part of an investigation

	Work Information
	Work Telephone # and records
	(
	Part of an investigation

	Sensitive- Performance*
	Administrative sanctions
	(
	Intended to be private between manager and employee

	Sensitive- Performance*
	Business Conduct Infraction 
	(
	Intended to be private between manager and employee

	Sensitive- Performance*
	Discipline Information
	(
	Intended to be private between manager and employee

	Sensitive- Performance*
	Violation History, both manual & electronic
	(
	Intended to be private between manager and employee

	Sensitive- Performance*
	Employee potential insider actions, such as actual & intent of stock sale
	(
	Intended to be a private corporate investigative matter

	Sensitive- Performance*
	Family Member potential insider actions, such as actual & intent of stock sale
	(
	Intended to be a private corporate investigative matter

	Sensitive- Discrimination
	Employee Photographs
	(
	Could be part of the hiring process; Contributing to discrimination

	Sensitive- Discrimination
	Immigration Status
	(
	Could be part of the hiring process; Contributing to discrimination

	Sensitive- Discrimination
	Marital Status 
	(
	Could be part of the hiring process; Contributing to discrimination

	Sensitive- Discrimination
	National Origin
	(
	Could be part of the hiring process; Contributing to discrimination

	Sensitive- Government
	Restricted Parties List
	(
	Could be part of the hiring process; Contributing to discrimination

	Sensitive- Benefits*
	Benefit Choices 
	
	This choice could indicate dependants

	Sensitive Benefits*- Financial
	Salary Plan
	
	Sensitive to the employees if discovered and would create hard feelings

	Sensitive Benefits*- Financial
	Salary & Compensation
	
	Sensitive to the employee

	Sensitive- Performance*
	360 Reviews of Employees from Management & Peers
	
	Sensitive to the employee

	Sensitive- Performance*
	Development Plan
	
	Sensitive to employee

	Sensitive Benefits*- Financial Exec
	Bonus & Stock Options and History
	
	Often public knowledge in the annual report

	Sensitive Benefits*- Financial Exec
	Executive Benefits Information
	
	Often public knowledge in the annual report

	
	
	
	

	Sensitive Business*-  Contact
	Name, Business Phone, Fax, Email Address & Business Address
	
	

	Sensitive- Performance*
	Achievement Awards
	
	

	Sensitive- Performance*
	Incentive Awards
	
	

	Sensitive- Performance*
	Key Accomplishments and Awards
	
	

	Sensitive- Performance*
	Key Objectives
	
	

	Sensitive- Performance*

	Performance Monitoring Information
	
	

	Sensitive- Performance*
	Performance Plan
	
	

	Sensitive- Performance*
	Performance Potential Rating
	
	

	Sensitive- Performance*
	Performance Rating History
	
	

	Personal
	Charitable Contributions 
	
	

	Personal
	Citizenship
	
	

	Sensitive- Personal* 
	Consent
	
	

	Personal
	Country of Residence
	
	

	Sensitive- Personal*
	Emergency Contact
	
	

	Personal 
	Employee Vehicle Information
	
	

	Personal 
	Employee Videos
	
	

	Personal
	Gender
	
	

	Sensitive- Personal*
	Hobbies
	
	

	Personal
	Name
	
	

	Personal
	Patent Information 
	
	

	Sensitive- Personal*
	Political Action Contribution (PAC) Participation
	
	

	Personal
	Permissions
	
	

	Personal
	Professional Organization Affiliation
	
	

	Personal
	Publications
	
	

	Personal
	Shopping and Buying Patterns
	
	

	Sensitive- Personal*
	Veteran Status
	
	

	Sensitive- Personal*
	Home E-mail Address
	
	

	Public or Semi-Public Information
	Profile Information
	
	

	Recruiting
	Automated “Decisioning” Information 
	
	

	Security
	Building Access Designation
	
	

	Work Equipment
	Employee Company Assets 
	
	

	Work Equipment
	Miscellaneous Employee Equipment
	
	

	Work History
	Competencies
	
	

	Work History
	Education, Grades and Transcripts
	
	

	Work History
	Employee References
	
	

	Work History
	Employee Volunteer & Network Affiliations
	
	

	Work History
	Employment Application
	
	

	Work History
	Ergonomic Information
	
	

	Work History
	IQ and Language Skill Test Scores (SAT, etc.)
	
	

	Work History
	Job History
	
	

	Work History
	Job Title
	
	

	Work History
	Language Proficiencies
	
	

	Work History
	Patent Information/Records
	
	

	Work History
	Resume
	
	

	Sensitive- Personal*
	Salary History 
	
	

	Work History
	Service Usage Data
	
	

	Work History
	Test Scores for company administrated tests
	
	

	Work History
	Trade Association Membership
	
	

	Work History
	Training Classes – Professional Accreditation
	
	

	Work History
	Training Classes Taken
	
	

	Work Information
	Anniversary Date and Years of Service
	
	

	Sensitive- Personal*
	Billable Hours to Clients
	
	

	Work Information
	Company Employee ID#
	
	

	Work Information
	Company Vehicle Assignments
	
	

	Work Information
	Company Vehicle Field Records
	
	

	Work Information
	Corporate Library Records
	
	

	Work Information
	Cost Center
	
	

	Work Information
	Employee Online Calendar
	
	

	Work Information
	Employee Surveys
	
	

	Work Information
	Exit Interview Information
	
	

	Work Information
	Flexible Work Arrangements
	
	

	Work Information
	Hire Date
	
	

	Work Information
	Job Code
	
	

	Work Information
	Job Grade
	
	

	Work Information
	Exempt vs. Non-Exempt
	
	

	Work Information
	Job Requisitions, Open Positions and Vacancies
	
	

	Work Information
	Organizational data
	
	

	Work Information
	Project Billing Information
	
	

	Work Information
	Purchase History
	
	

	Work Information
	Real Estate
	
	

	Work Information
	Supervisor Name
	
	

	Work Information
	Tax Information Company
	
	

	Sensitive- Personal*
	Tax Information Individual
	
	

	Work Information
	Termination Date
	
	

	Sensitive- Personal*
	Travel Plans
	
	


*These data categories were originally not designated as ‘sensitive’ but re-categorized as a result of the employee responses in the 2006 Ponemon Institute study, Americans’ Perceptions about Workplace Privacy and the 2007 Ponemon Institute study, Workplace Survey on the Privacy Age Gap.
� For example, the healthcare system in the U.S. has moved away from SSN as an authentication tool to birth date. Birth date will soon become SPI, forcing those that have implemented such processes to re-architect their systems and processes again. 


� Ensure that a comprehensive data flow of PI/SPI is performed for employee information that includes all external entities and all internal processes.  Consider all of the various departments within your company as part of your cross-functional team.  Consider how to integrate all of the regional and global units to provide a global flow, not just a corporate flow or a single country flow of employee PI/SPI.  Include the exception processes such as fraud management, investigations, SOX controls, project management in IT and the Business communities and all of the major lines of business areas plus the support units of IT, Legal, Marketing, Sales, Product Development, Compliance, Audit, HR, Communications, Training, Security, Procurement, Corporate Affairs, PR, Government Affairs, Operations Management from various areas.


� In Article 29 – Data Protection Working Party – Working document on biometrics adopted on 1 August 2003, physical and physiological-based techniques which measure the physiological characteristics of a person and include: fingerprint verification, finger image analysis, iris recognition, retina analysis, face recognition, outline of hand patterns, ear shape recognition, body odor detection, DNA pattern analysis and sweat pore analysis, etc.  However, DNA pattern analysis is footnoted that the generation of a DNA profile in real time as an authentication tool seems not currently possible. 
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