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Employee Information to Law Matrix
This table identifies connections with employee information and categories of law.  The check mark in the cell means that there is a connection between the information element and this category of law (see Legend at the end of the file for a description of categories of law).  It may mean that the law affects or impacts the use of the information, such as a labor law may prevent for example the use of race during hiring. A privacy law may affect the use of an email address for marketing if the individual has not given permission to receive marketing material.  It may also mean that the information triggers some element of the law, for example, a foreign national (aka their nationality) may not be able to have access, under the export laws to certain government information. An E.U. citizen may not be required to be provided with an E.U. Ethics Hotline, rather than a U.S. ethics hotline, because of the E.U. Article 29 Data Protection Working Party WP 117 opinion issued 1 February 2006.

Employee Information to Law Summary Findings and Observations:

Information:

· All information categories and associated information elements are subject to laws governing access through anti-terrorism laws, access rights and complaint process laws, restrictions on cross-border transfer laws, minimum and maximum retention requirement and schedule laws, and restrictions on secondary usage laws.  

· Labor laws touch many information categories including performance, personal, sensitive background and discrimination related information, sensitive health information, work history and current work information.

· It is the labor laws that often differ by jurisdiction.  These differences have often been accommodated by local procedures and implementation rather than common global procedures and implementations.  This allows some employment practices to be rather rigorous where there are laws and other employment practices to favor businesses where there are fewer labor laws. 

· Security protection laws address not only system based PI and SPI, but also sensitive background, discrimination, financial and health information on paper as well as electronic.  

· Privacy training laws are primarily applicable to several information elements in sensitive-discrimination information category and sensitive-health information category.

· Export laws apply to protecting the export of military personnel by protecting the export of their military history and classification.


Process:

· It would benefit business to review its operational and information practices across its jurisdictions to discover just how different the processes are or are not. 

· Laws that limit certain processing (especially secondary processing) without permission are primarily applicable to information categories such as sensitive-EU sensitive information, sensitive-financial and sensitive-health information.  This correlates closely to employee needs to provide permission before information elements such as sensitive-financial and sensitive-health to are used for a new purpose.


Policy:

· Due to the increase in losses of PI and SPI in the U.S., Canada and Japan in 2005/2006 and to the rise in identity theft many countries will develop and implement security protection and breach notification laws that help protect individuals from the loss of PI/SPI that contributes to information that leads to identity theft.

· Over time the definition of SPI as it relates to identity theft will expand from what it is today, which includes SSN, bank number, credit card number, genetic information, biometric identifiers or driver’s license information in conjunction with name to include birth date, other government issued ids, address plus maiden name to name a few options.

· As the definitions of SPI expand, so will the limitations on use of certain PI/SPI without permission.  Also, the requirement for additional security will expand as well.

· The definition of secondary use as it relates to the privacy notice is critical.  It is important to note that most companies state explicitly in their privacy notification the full primary purpose, making the need for permissions for additional secondary use(s) less important.   

· The e-Discovery process in the U.S. creates a dilemma regarding adhering to regulations outside of the U.S.  For example, in the EU citizens are allowed private use of company email under certain circumstances.  This part of the email is to be free from employee monitoring and discovery for litigation purposes.  The current processes that extract, load and then search documents in the e-Discovery process do not provide the capability refrain from extracting the personal emails of EU citizens.  The U.S. law requires that it is all discoverable, thus creating a dilemma.  The same is true relative to employee monitoring.

· Employee monitoring will expand from potentially phone usage, to email and internet usage to perhaps vehicle tracking, file transport tracking, video monitoring to tying it all together in some integrated monitoring form.

· Works councils in the EU can delay implementation of new policy for many, many months.  They can also demand changes to policy that would be difficult to adhere and can create regulatory requirements that are unreasonable.
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	Information Elements
	1. Labor Laws
	2. Export Laws
	3. Security Breach & ID Theft Laws
	4. Anti Terrorism Laws
	5. Notice & Consent
	6. Access & Complaints
	7. Marketing Permissions
	8. Ethics & SOX Hotlines
	9. Employee Monitoring
	10. Limits on Processing
	11. Security Protections
	12. Restrictions on X-Border Transfers
	13. 3rd Party Data Sharing Restrictions
	14. Privacy Training
	15. Accountability & Admin Requirements
	16. Retention Requirements
	17. Occupational Safety
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	19. Works Councils (E.U.)
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*These data categories were originally not designated as ‘sensitive’ but re-categorized as a result of the employee responses in the 2006 Ponemon Institute study, Americans’ Perceptions about Workplace Privacy and the 2007 Ponemon Institute study, Workplace Survey on the Privacy Age Gap.
Legend:

1. Labor Laws: Laws governing the full spectrum of the HR processes including those that address the rights of works counsels and those of labor unions

2. Export Laws: Laws governing the restrictions over the export of intellectual property or government secrets from one jurisdiction to another

3. Security Breach and ID Theft Laws: Laws that relate to information that identifies a security breach or forensic information that relates to information that helps discover the root cause of the security breach or the subsequent identity theft.
4. Anti-Terrorism Laws: Laws that allow access to personal information as a part of an anti-terrorism initiative.
5. Notice and Consent: Notices To Data Subjects and Obtaining Consent From Data Subject

6. Access and Complaints: Laws that relate to the information that would be available under the access rights or the complaints processes.

7. Marketing Permissions: Laws that provide the ability of the individual to state a preference or permission for marketing activities or purposes.

8. Ethics & Sox Hotlines: Laws that govern the locations of these hotlines and the functions available at these locations.

9. Employee Monitoring: Laws that govern the employee’s right to privacy and the employers right to monitor

10. Limits on Processing: Laws that limit certain processing without permission, such as secondary use of personal information, the use of SSN/SIN for new purposes, the restrictions under certain law governing health information, automatic decisions in the hiring process and fair credit decisions.

11. Security Protections: Laws requiring a higher standard of protection over certain data that is more sensitive than other personal information.

12. Restrictions on Cross-Border Transfers: Laws governing restrictions over trans-border flows of information

13. 3rd Party Data Sharing Restrictions: Laws governing the sharing of personal information with 3rd Parties

14. Privacy Training: Laws governing required privacy training

15. Accountability & Audit Requirements: Laws requiring accountability for complaint tracking, audit, incident response, DPA registrations and permit processing and works council notification and review

16. Retention Requirements: Laws governing the minimum and maximum retention requirements for retaining employee information

17. Occupational Safety: Laws governing safety in the workplace

18. Secondary Usage: Laws governing new uses of personal information beyond what was contained in the notification to the individual

19. Works Council (E.U.): Laws governing the rights of works councils and their effect on cross border flows of information
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