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Document Audience/Purpose

The Oasis Provisioning Services Technical Committee (PSTC) will be the primary audience for this document. This document attempts to describe some of the general provisioning related business scenarios. It is not a Use Case document, nor is it a technical document. It is expected to be one of the many inputs used for writing the actual SPML Use Cases.

What is Included/Not Included?

This document doesn’t attempt to define provisioning or the scope of identities and resources. It presents information relevant to understanding the Services Provisioning space: Identities like a Syndicator and a Customer (the “System” as an Identity is not covered here); deployment Models; Services and their Structure; and Rules-based Provisioning. The various Provisioning Actions are then explained with brief notes on the data that might be involved and the results of the Actions. 

Questions/Comments

Please post them to the PSTC list or send an email to aranthidevan@jamcracker.com.

1. Provisioning Identities and Models

1.1. Identities

Identities are entities that get provisioned for a Service. Some of the key identities are:  

· Syndicators [These are organizations that create a Services Marketplaces, and provide aggregated and single-point access to various ASP and other Services.]

· Customers [the organizations that consume the Service]

· Service Providers [the Customers’ IT Departments, ASPs, MSPs, etc.]

· Users
· Systems 
· Others…

This document refers to an organizational entity as a Company from this point forward. An example of two kinds of Company Identities and their composition is shown in the figure below. 
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Figure 1: Example of Organizational Entities

1.2. Deployment Models

Provisioning systems could be internal to a Company, internal to a Service Provider, or even an independent hosted service. 

1.2.a. Company Internal Provisioning System

A provisioning system could be completely internal to a Company – used for managing provisioning to various internal systems (resources like DB, OS, ERP, Web Applications, Email, and so on). 

1.2.b. Service Provider (ASP) Internal Provisioning System

A Service Provider, especially a hosted ASP would need a provisioning system by which they can manage a multi-tenant environment and provision a variety of Identities (mainly Customers and Users) to their own Services (multiple resources/services). Note that in multi-tenant environments, many Customers use the same instance of the Service.

1.2.c. Hosted Provisioning Service

A particular Service Provider may wish to provide a hosted “Provisioning Service” – which other Companies could use to fulfill and manage their provisioning requirements. For example, a Company could use such a hosted service to provision their Users to various ASPs. This could even be part of a larger UDDI repository where any WebService could use the hosted provisioning system to fulfill various provisioning related tasks.

A multi-tenant provisioning model is what this document considers. Organizational Identities like Syndicators and Customers form part of this model – where multiple such Identities use the System.

2. Services and Their Structure

2.1. A Service ‘Model’

Services are not simple entities. Since there could be a wide variety of services, it is essential to have a mechanism by which we can describe and configure a Service. The figure below presents an example:
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Figure 2: Example of Service Configuration

I have selected the term ‘Service Name’ to be the central tenet of any Service. One could look at it as having two sets of properties. 

The first set (on the left in the figure above) is the defining properties: like who provides the Service, who’s the Manufacturer, what’s the Brand, and so on. The second set (on the right in the figure above) is the qualifying properties: what attributes does the Service have, what values do these attributes contain, what are the Service options, does the Service have add-ons, and so on. 

We’ve found that a model like the example above has been able to describe all the Services we’ve encountered over the last two years. 

2.2. Defining Properties of a Service

The easiest way to explain the various defining properties of a Service is to take an example. Let’s consider email, which all of us are familiar with. Let’s assign a Service Name to this – let’s call it the “Email Service.”

The table below considers the Email Service and two possible sets of Service defining properties:

Table 1: Example of Defining Properties of a Service

	
	Set #1
	Set #2

	Service Name:
	Email Service

	Service Type:
	Email
	Email

	Service Provider:
	Tom Riddle, Inc.
	Sirius Black, Inc.

	Service Provider’s Brand:
	Tom’s eMail
	Sirius’s Email

	Manufacturer:
	Microsoft Corporation
	Microsoft Corporation

	Manufacturer’s Service/ Product Name & Version:
	Exchange 2000
	Exchange 5.5


2.3. Qualifying Properties of a Service

Qualifying Properties of a Service can be classified as Attributes, Options, and Add-Ons. Attributes are usually inherent to the Service and have Values associated with them. Options usually denote customized specifications, and Add-Ons are usually perfunctory to the Service. 

Email has certain Attributes like a Post-Office Size and Mailbox Size. The Service Provider, Sirius Black, Inc., could offer various Post-Office Sizes (like 1GB, 5 GB, 20 GB, 100 GB, etc.) and various Mailbox Sizes (like 10 MB, 20 MB, 100 MB, etc.). Sirius Black could also categorize its Email Service into three Options: Gold, Silver, and Bronze – based on the SLA or Customer Support parameters. Options could also be a mechanism to group various Values of the Attributes being offered. Gold Email could offer unlimited Mailbox Sizes, while Bronze Email may restrict this to a few sizes only. The figure below presents an example:  
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Figure 3: Options & Attributes: Example

Add-Ons are usually perfunctory or even unrelated to a Service, but offered along with it. For example, a “weekly newsletter” along with Email from Sirius Black, Inc. could be viewed as an Add-On. 

2.4. Relationship Among Qualifying Properties

With most Services, the various Attributes, Options, and Add-Ons have relationships among them. Some of these could be mutually exclusive, while others could stipulate a must-have-this-with-that rule. For example, a Service Provider of Online Backup Service could decide that there are four Options: Gold, Silver, Bronze, and Brass; and that an Identity cannot have both the Bronze and Brass Options at the same time.
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Figure 4: Relationships Among Options: Example

These relationships could be very complex – they could specify which Values of one Attribute can coexist with which Values of another Attribute; when an Add-On is available or not; and which Option or Attribute-Value must be included with some other selection. 

2.5. Service Offers

A Service Offer is similar to a SKU – the unique combination of a Service Name with its defining and qualifying properties. For example, Microsoft Exchange 2000 Email Service from Sirius Black, Inc. could have numerous Service Offers – each a unique combination of a particular Mailbox Size and Mail Archival Time (10 MB & 1 year; 10 MB & 2 years; 20 MB & 1 year; 20 MB & 2 years; and so on). 

In many cases, it will not be possible to exhaustively list all the Service Offers – since there may not be a limit to the Values that an Attribute can take, or there may be too many combinations. For example, Sirius Black, Inc. may offer Mailboxes in increment of 10 MB – without any particular upper limit (as long as the Customer is willing to pay for it). Hence it is important to note that a System may not necessarily have a complete pre-defined list of Service Offers.

This document uses the term Service Offer from this point forward to denote a Service with a specific combination of defining and qualifying properties.

2.6. Service Offers and Service Provisioning

Usually, an Identity is provisioned to a defined Service (with specific defining properties identified). For example, company Acme could be provisioned to “Microsoft Exchange 2000 Email Service from Sirius Black, Inc.“ As part of this provisioning, the Company selects the Attribute-Values, Options, and Add-Ons that they’d like to have and/or provision their Users for. 

At the Company level, Acme may select to be provisioned for all available Mailbox Sizes and Archival Times, or may select only a few (if the Service Provider offers such a selection). Let’s say Tom Riddle, Inc. offers only five Mailbox Sizes: 10, 20, 40, 100, and 200 MB. Acme may decide that they’d like to offer their Users only a 20, 40, or 100 MB Mailbox. Hence, during Company provisioning, they will select only these three Attribute-Values. This will imply that Users of Acme can be provisioned only for a 20, 40, or 100 MB Mailbox.

No matter what Attribute-Values, Options, and Add-Ons are selected, the Identity can be considered as being provisioned for a defined Service, which in this example is something like “Microsoft Exchange 2000 Email Service from Sirius Black, Inc.”

2.7. Services and Association with Identities

Services could be specific to one or more Identities. Furthermore, the various Attributes, Options, and Add-Ons could also be specific to a particular Identity. 

We could have Company-Only Services that are applicable only at the Company-level, like: LDAP Directory Synchronization, VPN Setup, Resume Destruction Service, and so on. 

Most services are applicable at both Company and User-levels; however, certain Attributes may be relevant only at the Company or the User level. With an Email Service, for example, the Post-Office Size Attribute is relevant only at the Company Level. The table below presents a set of such associations as an example:

Table 2: Example of Service Association with Identities

	Service Offer & Identity Level
	Company
	User

	Company Only
	Only One per Company
	N/A

	
	Multiple per Company
	N/A

	Company & User Levels Only
	Only One per Company
	Only one per User

	
	Multiple per Company
	Only one per User

	
	
	Multiple per User


Note that these associations could be extended to any Identity – not just a Company and User as indicated in the example above.

3. Rules-Based Provisioning

Apart from the associations between the Services and Identities, provisioning itself could have various kinds of rules that govern actions.

3.1. Service for All Users of a Company

Consider a Customer that would like each of its Users to have an Email Account – no matter which Department or what Job Function the User is involved with. It should be possible for the Customer to create a rule to provision selected services automatically for all Users of the Company.

3.2. Self-Provisioning

It should be possible to determine against each Service whether it can be ordered directly by the Company (for Company Provisioning) as well as the User (for User Provisioning). In such cases, the identity (Company/User) should not have to request someone else for the Service, but should be able to provision it themselves.

3.3. Provisioning based on User’s Role

It should be possible to configure Rules such that Users who have a particular User Role are automatically provisioned for the selected Services. For example, one should be able to configure a Rule such that all Users with User Role ‘Department User’ are automatically provisioned for Service ‘Email with a 40 MB Mailbox.’ At the same time, another Rule could state that all Users with User Role ‘Department Head’ are automatically provisioned for Service ‘Email with a 100 MB Mailbox.’ 

3.4. Provisioning based on Organization Structure Types

It should be possible to configure Rules such that Users who belong to certain organizational structure type (like Divisions, Departments, Locations, Cost Centers, and so on) are automatically provisioned for the selected services. 

For example, Users of the “Finance Department” should automatically be provisioned for the “General Ledger Service,” while Users of the “Sales Department” should automatically be provisioned for the “Sales Force Automation” Service. 

Rules based on Locations are also very common. For example, Users in Europe should be automatically provisioned for the Peoplesoft-Europe HR Application, while Users in the USA should be automatically provisioned for the Peoplesoft-US HR Application.

3.5. Provisioning based on Employee Structure Types

It should be possible to configure Rules such that Users who have a particular Employee Title, belong to a particular Employee Status or Employee Type, or are part of a particular User Group are automatically provisioned for the selected services. 

For example, all Users with Employee Title ‘Vice President’ should be automatically provisioned to the Company Financials Application.

4. Provisioning Actions

4.1. Service Actions and Service Statuses

Provisioning consists of various Service Actions, including: Request, Provision, Activate, Suspend, Enable, and Delete. It is a ‘Service Action’ that starts the association or disassociation of a Service with an identity – could be a Syndicator, a Company, a User, etc.

We could further qualify these actions depending on the identity on which they are being performed – as a Syndicator Service Action, Company Service Action, a User Service Action, and so on. 

Along with Service Actions it may also be necessary to associate certain states with the process – from initiation of the action to its fulfillment. These ‘Service Statuses’ could include all those states that might be necessary to logically track the progress of a Service Action and take appropriate logic decisions based on them. Examples are: Inactive, Order-In-Progress, Provisioned, Active, Suspended, Trial, and so on.

4.2. Service Actions and Data Requirements

Each Service Action will require some generic information (like the Company Name, User Name, etc.) as well as some specific information (like the qualifying properties of the Service, etc.) stipulated by that particular Service and Service Provider. The table below presents an example of the kind of information associated with the various Service Actions:

Table 3: Example of Service Action and Data Requirements

	Information
	Comments

	General Company Information
	Information pertaining to Syndicators and Customers: Name, Address, Website URL, Telephone Number, and so on.

 

	General User Information
	If the Service pertains to one or more Users, information should include User Name, User ID, User’s Contact Information, and so on.

 

	Service Specific Information
	Information specific to the Service: the defining and qualifying properties like Service Provider, Service Offers, and so on. There could be at both the Company and the User levels.



	Administrative Information
	It is usually critical to capture information pertaining to the User who initiates the Service Action (for logging and audit purposes), the Date and Time of Action, and so on.




Each Service will have its set of data requirements that’ll differ by the Identity that is being provisioned. Collection of this Data, especially those for a large number of Users could be a time consuming process. There could be mechanisms of allowing Users to enter the data themselves and also to bulk-load the data.

4.3. Managing the Provisioning Process

Every Provisioning Action is similar to an Order – with its own life cycle. There should be a mechanism to create orders for each Provisioning Action and then track and manage these orders to fulfillment. Many provisioning processes could take a while to be fulfilled, and it should be possible to assign and manage such “In Progress” Statuses so that appropriate business logic can ensure that the same provisioning order is not repeated while it is being processed.

4.4. Service Actions and Notifications

Since Provisioning directly impacts Customers and Users, and their ability to use (or not use) one or more Services, ability to configure and send email notifications during various stages of the process is important. 

5. Company Service Actions

Service Actions taken on the Company Identity are termed ‘Company Service Actions.’ These include: Request, Provision, Activate, Suspend, Enable, and Delete. Note that the Service Statuses, Data Requirements, Service Process, and Notifications – briefly indicated in the previous section – are applicable to each of these Company Service Actions.

5.1. Request for Service

If a Company wants to order a Service they don’t have, they should either be able to do it themselves (via an API or User Interface), or they should be able request for it. The request could go to one or more sources: to the Company’s Syndicator or even to the Service Provider (which may be the same in some cases). 

In many (rather, almost all) cases, provisioning to a new Service requires that the Company enter into an Agreement with the Syndicator/Service Provider. A Company may not be able to directly provision a new Service by themselves. There could be workflow-like request and approval process before the Service is actually provisioned to the Company. 

5.2. Provision Service for Company

Depending on the Service and the Service Provider, it may be possible for a Company to provision to only one or to multiple Service Offers at any given point in time. We could consider the Service to be in an Inactive state before it is provisioned to a Company. Once it is provisioned, subsequent changes within the available set of Service Offers could be considered an “upgrade/downgrade” or “modification” of the Service at the Company level, and we’ll need a ‘Modify Service for Company’ Service Action.

Once provisioning is complete at the Company-level, the service could become available for provisioning to Users (if the Service is applicable at the User-level also).

5.3. Activate Service for Company

Provisioning is the “setting-up” phase – after which an Identity can access the Service. However, from a business perspective, there’s usually an ‘activation’ process – which determines when Billing as well as actual usage of the Service begins. Usually, only provisioned services can be activated for a Company. 

Once activation is complete, the service status for the Company in question could become active, and in case there were User’s provisioned for the Service, their User Service Status should also become active (or they might require separate User Service Activation).

5.4. Modify (Upgrade/Downgrade) Service for Company

Modification is akin to upgrading or downgrading within the various options and attributes available within a Service, and will be applicable at the Company Level only in cases where a Service has multiple Service Offers and a Company can be provisioned to one or more of those Offers. Usually, only provisioned or active Services can be modified for a Company.

Note: modification should not de-provision and re-provision the Service. Ideally, Service usage should not be impacted during an upgrade/downgrade process.

For example, Acme may have initially selected to be provisioned for Mailbox Sizes of 20, 40, or 100 MB Mailbox. They may decide at a later point in time that they want to offer their Chairman (who refuses to delete/archive any emails) the 200 MB Mailbox. Acme should be able to first modify the Service at the Company level to include the 200 MB Mailbox Attribute-Value, and then upgrade their Chairman (at the User level) to the higher Mailbox Size. 

Depending on the Service and Service Provider, it may or may not be possible to access the Service in question when it is being modified for the Company. In case modification doesn’t impact access, nothing special needs to be done. However, if modification impacts access, an alert should be provided to the Users who try to access the service during modification – informing them that the Service is being modified and they should check back later.

Once the modification is complete, and if the modification process impacted access to the service, such access should be restored. The Service Status at the end of the modification process should be the same as it was at the start of the process. That is, if a provisioned Service was modified, the status at the end should still be provisioned; while if an active Service was modified, the status at the end should be active. 

5.5. Suspend Service for Company

It should be possible to suspend a particular Service at the Company level – to quickly prevent all Users of the Company from accessing the Service. Suspension is usually a temporary measure and it should not delete data from the Service, as access may have to be reinstated. Suspension at a Company level is needed so that it is not necessary to select and suspend individual Users. Company Suspension may or may not trigger individual User Suspensions. That might depend on the Service, the Service Provider, and the mechanism of User Access. Suspending a Service should change the Company Service Status to suspended. Usually we would suspend only provisioned or active Services.

5.6. Enable Service for Company

Enabling is the process of reversing a suspended service. Enabling should revert the Company Service Status to active, and all Users for whom this service was active before suspension should now be able to access and use the Service.

5.7. Delete (De-provision) Service for Company

Deleting or de-provisioning is the process of reverting the Service Status to inactive for the Company. Usually, the Company Service Status should be set to inactive as soon as the deletion process is initiated, and the Service should be deleted for all Users of the Company. It should be possible to provision the Service to the Company again, if required.

6. User Service Actions 

Similar to the Company Service Actions, those taken on the User Identity are termed ‘User Service Actions.’ These include: Request, Provision, Activate, Suspend, Enable, and Delete. Again, note that the Service Statuses, Data Requirements, Service Process, and Notifications are applicable to each of these User Service Actions.

6.1. Request for Service by User

A User might be able to provision a Service themselves, or they might have to submit a request to their Company. A request might involve a workflow-like approval process (with multiple steps) before it is sent to the Syndicator/Service Provider. 

6.2. Provision Service for Users

Logically, a User is provisioned for a particular defined Service – and as a further qualifier, to specific Service Offers. Depending on the Service and the Service Provider, it may be possible for a User to be provisioned to multiple Service Offers at any particular time, or to only one Service Offer at a given time. 

If the Users belong to a Company, usually they can only be provisioned for services that have been provisioned to their Company. This is to ensure that we first associate the Service to a Company, before we do so to a User. Company Provisioning may not be a requirement in case the business is a direct Consumer oriented one and the Company concept is not applicable. 

If a User is already provisioned for a Service, changing Attributes or Options will constitute a Service “upgrade/downgrade” or a “modification,” and it’ll be a ‘Modify Service Action’ that’ll be taken. Once provisioning is complete, the Service Status for the User in question could become provisioned in case the Company Service Status is provisioned, or active in case the Company Service Status is active. There could also be a separate User Service Activation process. 

6.3. Activate Service for Users

Activating a Service at a Company-level could imply automatic activation for all provisioned Users, or there could be a similar Service Activation process at the User-level also.

6.4. Modify (Upgrade/Downgrade) Service for Users

Modification is the process of upgrading or downgrading a Service within the purview of the Service Offers that the Service has. It will be applicable at the User Level only in cases where a Service has multiple Service Offers. Again, note that modification should not de-provision and re-provision the Service. 

Further, as with modification at the Company level, modification at User level may impact access to the Service. Once modification is complete, and if the modification process impacted access to the service, such access should be restored. The service status at the end of the modification process should be the same as it was at the start of the process. That is, if a provisioned Service was modified, the status at the end should still be provisioned; and if an active Service was modified, the status at the end should be active. 

6.5. Suspend Service for Users

Suspension is usually a temporary mechanism to disallow access to the Service. At the User level, this might be necessary if a particular User is on sabbatical/vacation, or has acted in a suspicious/illegal manner. Suspending should change the User Service Status to suspended, and the User should not be able to use the Service. 

6.6. Enable Service for Users

Enabling is the process of reversing a suspended service. Enabling should revert the User Service Status to active, and all functionality applicable to an active Service should be reinstated.

6.7. Delete (De-provision) Service for Users

Deleting or de-provisioning is the process of reverting the User Service Status back to Inactive. Usually, the Service Status should be set to inactive as soon as the deletion process is initiated. Note that it should be possible to provision the Service again for the User, if required.
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