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1. Status of this Document

This document is currently an OASIS individual draft from Gavenraj Sodhi and Darran Rolls in conjunction with work carries out by the proposing members of the Provisioning Services Technical Committee (PSTC) and is considered in conformance with the proposed OSTC document guidelines.
Send overall comments on this document to: provisionings@lists.oasis-open.org.

The OASIS Provisioning Services Technical Committee (SSTC) web pages and document repository are available here:

http://www.oasis-open.org/committees/provisioning/
1.1. Version History

1.1.1. Document Filenames and Links

This document:
draft-rolls-glossary-01.doc 
1.1.2. Modification Log

	Date
	By Whom
	What

	15 October 2001
	Gavenraj Sodhi
	Initial release from notes at XRPM. 

	16 December 2001
	Darran Rolls
	This version


2. Contributors (alphabetically):

Darran Rolls
Gavenraj Sodhi
Working member of XRPM [2]
Current PSTC Committee 
3. Introduction

This document is currently an individual submission in line with the recommendations inn the proposed PSTC documentation guidelines. Upon agreement of the committee this document would become draft-pstc-glossary-01.txt and form the basis of OASIS PSTC glossary of terms.

In the true spirit of re-use, this is document is very largely based on fellow OASIS glossary documents as referenced [2].   Comments should be directed to the list at provision@lists.oasis-open.org
This document comprises an overall glossary for the OASIS Provisioning Services Technical Committee (PSTC) and it’s subgroups. Individual PSTC documents and/or subgroup documents may either reference this document and/or  “import” select subsets of terms. 

Relevant sources for the terms and definitions herein are referenced in Appendix A. Please refer to those sources for definitions of terms not explicitly defined here. Where possible and convenient, hypertext links directly to definitions within the aforementioned sources are included. Some definitions are quoted directly from the sources; some are modified to fit the context of the OASIS PSTC. 

3.1. Style of use by other PSTC documents

Other PSTC documents may either or both (a) include copies of definitions herein (define by value), (b) refer to this document and the applicable definitions (define by reference). In the case of (a), editors of those documents should work with the glossary editor in order to normalize the value(s) of the definitions. 

4. Notation

Definitions that need to be added (i.e. the entry is presently blank), decisions made about, or otherwise enhanced are marked with a ?.

Definition senses and/or options – i.e. we need to decide which one(s) to base our usage on -- are denoted by “(a)”, “(b)”, and so on. 

Definitions that have been specifically agreed to in  documents pertaining to Use Case & Requirements will be denoted by reference to that material.

Entries with a definition of “? (xxx)” means that at least the document editor suspects we need to consider defining this term, and we haven’t yet discussed it and/or no-one’s taken a stab at defining it and/or we might actually not need to define it. 

Editorial comments are highlighted like so. Some may also have comments attached at the end of the document. 

5. The Glossary

	1
	Access
	To interact with a system entity in order to manipulate, and/or use, and/or gain knowledge of, and/or obtain a representation of,  some (or all) of a system entity’s resources.  [Error! Bookmark not defined.]

	2
	Access Control
	Protection of resources against unauthorized access; a process by which use of resources is regulated according to a security policy and is permitted by only authorized system entities according to that policy. [Error! Bookmark not defined.]

	3
	Account
	The set of attributes that together define a user’s access to a given service. Each

service may define a unique set of attributes to define an account.  An account defines user or systems access to a resource or service.

	4
	Access Rights
	A description of the type of authorized interactions a subject can have with a resource. Examples include read, write, execute, add, modify, and delete. [Error! Bookmark not defined.]

	5
	Actor
	An entity (i.e. person or system entity) involved in a provisioning use case. Examples of actors include application programs, security services, any computing or non-computing services, etc. Actor may be seen as effectively synonymous with system or person.

	6
	Administrative Domain
	An environment or context that is defined by some combination of administrative policies, Internet Domain Name registration(s), civil legal entity(ies) (e.g. individual(s), corporation(s), or other formally organized entity(ies)), plus a collection of hosts, network devices and the interconnecting networks (and possibly other traits), plus (often various) network services and applications running upon them. An Administrative Domain may contain or define one or more security domains. An administrative domain may encompass a single site or multiple sites. The traits defining an Administrative Domain may, and in many cases will, evolve over time. Administrative Domains may interact and enter into agreements for providing and/or consuming services across Administrative Domain boundaries.

	7
	Administrator
	A person who installs or maintains a system (e.g. a SPML-based provisioning system) or who uses it to manage system entities, users, and/or content (as opposed to application purposes. See also End User). An administrator is typically affiliated with a particular administrative domain and may be affiliated with more than one administrative domain. 

	8
	Attribute
	A distinct characteristic of an object. An object’s attributes are said to describe the object. Objects’ attributes are often specified in terms of their physical traits, such as size, shape, weight, and color, etc., for real-world objects. Objects in cyberspace might have attributes describing size, type of encoding, network address, etc. Which  attributes of an object are salient is decided by the beholder. 

	9
	Authentication
	To confirm a system entity’s asserted principal identity with a specified, or understood, level of confidence. [Error! Bookmark not defined.] [Error! Bookmark not defined.]

	10
	Authorization
	The process of determining which types of activities are permitted. Usually, authorization is in the context of authentication. Once you have authenticated an entity, the entity may be authorized different types of access or activity.  [Error! Bookmark not defined.]

The (act of) granting of access rights to a subject (for example, a user, or program). [Error! Bookmark not defined.]

	11
	Credential
	Data that is transferred to establish a claimed principal identity. [Error! Bookmark not defined.] [Error! Bookmark not defined.]

	12
	End User
	A natural person who makes use of resources for application purposes (as opposed to system management purposes. See Administrator, User).

	13
	External Enterprise
	Environment which may contain many or all of the following:

Managed Services, contractors, temporary employees, multiple organizations, private to

public registry systems.

	14
	Identity
	The unique identifier for a person, resource or service.

	15
	Login
Logon
Signon
	The process of presenting credentials to an authentication authority, establishing a simple session, and optionally establishing a rich session. 

	16
	Party
	Refers to any person who interacts with the system and/or the

network the system is managing.

	17
	Person
	Represents an individual person

	18
	Principal
	A system entity whose identity can be authenticated

	19
	Provisioning
	The process of managing attributes and accounts within the scope of a defined business process or interaction.  Provisioning an account or service may involve the Creation, modification, deletion, suspension, restoration of a defined set or accounts or attributes. 

The process of provisioning an account or service may involve the execution of a defined business or system process.

	20
	Provisioning service (PS)
	Any system entity that supports the receipt and processing of SPML artifacts

	21
	Provisioning Service Point (PSP)
	Reference to a given Provisioning Service

	22
	Provisioning Service Target (PST)
	A resource managed by a PSP.  Example PST's are directories,

NIS instances, NT domains, individual machines, applications or groups of application and settings that together denote a service offering,  appliances

or any provisioning target.

	23
	Pull 
	To actively request information from a system entity.

	24
	Push 
	To actively provide information to a system entity, who did not explicitly

request it.

	25
	Requesting Authority (RA)
	Party or system that is authorized to request a resource for the

party.

	26
	Resource
	An application or service supporting the provisioning or account or attribute data.

	27
	Session
	A lasting interaction between system entities, often involving a user, typified

by the maintenance of some state of the interaction for the duration of the

interaction.

	28
	Subject
	A principal, in the context of a security domain, about which a given

provisioning request is made or requested.

	29
	System
	An active element of a computer/network system--e.g., an automated

process or set of processes, a subsystem, a person or group of persons--that

incorporates a distinct set of functionality. 

	30
	Service
	A specific type of resource that is not physically obtained by a user,

but is accessed periodically by the user

	31
	Security
	Security refers to a collection of safeguards that ensure the confidentiality of information, protect the system(s) or network(s) used to process it, and control access to it (them). Security typically encompasses the concepts/topics/themes of secrecy, confidentiality, integrity, and availability.It is intended to ensure that a system resists potentially correlated attacks. [Error! Bookmark not defined.]

	32
	SPML
	Service Provisioning Markup Language.  The name for the XML framework proposed by the OASIS PSTC

	33
	User
	A natural person that makes use of a system and its resources for any purpose [Error! Bookmark not defined.]  See also Administrator, End User.

	34
	Uniform Resource Identifier
	A compact string of characters for identifying an abstract or physical resource. See  [Error! Bookmark not defined.] [Error! Bookmark not defined.].

	35
	Uniform Resource Locator
(URL)
	Defined as “a compact string representation for a resource available via the Internet.” URLs are a subset of URI. See [Error! Bookmark not defined.] [Error! Bookmark not defined.].

	36
	XML (Extensible Markup Language) 
	Extensible Markup Language, abbreviated XML [Error! Bookmark not defined.], describes a class of data objects called XML documents and partially describes the behavior of computer programs which process them. XML is an application profile or restricted form of SGML, the Standard Generalized Markup Language [ISO 8879]


Appendix A. References

Many of the definitions in this glossary are based on those found in the references below:
[1] OASIS Security Services Technical Committee - Draft Glossary of Terms. SSTC February 2001. 
Available at: http://www.oasis-open.org/committees/security/docs/draft-sstc-glossary-01.pdf
[2] XRPM Working Group. XRPM. 
Available at: http://www.xrpm.org/
[4] Internet Security Glossary. Robert W. Shirey, RFC 2828, May 2000. 
Available at: http://www.ietf.org/rfc/rfc2828.txt 

[7] Trust in Cyberspace. Committee on Information Systems Trustworthiness, Fred B. Schneider - Editor, National Research Council, ISBN 0-309-06558-5, 1999. 
On-line copy and ordering information available at: http://www.nap.edu/readingroom/books/trust/ 
Glossary: http://www.nap.edu/readingroom/books/trust/trustapk.htm 

[8] Security Taxonomy and Glossary. Lynn Wheeler, on-going. 
Available at: http://www.garlic.com/~lynn/secure.htm; see http://www.garlic.com/~lynn/ for the list of sources. 

[9] Information processing systems -- Open Systems Interconnection -- Basic Reference Model -- Part 2: Security Architecture. ISO 7498-2:1989, ITU-T Recommendation X.800 (1991).
Available at: http://www.itu.int/itudoc/itu-t/rec/x/x500up/x800.html  

[12] Authorization (AZN) API. Open Group Technical Standard, C908, ISBN 1-85912-266-3, January 2000. 
Available at: http://www.opengroup.org/publications/catalog/c908.htm 

[21] Uniform Resource Locators (URL). T. Berners-Lee, L. Masinter, M. McCahill, RFC1738, December 1994. 
Available at: http://www.rfc-editor.org/rfc/rfc1738.txt 

[33] OASIS Security Services TC Use Case and Requirements Conference Call Consensus. Consensus on the wording for this item occurred during one or more conference calls of the SSTC Use Case and Requirments subgroup. See minutes of the conference calls in the security-use email distribution list archives for details. 

Available at: http://lists.oasis-open.org/archives/security-use/ 
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