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Introduction

The Directory Services Markup Language Specification (DSML) is an approved OASIS specification for representing LDAP operations and data in XML (see http://www.oasis-open.org/committees/dsml for more on DSML). Note that for the purpose of this proposal, the term DSML will be used to refer to the OASIS DSML V2 specification, unless otherwise noted.

Since the SW industry is steadily moving towards LDAP enabled applications, DSML is a good fit for provisioning. The DSML V2 specification is mature in the sense that it is based on the DSML V1 specification, which is in turn based on the LDAP V3 specification.

By using DSML as a basis for provisioning, minimal additional XML schemas need to be defined for the SPML standard. The time and effort could be spent on defining standard provisioning definitions (something that would need to be done anyhow) and on security and interoperability recommendations. With the exception of authentication and authorization (which are defined as out-of-band by the DSML specification), and asynchronous requests, most other protocol issues can defined by the DSML standard.

Although DSML is not widely used in the industry yet, Microsoft has released a Beta DSML sever for IIS and ActiveDirectory. Sun has also release a JNDI Service Provider for DSMLv2.
1. DSML Bindings

DSML currently defined two binding, SOAP and File. The SOAP Binding supports the request/response model, with batching as an option. The File Binding is the equivalent of LDIF. Both bindings could be applicable to SPML. The SOAP binding could be used as the protocol between the RA and the PSP and between the PSP and the PST. The File Binding could be used for bulk loading of provisioning information (for instance when bootstrapping a provisioning relationship between two organizations).

For the purposes of this proposal, we will use the DSML to refer to the DSML SOAP binding unless specified otherwise.
2. SPML Extensions to DSML

In this proposal, all data would be represented using the core DSML syntax. The DSML operations would be extended to support the following SPML elements:

· spml:identifier

· spml:addRequest

· spml:modifyRequest

· spml:deleteRequest

· spml:searchRequest

· spml:addResponse

· spml:modifyResponse

· spml:searchResponse

These are similar in name to the DSML operations, but differ in how the identity of the operation target is defined. Where as in DSML unique identifiers are LDAP DNs, in SPML there will be a more flexible identity element that could contain one of a number of identity mechanisms, such as (but not limited to):
· e-mail address

· LDAP DN

· User ID and Domain Name

· MS Passport Unique Identifier (PUID)

· Project Liberty Unique ID

· SAML Subject Statement

2.1 identifier

The SPML identifier element could hold one of any number of identity methods. For identification methods that are simple single valued strings, and id element is used. 
For example if the a request concerns a specific user and e-mail is used as the identifier, the identifier element might look like:


   <spml:identifier identifierType = "urn:oasis:names:tc:SPML:1.0:assertion#EMailAddress">

</spml:id>jdoe@acme.com</spml:id>
   
   </spml:identifier>

If the identifier type is an LDAP DN, the identifier element might look like:

   <spml:identifier identifierType = "urn:oasis:names:tc:SPML:1.0:assertion#DN">

      </spml:id>CN=Jane Doe,OU=accounting,O=acme,DC=acme,DC=com</spml:id>

   </spml:identifier>

If the identifier type is a SAML Subject statement, the identifier element might look like:

   <spml:identifier identifierType = "urn:oasis:names:tc:SPML:1.0:assertion#SAMLSubject">

      <saml:Subject>

         <saml:NameIdentifier NameQualifier="acme.com" Format="urn:oasis:names:tc:SAML:1.0:assertion#X509SubjectName">CN=Jane Doe,OU=accounting,O=acme,DC=acme,DC=com</saml:NameIdentifier>

      </saml:Subject>

   </spml:identifier>

2.2 addRequest

The spml:addRequest element is similar to the dsml:addRequest element, except that specifying the name of the new entry is optional. If the identity is not specified in the request is must be returned in the spml:addResponse. Also specifying the identity is done using the spml:identifier element rather then the dn attribute that is used in the dsml:addRequest.
For example to add a new account for user Jane Doe, the request might look like:

<spml:addRequest >

   <spml:identifier identifierType = "urn:oasis:names:tc:SPML:1.0:assertion#EMailAddress">

      <spml:id>jdoe@acme.com</spml:id>

   </spml:identifier>

   <dsml:attr name="objectclass"><dsml:value>hrAccount</dsml:value></dsml:attr>

   <dsml:attr name="uid"><dsml:value>jdoe</dsml:value></dsml:attr>

   <dsml:attr name="sn"><dsml:value>Doe</dsml:value></attr>

   <dsml:attr name="givenName"><dsml:value>Jane</dsml:value></attr>

   <dsml:attr name="title"><dsml:value>HR Director</dsml:value></dsml:attr> 

</spml:addRequest>

The response to the spml:addRequest would be an spml:addResponse.

2.3 modifyRequest

The spml:modifyRequest element is similar to the dsml:modifyRequest element, except that the identity is specified using the spml:identifier element rather then the dn attribute that is used in the dsml:modifyRequest.
For example to modify an account for user Jane Doe, the request might look like:

<spml:modifyRequest>

   <spml:identifier identifierType = "urn:oasis:names:tc:SPML:1.0:assertion#EMailAddress">

      <spml:id>jdoe@acme.com</spml:id>

   </spml:identifier>

   <dsml:modification name="description" operation="replace">

      <dsml:value>HR Director for the west coast</dsml:value>

   </dsml:modification> 

</spml: modifyRequest>

The response to the spml:modifyRequest would be an spml:modifyResponse.
2.4 deleteRequest

The spml:deleteRequest element is similar to the dsml:deleteRequest element, except that the identity is specified using the spml:identifier element rather then the dn attribute that is used in the dsml:deleteRequest.
For example to delete an account for user Jane Doe, the request might look like:

<spml:deleteRequest>

   <spml:identifier identifierType = "urn:oasis:names:tc:SPML:1.0:assertion#EMailAddress">

      <spml:id>jdoe@acme.com</spml:id>

   </spml:identifier>
</spml:deleteRequest>

The response to the spml:deleteRequest would be an dsml:deleteResponse.

2.5 searchRequest

The spml:searchRequest is exactly the same as a dsml:searchRequest, except that the search root is specified as an identifier rather than an LDAP DN, and that it will result in a spml:searchResponse rather than a dsml:searchResponse. For example:
<spml:searchRequest scope="wholeSubtree" sizeLimit="1000">

   <spml:identifier identifierType = "urn:oasis:names:tc:SPML:1.0:assertion#DN">

      </spml:id> OU=accounting,O=acme,DC=acme,DC=com</spml:id>

   </spml:identifier>

   <dsml:filter>

      <dsml:substrings  name="cn"><dsml:final>Smith</dsml:final></dsml:substrings>

   </dsml:filter>

   <dsml:attributes>

      <dsml:attribute name="cn"/>

      <dsml:attribute name="whenCreated"/>

   </attributes>

</spml:searchRequest>
2.6 addResponse

The spml:addResponse element would extend the dsml:addResponse element. It would add two addition types of information; an optional spml:identifier element (required if the indentifier was generated as a result of the add request), and an optional sequence of dsml::attr elements representing attributes created as a result of the spml:addRequest.
For instance if the spml:addRequest was to add an e-mail account for a known PSU, where the DN for the PSU was used as the identifier, the response might look like:
</spml:addResponse>

   <dsml:resultCode code="0" descr="success"/>

   <dsml:attr name="mailboxsize">

      <dsml:value>50M</dsml:value>

   </dsml:attr>

</spml:addResponse>
This response indicated that the spml:addRequest was fulfilled and the PSP supplied the value for the mail box size. If the e-mail address was considered to be the identifier, but must be created by the PSP, the response might look like

</spml:addResponse>

   <dsml:resultCode code="0" descr="success"/>
   <spml:identifier identifierType = "urn:oasis:names:tc:SPML:1.0:assertion#EMailAddress ">

      <spml:id>jdoe@acme.com</spml:id>

   </spml:identifier>

   <dsml:attr name="email">

      <dsml:value>jdoe@acme.com</dsml:value>

   </dsml:attr>

   <dsml:attr name="mailboxsize">

      <dsml:value>50M</dsml:value>

   </dsml:attr>

</spml:addResponse>
2.7 modifyResponse

The spml:addResponse element would extend the dsml:modifyResponse element. It would additional include an optional sequence of dsml:modification elements representing attributes modified as a result of the spml:modifyRequest.

For instance if the spml:modifyRequest was to modify an e-mail account for a PSU,  the request may result in the mailbox size getting changed, and the response might look like:

</spml:modifyResponse>

   <dsml:resultCode code="0" descr="success"/>

   <dsml:modification name=" mailboxsize " operation="replace">

      <dsml:value>50M</dsml:value>

   </dsml:modification> 

</spml:modifyResponse>
This response indicated that the spml:addRequest was fulfilled and the PSP supplied the value for the mail box size. If the e-mail address was considered to be the identifier, but must be created by the PSP, the response might look like

</spml:addResponse>

   <dsml:resultCode code="0" descr="success"/>
   <spml:identifier identifierType = "urn:oasis:names:tc:SPML:1.0:assertion#EMailAddress ">

      <spml:id>jdoe@acme.com</spml:id>

   </spml:identifier>

   <dsml:attr name="email">

      <dsml:value>jdoe@acme.com</dsml:value>

   </dsml:attr>

   <dsml:attr name="mailboxsize">

      <dsml:value>50M</dsml:value>

   </dsml:attr>

</spml:addResponse>
2.8 searchResponse
A spml:searchResponse is the same as a dsml:searchResponse, except that it contains spml:searchResultEntry elements rather than dsml:searchResultEntry elements. A spml:searchResultEntry element  is the same as a dsml:searchResultEntry element except that it used the SPML identifier to identify entries rather than the LDAP dn. For example:

<spml:searchResponse>

   <spml:searchResultEntry >

      <spml:identifier identifierType = "urn:oasis:names:tc:SPML:1.0:assertion#EMailAddress">

          <spml:id>jdoe@acme.com</spml:id>

      </spml:identifier>

      <attr name="objectclass"><value>iNetOrgPerson</value></attr>

      <attr name="sn"><value>Doe</value></attr>

      <attr name="givenName"><value>Jane</value></attr>

      <attr name="title"><value>HR Director for the west coast</value></attr>

   </spml:searchResultEntry>

</searchResponse>

3. Application to SPML Use Cases

Use Case 1: RA-PSP: Create PSU

The RA generates a unique PSU-ID and adds that PSU to a PSP. This could be implemented using the spml:addRequest (in batch mode for multiple PSUs). The PSU-ID would be the e-mail address and all initial data for the PSU would be passed as attribute values. For example to add a user Jane Doe conforming to InetOrgPerson:

<se:Envelope xmlns:se="http://schemas.xmlsoap.org/soap/envelope/">

   <se:Body xmlns="urn:oasis:names:tc:DSML:2:0:core">

      <batchRequest xmlns:spml="urn:oasis:names:tc:SPML:1:0:core">

         <spml:addRequest>

           <spml:identifier identifierType = "urn:oasis:names:tc:SPML:1.0:assertion#EMailAddress">

              <spml:id>jdoe@acme.com</spml:id>

           </spml:identifier>

           <attr name="objectClass">

              <value>inetorgperson</value>

           </attr>

           <attr name="cn">

              <value>Jane Doe</value>

           </attr>

         </spml:addRequest>

      </batchRequest>

   </se:Body>

</se:Envelope>
Use Case 2: RA-PSP: Create PSU (PSP generates PSU-ID)

The RA adds a PSU to a PSP, without specifying the PSU-ID. This could be implemented using the spml:addRequest. For example to add a user Jane Doe conforming to InetOrgPerson without specifying the PSU-ID:

<se:Envelope xmlns:se="http://schemas.xmlsoap.org/soap/envelope/">

   <se:Body xmlns="urn:oasis:names:tc:DSML:2:0:core">

      <batchRequest xmlns:spml="urn:oasis:names:tc:SPML:1:0:core">

         <spml:addRequest>

           <attr name="objectClass">

              <value>inetorgperson</value>

           </attr>

           <attr name="sn">

              <value>doe</value>

           </attr>
           <attr name="gn">

              <value>jane</value>

           </attr>

         </spml:addRequest>

      </batchRequest>

   </se:Body>

</se:Envelope>

The PSP would generate the e-mail address as a unique identifier and return the calculated information such as mailbox size in the response. The response might be:

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

   <soap:Body xmlns ="urn:oasis:names:tc:DSML:2:0:core" >

      <batchResponse xmlns:spml="urn:oasis:names:tc:SPML:1:0:core">

         <spml:addResponse >

            <resultCode code="0" descr="success"/>

            <attr name="email">

               <value>jdoe@acme.com</value>

            </attr>

            <attr name="mailboxsize">

               <value>50M</value>

            </attr>

         </spml:addResponse>

      </batchResponse>

   </soap:Body>

</soap:Envelope>

Use Case 3: RA-PSP: Modify PSU

The SPML modifyRequest operation would be used:

<se:Envelope xmlns:se="http://schemas.xmlsoap.org/soap/envelope/">

   <se:Body xmlns="urn:oasis:names:tc:DSML:2:0:core">

      <batchRequest xmlns:spml="urn:oasis:names:tc:SPML:1:0:core">

         <spml:modifyRequest>

           <spml:identifier identifierType = "urn:oasis:names:tc:SPML:1.0:assertion#EMailAddress">

              <spml:id>jdoe@acme.com</spml:id>

           </spml:identifier>

           <modification name="description" operation="replace">

              <value>HR Director for the west coast</value>

           </modification>

         </spml:modifyRequest>

      </batchRequest>

   </se:Body>

</se:Envelope>
Use Case 4: RA-PSP: Delete PSU

The SPML deleteRequest would be used:

<se:Envelope xmlns:se="http://schemas.xmlsoap.org/soap/envelope/">

   <se:Body xmlns="urn:oasis:names:tc:DSML:2:0:core">

      <batchRequest xmlns:spml="urn:oasis:names:tc:SPML:1:0:core">

         <spml:deleteRequest>

           <spml:identifier identifierType = "urn:oasis:names:tc:SPML:1.0:assertion#EMailAddress">

              <spml:id>jdoe@acme.com</spml:id>

           </spml:identifier>

          </spml:deleteRequest>

      </batchRequest>

   </se:Body>

</se:Envelope>
Use Case 5: RA-PSP: Add PSTD

This is handled the same as Use Case 1, except that a PSTD is specified instead of a PSU.
Use Case 6: RA-PSP: Add PSTD (PSP generates PSTD-ID)

This is handled the same as Use Case 2, except that a PSTD is specified instead of a PSU.
Use Case 7: RA-PSP: Add PSTD (PST generates PSTD-ID)

This is handled the same as User Case 2, except that an PSTD is specified instead of a PSU.
Use Case 8: RA-PSP: Modify PSTD

This is handled the same as Use Case 3, except that a PSTD is specified instead of a PSU.
Use Case 9: PSP-PST: Add PSTD

Either the SPML addRequest  (see Use Case 1) or the DSML addRequest could be used, depending on if the PSP had structural knowledge of the PST. If the DSML addRequest is used to create the PSTD:

<se:Envelope xmlns:se="http://schemas.xmlsoap.org/soap/envelope/">

   <se:Body xmlns="urn:oasis:names:tc:DSML:2:0:core">

      <batchRequest xmlns="urn:oasis:names:tc:DSML:2:0:core”>

         <addRequest dn="CN=Jane Doe,O=acme,DC=acme,DC=com">

            <attr name="objectClass">


         <value>emailaccount</value>

            </attr>

            <attr name="cn">

               <value>John Smith</value>

            </attr>

         </addRequest>

      </batchRequest>

   </se:Body>

</se:Envelope>
Use Case 10: PSP-PST: Add PSTD (PST generates PSTD-ID)

This is handled the same as Use Case 2.

Use Case 11: PSP-PST: Modify PSTD

Either the SPML modifyRequest  (see Use Case 3) or the DSML modifyRequest could be used, depending on if the PSP had structural knowledge of the PST. If the DSML modifyRequest is used to modify the PSTD:

<se:Envelope xmlns:se="http://schemas.xmlsoap.org/soap/envelope/">

   <se:Body xmlns="urn:oasis:names:tc:DSML:2:0:core">

      <batchRequest>

         <modifyRequest dn="CN=Jane Doe,O=acme,DC=acme,DC=com">

           <modification name="description" operation="replace">

              <value>HR Director for the west coast</value>

           </modification>

         </modifyRequest >

      </batchRequest>

   </se:Body>

</se:Envelope>
Use Case 12: PSP-PST: Delete PSTD

Either the SPML deleteRequest  (see Use Case 4) or the DSML deleteRequest could be used, depending on if the PSP had structural knowledge of the PST. If the DSML deleteRequest is used to modify the PSTD:

<se:Envelope xmlns:se="http://schemas.xmlsoap.org/soap/envelope/">

   <se:Body xmlns="urn:oasis:names:tc:DSML:2:0:core">

      <batchRequest>

         <deleteRequest dn="CN=Jane Doe,O=acme,DC=acme,DC=com" />

      </batchRequest>

   </se:Body>

</se:Envelope>

Use Case 13  RA – PSP or PSP - PST: Query Status of Request

The current DSML specification does not define an asynchronous binding. Since SOAP is designed for use with an asynchonous protocol, an asynchronous DSML binding could be defined for SPML. This binding could be defined in a way that could support this use case.

Use Case 14  RA – PSP: Query Available PSU’s

The SPML SearchRequest would be used:

<se:Envelope xmlns:se="http://schemas.xmlsoap.org/soap/envelope/">

   <se:Body xmlns="urn:oasis:names:tc:DSML:2:0:core">

      <batchRequest xmlns:spml="urn:oasis:names:tc:SPML:1:0:core">

         <spml:searchRequest scope="wholeSubtree" sizeLimit="1000">

            <spml:identifier identifierType = "urn:oasis:names:tc:SPML:1.0:assertion#DN">

               </spml:id>CN=Jane Doe,OU=accounting,O=acme,DC=acme,DC=com</spml:id>

            </spml:identifier>

            <filter>

               <substrings name="cn">
                  <final>Smith</final>
               </substrings>

            </filter>

            <attributes>

               <attribute name="cn"/>

               <attribute name="whenCreated"/>

             </attributes>

         </spml:searchRequest>

      </batchRequest>

   </se:Body>

</se:Envelope>

Use Case 15  RA – PSP: Query PSU Schema

The DSML SearchRequest would be used, querying for the LDAP schema for the object class(es) representing the PSU.

Use Case 16  RA – PSP: Query Available PST’s

The DSML or SPML SearchRequest would be used, querying for a list of PST-IDs.

Use Case 17  RA – PSP: Query PST Schema

The DSML SearchRequest would be used, querying for the LDAP schema for the object class(es) representing the PST.
Use Case 18  RA – PSP: Query PSTD-ID’s for a Given PSU-ID

The DSML or SPML SearchRequest would be used, querying for a list of PST-IDs for a given PSU.
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