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SPML 2.0

Proposal for Additional Use Cases

SPML 2.0: Proposal for Additional Use Cases
The following sections include a set of use cases based on BMC view of how business applications and provisioning system interaction is typically implemented.

The list of proposed use cases is as follows:
Provisioning Model related use cases for consideration:

· Use Case #1: RA-PSP: Query Provisioning Profiles

· Use Case #2: RA-PSP: Assign Provisioning Profile to PSO 

· Use Case #3: RA-PSP: De-Assign Provisioning Profile from PSO 

· Use Case #4: RA-PSP: Synchronize Authentication Secret  

Additional important use cases for consideration:

· Use Case #5: RA-PSP: Ability to issue scoped queries for request status
· Use Case #6: RA-PSP: Ability to issue scoped queries for request-related statistics
· Use Case #7: RA-PSP: Ability to issue scoped cancel requests
· Use Case #8:  RA-PSP: Ability to issue scoped queries on schema
· Use Case #9: RA-PSP: Ability to issue scoped bulk operations
· Use Case #10: RA-PSP: Query PSP SPML compliance level

Provisioning Profiles: Overview
In analyzing how provisioning system vendors and customers typically use RA->PSP-like interactions, I would like to suggest in the following to add a new concept to the SPML model. 

I call it Provisioning Profiles.

Provisioning activities revolve around identity. It is about provisioning an identity that typically represents a person, but it can also represent a system or company for that matter. Provisioning systems provide the automation that enables these identities to correctly gain access to the resources they need. The provisioning system is then using its logic to perform provisioning processes that create accounts, rights, subscriptions or other target data (aka. PSTD). That provisioning logic may be based on roles, locations, titles, organizations or any other translation of business context that is appropriate for a specific implementation. 

A typical provisioning scenario would assume a business application (RA) such as an HR system that generates a provisioning event, say, ‘hire a person’. Once that event is determined, it is pushed to the provisioning system, which in turn executes the resource provisioning process. 

In many cases, having one source of provisioning events and data is not enough. In reality there are different views of identities, privileges and resources resulting in different authoritative sources to identity provisioning. For example, an HR system would deal with the HR view of an employee as represented HR data, while a project mgmt. system would deal with a different view of the same person composed of the projects a person is assigned to.  Either the HR events or Project Assignment events may affect the rights and resources provisioned for the person. 

The result is that having multiple RAs issue requests to a single provisioning system is a real life necessity that facilitates the integration of business process with provisioning. Unsurprisingly, provisioning services have more than one way to approach this requirement.  

One approach involves abstracting much of the details concerning the provisioning process and its relevant targets, essentially hiding all or most of the provisioning process logic from the RA. Aptly termed “Blackbox Provisioning”, this approach requires the PSP to make appropriate provisioning decisions based on the data provided by the RA, which includes determining the appropriate list of resources /targets to be provisioned. “Blackbox Provisioning”, enables the PSP to avoid exposure of provisioning metadata at the price of having to articulate and execute all provisioning operations implied by the RA request data, using only the attributes of the provisioned identity as input to do its magic. 

Nevertheless, "Blackbox Provisioning" can only achieve a certain level of automation. The main barrier is that in order to achieve full automation using that approach an organization would have to completely model its provisioning logic based on the data provided by the RA (in this example the HR data), while in reality, people with the same function and role in the HR may have different access and resources, based on their project assignments and other responsibilities they carry. Therefore it would be valuable to offer the RA some ability to express more specific, target-specific and/or process-specific request semantics. 

"Whitebox Provisioning" describes an alternative approach where the RA has more visibility to provisioning-related data owned by the PSP. The PSP exposes data that RAs may request for the identity and would in turn be used when processing the provisioning request. Such data typically has a special provisioning-context meaning for the PSP. 

I like to call such data "Provisioning Profiles. One can imagine a Provisioning Profile as a string that represents an abstract provisioning context. For example, a Provisioning Profile may represent a role of a person, a project a person is assigned to or any collection of provisioning targets. The PSP would have the ability to translate Provisioning Profiles to their respective implications, such as determining the PSTs affected by the provisioning event.

To achieve that goal, the RA would need to be able to query the PSP about the provisioning profiles that are exposed and be able to request to assign a PSO to a provisioning profile or de-assign a PSO from a provisioning profile.  

What is the difference between a Provisioning Profile and a Provisioning Target?
Provisioning Service Target (PST) - a resource managed by a PSP.  Example PSTs are directories, NIS iterations, NT domains, individual machines, applications or groups of applications and settings that together denote a service offering, appliances or any provisioning target. 

Provisioning Service Target Data (PSTD) - refers to the physical data created, modified or deleted on a PST as a result of a provisioning activity. In most cases PSTD is the attributes and data that make up an account.

A Provisioning Profile is not about provisioning target data at all. It does not represent nor does it constitute a specific resource - neither a physical nor logical. A provisioning profile is a business context that relates to the identity universe rather than the targets universe and is used by the PSP to derive the targets that should be provisioned for the identity. 

Use Case #1:  RA-PSP: Query Provisioning Profiles

Description

In this use case a RA requests a list of Provisioning Profiles that it is allowed to see.  

Actors

This case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

Pre-Conditions

· RA and PSP exist and have an established trust relationship

· The trust relationship allows querying of available Provisioning Profiles
Steps

1. RA sends “query available provisioning profiles” to PSP specifying:

a. Provisioning Request ID (PR-ID) for query request

b. Filtering semantics to constrain the provisioning profiles list

c. Filtering semantics to constrain the provisioning profiles schema data set returned 

2. PSP responds with:

a. PR-ID for query request

b. Constrained list of Provisioning Profiles and schema data as defined in query semantics 

Post-Conditions

· None

Use Case #2:  RA-PSP: Assign Provisioning Profile to PSO 

Description

Assigns a Provisioning Profile to a PSO (e.g., associate a person with a role, or a project).  

Actors

This case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a provisioning profile for the party.

· PSP (Provisioning Service Point)  – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

Pre-Conditions

· RA and PSP exist and have an established trust relationship

· PSO-ID exists on the PSP

· RA knows about Provisioning Profile 

Steps

1. RA sends operation request (assign) with the following data:

a. Valid Provisioning Request ID (PR-ID)

b. Valid PSO

c. Valid Provisioning Profile 

2. PSP performs Provisioning profile to PSO and performs operation 

3. PSP sends response to RA of operation success

Post-Conditions

· Provisioning Profile assigned to PSO

· PSP updates internal model to map Provisioning Profile to PSO

Use Case #3:  RA-PSP: De-Assign Provisioning Profile from PSO 

Description

De-assigns a Provisioning Profile to a PSO (e.g. removes a person association with a role, or a project).  

Actors

This case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a provisioning profile for the party.

· PSP (Provisioning Service Point)  – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

Pre-Conditions

· RA and PSP exist and have an established trust relationship

· PSO-ID exists on the PSP

· RA knows about Provisioning Profile 

Steps

1. RA sends operation request (de-assign) with the following data:

a. Valid Provisioning Request ID (PR-ID)

b. Valid PSO

c. Valid Provisioning Profile 

2. PSP performs Provisioning profile to PSO and performs operation 

3. PSP sends response to RA of operation success

Post-Conditions

· Provisioning Profile assignment to PSO is deleted

· PSP updates internal model to remove mapping of a Provisioning Profile to PSO

Use Case #4:  RA-PSP: Synchronize Authentication Secret  

Description

In this use case an RA requests to provision and synchronize a shared secret (or a new private key/certificate pair) to multiple targets associated with a PSO.   

Actors

This case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party.

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts

· Available PSTs (Provisioning Service Targets)

· A password generation / certificate authority 

Pre-Conditions

· RA and a PSP exist and have an established trust relationship

· PSO-ID exists on the PSP

· RA knows about Provisioning Profile 

· A trust relationship exists between the PSP and the authenticator provider (Certificate Authority, Password Generator…)

Steps

1. RA sends operation request (generate authenticator) with the following data:

a. Valid Provisioning Request ID (PR-ID)

b. Valid PSO

c. Valid Provisioning Authenticator type 

d. Optionally, a new password

2. PSP send request to the Authenticator Provider (Certificate Authority, Token Server, password generator) and request to generate secret data 

3. PSP distribute the secret to the targets associated with the PSO (Password or private key/certificate distribution).

Post-Conditions

· Authentication Secret synchronized and provisioned to multiple targets

· PSP updates its own authentication secret (if applicable) to the new secret

Following are additional important issues/use cases for consideration:

· Use Case #5:  RA-PSP: Ability to issue scoped queries for request status
(examples: An RA would like to query the status of all current pending requests submitted by another user; an RA would like to query the status of all current pending requests)

· Use Case #6:  RA-PSP: Ability to issue scoped queries for request-related statistics
(examples: An RA would like to get statistics for ModifyRequests submitted in the last 48 hours – e.g. how many requests were submitted, how many returned errors, etc.; an RA would like to receive a list of all SPML error messages generated by the PSP in response to the RA’s requests during the week before)

· Use Case #7:  RA-PSP: Ability to issue scoped cancel requests
(examples: An RA would like to cancel an earlier provisioning operation he requested earlier that day; an RA would like to cancel all pending requests submitted by another user; an RA would like to cancel all pending requests)

· Use Case #8:  RA-PSP: Ability to issue scoped queries on schema
(examples: An RA would like to narrow down schema query results to show only supported service objects without having to filter out un-necessary information from a full response set; an RA would like to delete all accounts whose addRequests were submitted on 1/6/2002)

· Use Case #9:  RA-PSP: Ability to issue scoped bulk operations
(examples: An RA would like to reset the password for all Boston-based users; an RA would like to send password change notifications to all users based in LA; an RA would like to set a new telephone prefix for all future Tel-Aviv users added to the system)

· Use Case #10:  RA-PSP: Query PSP SPML compliance level

Use Case #5:  RA-PSP: Ability to issue scoped queries for request status

Description

A Requesting Authority (RA) wants to receive status information for a subset of RA-submitted requests scoped using specified parameters

Examples:

· An RA would like to query the status of all current pending requests submitted by another user
· An RA would like to query the status of all current pending requests
Actors

This case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party. 

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· RA and a PSP exist and have an established trust relationship

Steps

· RA sends a status request specifying:

· Filter parameters denoting the result set scope

· Filter parameters denoting the requested result set fields

· Parameters describing requested result set format 

· PSP executes query operation and returns a response with the appropriate notification and result set to RA

Post-Conditions

· None

Use Case #6:  RA-PSP: Ability to issue scoped queries for request-related statistics

Description

A Requesting Authority (RA) wants to issue a query for metadata relating to a filtered subset of requests submitted by the RA in the past

Examples:

· An RA would like to get statistics for ModifyRequests submitted in the last 48 hours – e.g. how many requests were submitted, how many returned errors, etc.

· An RA would like to receive a list of all SPML error messages generated by the PSP in response to the RA’s requests during the week before

Actors

This case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party. 

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· RA and a PSP exist and have an established trust relationship

Steps

· RA sends a search request specifying:

1. Filter parameters denoting on which data should statistics be returned

2. Parameters denoting requested type of statistics

3. Filter parameters denoting the requested result set fields

4. Parameters describing requested result set format 

· PSP executes query operation and returns a response with the appropriate notification and result set to RA

Post-Conditions

· None

Use Case #7:  RA-PSP: Ability to issue scoped cancel requests

Description

A Requesting Authority (RA) wants to cancel a specified subset of pending requests

Examples:

· An RA would like to cancel an earlier provisioning operation he requested earlier that day

· An RA would like to cancel all pending requests submitted by another user

· An RA would like to cancel all pending requests

Actors

This case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party. 

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· RA and a PSP exist and have an established trust relationship

Steps

· RA sends a cancel request specifying:

1. Filter parameters denoting the which request set to cancel

2. Parameters describing requested response format (how to return results, e.g. one response for each cancellation, or a single summary response, etc.) 

· PSP executes operation and returns a response with appropriate notification to RA

Post-Conditions

· None

Use Case #8:  RA-PSP: Ability to issue scoped queries on schema

Description

A Requesting Authority (RA) wants to receive only specified sections/parts of schema data

Examples:

· An RA would like to narrow down schema query results to show only supported service objects without having to filter out un-necessary information from a full response set

· An RA would like to delete all accounts whose addRequests were submitted on 1/6/2002 

Actors

This case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party. 

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· RA and a PSP exist and have an established trust relationship

Steps

· RA sends a schema request specifying:

1. Filter parameters denoting requested schema parts

2. Parameters describing requested result set format 

· PSP executes query operation and returns a response with the appropriate notification and result set to RA

Post-Conditions

· None

Use Case #9:  RA-PSP: Ability to issue scoped bulk operations

Description

A Requesting Authority (RA) wants to issue bulk operations on a specified subset of PSP-maintained objects

Examples:

· An RA would like to reset the password for all Boston-based users

· An RA would like to send password change notifications to all users based in LA

· An RA would like to set a new telephone prefix for all future Tel-Aviv users added to the system

Actors

This case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party. 

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· RA and a PSP exist and have an established trust relationship

Steps

· RA sends an SPML request (e.g. Modify/Delete/Extended) specifying:

1. Requested operation semantics

2. Parameters denoting a referenced object set (or explicit object list)

3. Requested operational attributes (e.g. how to handle errors, requested notification policy etc.)

4. Parameters describing requested response format 

· PSP executes bulk operation for specified target set and returns response[s] with appropriate notification to RA

Post-Conditions

· None

Use Case #10:  RA-PSP: Query PSP SPML compliance level

Description

A Requesting Authority (RA) wants to query the compliance level of a PSP.

Actors

This case uses the flowing actors:

· RA (Requesting Authority) – Party or system that is authorized to request a resource for the party. 

· PSP (Provisioning Service Point) – Reference to a given Provisioning Service, any system entity that supports the receipt and processing of SPML artifacts.

Pre-Conditions

· RA and a PSP exist and have an established trust relationship

Steps

1. RA sends schema request to PSP specifying:

2. Parameter instructing the PSP to return the compliance level part of the PSP’s schema

Post-Conditions

· Appropriate schema/notification response is returned to the RA.

PAGE  
1
BMC Internal. Hardcopies of this document are for reference only.

