The Ballad of Joe-Bob

Joe-Bob gets a new job

Joe-Bob’s friend Billy-Joe works at Mega Corporation.  Billy-Joe submits Joe Bob’s resume to an internal application, and claims Joe-Bob as a referral.  Billy-Joe gets “brownie points” (that is, credit on his annual evaluation) for each referral.  More to the point, Mega Corporation will pay Billy-Joe a bonus if Joe-Bob is hired.  

Provisioning subtext: Human Resources (HR) drive the hiring process at Mega Corporation. The referral process creates an identity for Joe-Bob (as a hiring candidate) in the Mega HR System.  Joe-Bob’s identity is not provisioned.

Mega interviews Joe-Bob, and everyone likes him well enough, so HR applies its formula to Joe-Bob’s resume.  HR counts the buzzwords in his resume, considers his years of experience and previous salary, and maps Joe-Bob to a pay-grade in the range that is considered appropriate for the job title Mega Corporation will offer him.

Provisioning subtext: HR updates Joe-Bob’s identity (with pay-grade information) in the Mega HR System.  Joe-Bob’s identity still is not provisioned.

HR assigns an employee ID to Joe-Bob when he accepts Mega’s offer once HR receives the necessary paperwork.  Payroll is integrated with HR, so there’s nothing to do there.  

Mega Corporation outsources its medical benefits administration (to Carvitt & Rune) and employee 401K-plan management (to Faithful Fiduciary Services).   

Provisioning subtext: The employee status of Joe-Bob’s identity in the Mega HR system changes from “candidate” to “disabled”.   Initially provisioning creates an account for Joe-Bob on the corporate email server (“joe.bob@mega.com”), and requests accounts from external providers. 

Outsource service providers Carvitt & Runne and Faithful Fiduciary Services allow Mega Corp to request new accounts with minimal information: they require only first name, last name, and employee number.  This is enough to allow the new employee to log in to web-based applications provided to Mega.

Joe-Bob’s new manager receives an e-mail saying that Joe-Bob’s has been listed as his direct report.  This tells Joe-Bob’s manager that Joe-Bob’s identity has been provisioned.  He looks at Joe-Bob’s identity in the provisioning system and adds several target systems.  

Since Joe-Bob is a software developer, he will need access to a central development server (for source control and as a build machine) and to machines in the test lab.  Fortunately, these are all set up to redirect authentication to a departmental LDAP server.  Joe-Bob will also have two personal computer systems.  Joe-Bob will have Administrator access to his Windows system, and root access to his Linux system.

Provisioning subtext: Joe-Bob’s manager is performing delegated administration.  He has the right to add or remove access to the resources and targets in his department.

Access to the departmental LDAP server is restricted, so Joe-Bob’s initial provisioning starts a workflow that will collect the required approvals. Once approved, the workflow updates and re-provisions Joe-Bob’s identity.  This creates an account (“joe.bob@dev.mega.com”) on the departmental LDAP server.

Joe-Bob’s personal computers also require workflow, mainly so that IT can record the work required to get them and set them up.  Joe-Bob’s initial provisioning starts that process.  The first step in the workflow keeps the request on hold until Joe-Bob has a start date.  Once Joe-Bob has a start date, IT will schedule a work order for three days before Joe-Bob’s scheduled start date.

On his start date, Joe-Bob spends the morning with an HR person, signs a bunch of paperwork, and learns about Mega Corporation’s policies.  He also receives impressive-looking binders of information about his benefits as a Mega Corporation employee.  He learns that he must choose a medical plan and select a mix of funds (as well as a contribution amount) for his 401K. 

Provisioning subtext: Joe-Bob’s identity is enabled on his start date.  This should enable him to access all of his targets.  Where possible, Joe-Bob’s initial password is set to his Mega employee ID, and he will be required to change this password on first access.  Where this is not possible, Joe-Bob’s password is reset (that is, set to a generated value) and is emailed to him.

Joe-Bob picks a medical plan

Soon after starting work at Mega Corporation, Joe-Bob finds that he cannot select a medical plan on the medical benefits website.  Mega Corporation provides a link to the medical benefits website (managed by Carvitt & Rune) off of its home page for employees (where Joe-Bob is expected to read and respond to daily news of Mega Corporations’ achievements). 

Joe-Bob can login to the medical benefits website using his Mega employee ID.  However, the very next page requires him to enter his social security number and Mega employees group ID, but the page will not accept these values.  (Incidentally, Joe-Bob knows that he’s not supposed to be required to disclose his Social Security Number to anyone other than the federal government, but he’s a new employee and he’s not about to make a stink.)

Joe-Bob calls the Mega Help Desk, which checks his employee ID and the medical plan group ID.  They also check his Social Security Number, although they hesitate to do so (as though they realize that they aren’t supposed to be able to see it).  They tell Joe-Bob to contact the Carvitt & Rune help desk.  

When Joe-Bob calls the Carvitt & Rune help desk, an administrator checks Joe-Bob’s employee ID and medical plan group ID.  He tries the page himself, and sees the same error message.  The administrator then looks a little deeper and discovers that their system already contains an entry for Joe-Bob’s social security number with a different medical group ID.  

Joe-Bob’s employer-before-last, Intergalactic Software, also outsourced medical benefits administration to Carvitt & Rune.  Joe-Bob’s identity in Carvitt & Runne was never removed. The administrator isn’t sure whether deleting and re-adding Joe-Bob will preserve all the information that came from Mega Corporation, so the administrator forces a change to the Mega employees’ medical group ID.  The administrator tells Joe-Bob to forge ahead, and asks Joe-Bob to call him back if Joe-Bob encounters any other problems.

Provisioning subtext: The help desk administrator uses a privileged operation to change information in Joe-Bob’s identity (in Carvitt & Rune’s provisioning system) and then re-provisions that identity.  Afterward, the administrator edits Joe-Bob’s identity to confirm that it retains the appropriate links and identifiers.

Joe-Bob rolls over his 401K

Joe-Bob likes to keep track of his money, and he gets confused if he receives too many statements.  Joe-Bob wants to move the money in the 401K from his previous employer into the 401K for his new employer.  As luck would have it, both plans are administered by Faithful Fiduciary Services.  Unfortunately, this is practically irrelevant.

Joe-Bob must request a distribution of the total proceeds from the old plan, and must provide the account number and identify the company that will administer the new plan (including a street address for Faithful Fiduciary Services).  For a “nominal” fee, Faithful will transfer the funds electronically, but Joe-Bob is cheap and allows them to send him a check.  Faithful promises that it will do so within three days.

Provisioning subtext: Faithful Fiduciary notifies the Internal Revenue Service of the withdrawal when it sends a check to Joe-Bob.  Joe-Bob’s account is automatically scheduled to be disabled five days after the check is sent.  Joe-Bob’s account will lie dormant until Faithful Fiduciary runs its year-end reporting, at which time his data will be archived and his account will be deleted.  

(Auditors recently informed Faithful Fiduciary that its high percentage of dormant accounts constitutes a material security risk, and that Faithful could be liable if it were hacked.)

Joe-Bob changes departments

Joe Bob finds it difficult to enjoy development at Mega Corporation.  There are a large number of formal processes, and several Architectural Review Boards must vet any product idea.  Joe decides to transfer into Marketing, where his development background will allow him to cook up futuristic demos and slick-looking PowerPoint presentations.

Joe-Bob buys a better wardrobe, has his hair done professionally, and trades in his workstations for a laptop.  He acquires a number of cool, BlueTooth-enabled gizmos.

Provisioning subtext: Joe-Bob moves into another organizational unit in the corporate directory.  He has a new manager, and his roles within Mega Corporation have changed.  Since he is no longer a developer, he no longer needs his workstations.  Those accounts are removed.  (The workstations are now slightly outdated, so they go to the test lab.)  

Since Joe-Bob is in technical marketing for the same product group, he retains his access to the departmental LDAP server, which means that he still has access to the development server and test machines.

Joe-Bob takes a vacation

To ease his transition into his new job responsibilities, Joe-Bob takes a three-week vacation to New Zealand.  Mega Corporation security policies require that accounts be disabled whenever an employee is gone for more than a week.  During this time, Joe-Bob’s corporate email account remains active, as does his account in HR, but his access to departmental resources is disabled.

Provisioning subtext: Joe-Bob’s internal accounts are scheduled to be disabled for three weeks, and to be re-enabled on his return.  Joe-Bob’s access to the departmental LDAP server is disabled, which means that no one can use his accounts to access the development server or test machines.

Joe-Bob explores other opportunities

Joe-Bob doesn’t really enjoy Technical Marketing.  He feels as though no one cares what current customers actually want, and has the temerity to say this aloud.  He says this very nicely but far too clearly.  Joe-Bob is no longer “on the north-bound train”.  Joe-Bob is the last to know this, but eventually even he realizes that he’s been ostracized.  Joe-Bob looks for another job.

Once Joe-Bob announces his intention to leave Mega Corporation, his responsibilities are given to the Technical Marketing representative for an “adjacent” software product. Joe-Bob copies his replacement on all business correspondence, and informs each correspondent that his replacement will be taking over shortly.  

Joe-Bob elects to take COBRA, which allows him to continue his medical benefits for up to eighteen months (as long as he pays for them).  For now, he leaves his money in the 401K plan.  HR terminates Joe-Bob shortly after the exit interview.  Mega Corporation will pay Joe-Bob for two weeks of unused vacation.

Joe-Bob’s termination changes his status with his Carvitt & Rune (for medical benefits administration) and with Faithful Fiduciary Services (for 401K plan administration).  Until the COBRA period expires, Joe-Bob continues to access his medical benefits administration site.  The main difference is that Carvitt & Rune now bill Joe-Bob (rather than billing Mega Corporation) for Joe-Bob’s benefits.

Faithful Fiduciary Services will not allow Joe-Bob to deposit any more money into his 401K plan (and Mega Corporation certainly won’t), but Joe-Bob can still change his fund mix at any time.  Joe-Bob can also request distributions as he could before.


Provisioning subtext: Joe-Bob’s identity is disabled when HR terminates his employment.  He can no longer access his corporate email, although the files are not deleted.  Once management and internal security have finished reviewing them, Joe-Bob’s email will be archived and deleted. 

Joe-Bob’s accounts on the development server and test machines are also disabled.  If anyone remembers, these will be deleted once Joe-Bob’s former manager and replacement are sure that they do not need anything off of these machines.

Joe-Bob’s termination changes some attribute values in his identity with Carvitt & Rune, and some attribute values in his identity with Faithful Fiduciary Services.  He is still a customer, but is now considered an individual or direct customer (since he is no longer employed by Mega Corporation).

