Provisioning Object Model (PrOM)

Introduction

Relationship to SPML

Services Provisioning Markup Language (SPML) defines a set of operations that are fundamental to provisioning.  Standardizing a set of operations enables interoperability, but a common object model will greatly increase the extent to which Requesting Authorities (RAs) and Provisioning Service Providers (PSPs) can communicate with each other.  

The situation is analogous to having agreed on syntax and a set of verbs for a language.  Parties who wish to must communicate meaningfully must soon agree on a set of nouns. Every past demonstration of SPML interoperability has relied on a shared data model, but none of these models has been formalized.

The Provisioning Services Technical Committee (PSTC) intends the Provisioning Object Model (PrOM) to promote an expanded level of interoperability between RAs and PSPs. 

Interoperability is the Goal

The goal of this specification is to define enough of the provisioning domain to allow PSPs to interoperate.  For instance, an RA that uses the proposed model should be able to make the same request of two or more PSPs that support the model.  (Furthermore, a PSP that uses the proposed model should be able to make requests of another PSP--in this case, the PSP acts as an RA).  Each PSP may implement the given request differently, and the precise result in each case may differ, but the result in each successful case should reflect the set of attribute values specified in the request.  (Looking up a created account may yield extra attributes or extra attribute values, but –assuming that the request was successful and that there has been no intervening request that affected the same provisioned item--every attribute value specified in the request should be present in the result of the lookup.)  

Organization of this Document

This remainder of this introduction:

· Presents concepts and terms related to provisioning.
· Describes the scope of the specification in terms of those concepts.
After that, the main body of this document:
· Proposes a set of object classes and attributes (the object model).
· Describes scenarios that illustrate use of the proposed model.
· Collects open issues related to the proposal.

The Provisioning Domain

The proposed model defines classes of objects common to the domain of provisioning.  The model centers on account, which is represented as the intersection of user and target.  (This is not to say that only account objects can be provisioned; instead, the reader is encouraged to consider the extent to which any provisioned application or service can be represented as an account in this model.)
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User

In the general context of computing, the term user refers to a person who may use a computer system or application.  This document uses the term (in a sense that is more specific to provisioning) to refer to an information object that represents a person.  In some cases, a user object may actually represent an application or service rather than a person, but we ignore this distinction.

Account

One can think of an account as an information object that represents a user in the context of a specific target (system or application).  The account contains information that identifies the user and controls what the user is allowed to do within the target.

Target

A target is a system or application that is a source of accounts. SPML defines a Provisioning Service Target (PST) as “a software component that is seen as the endpoint for a given provisioning action”.  This document uses the term “target” to mean PST.
Requestor and Service
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SPML defines a Requesting Authority (RA) as “?” and Provisioning Service Provider (PSP) as “?”.  (These terms are comparable to “client” and “server” in that they describe roles rather than actors: the same software component may act as both RA and PSP). This document uses the term “requestor” to mean RA and “service” to mean PSP.

A service manages a set of targets. More precisely, a service manages a subset of the accounts that exist on each of a set of targets.  A requestor uses SPML to communicate with one or more services.  Because requestor and service exchange SPML flows, they are implicit in the protocol.  The object model proposed in this document does not explicitly address services or requestors. 

Account Membership and Privilege
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An account may belong to any number of containers and may have any set of privileges on a target.  Many systems and applications support containers such as organizational hierarchies, roles and groups.  Most also define rights (variously known as capabilities, access rights, or privileges) that specify what an account is allowed to do on the target.

Organizations are typically nested to form hierarchies.  Depending on the security model of the target, groups, roles and even rights may also be nestable.  (A composite right, for example, might imply several more specific rights.)

The security model for each type of target defines which types of containers that type of target will support.  Moreover, what it means to be a member of each type of container--such as an organization, a group, or a role--is specific to each type of target.  The security model for each type of target specifies whether rights can be granted directly to an account or can be granted indirectly via membership in a role, group, or organization.    The security model for each type of target also specifies the mechanisms that can be used to scope a right (that is, to control the set of objects to which a right applies).  Ultimately, the precise meaning of membership in a container (or the precise meaning of a right) may depend on the configuration of a specific target.  For instance, many types of targets allow an administrator to modify the set of access rights that is associated with a group—even a group that the target predefines.

Because each type of target defines its own security model (including the semantics of membership and containment), the object model proposed in this document does not define organization, group, role, or right as an object class.  Instead, the object model represents each of these only as an attribute of an account.  Thus, the model specifies how an RA can manage an account’s connections to organizations, groups, roles, and rights, but does not specify how to manage organizations, groups, roles, or rights themselves.  (This does not prevent a PSP from defining or managing such information objects on the target; PrOM simply does not specify how to do it.  A PSP could extend this model to represent organization, group, role, or right as an object class, but treating these as provisioned items is outside the scope of this specification.)

NOTE REGARDING ALTERNATIVE APPROACHES:  Rather than limit itself to specifying an account’s connections to pre-existing organizations, groups roles and rights, this object model could define a “generic” security model and require each PSP to map this to the security model of the target.  Another approach might be to require each target to expose its security model in “generic” terms.  However, it is the opinion of the author that neither of these approaches is practical or necessary.  

A generic security model (or, for that matter, a generic way of representing each target security model) must be rich enough to express the semantics of the security model for each type of target, and mapping this to each target would add a great deal of complexity.

Experience with identity management deployments suggests that target/domain experts within each enterprise generally think in terms of the security model for each target, and become frustrated when asked to express or manipulate this type of information more abstractly.

Limiting the object model to provisioning per se keeps the model relatively simple (and leaves opaque the account’s interaction with the security model of a target).  

Provisioning Object Model (PrOM)

Scope
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The object model that is proposed below represents a subset of the provisioning domain that is (hoped to be) most common and useful.  The model represents user, account and target as object classes.  The model represents as attributes of each account object the rights of the account on the target and the memberships of the account in organizations, groups, or roles on the target.

This model does not address aspects of provisioning that are typically reserved to the Provisioning Service Provider (PSP)—for example, defining a service that implies multiple accounts.  Similarly, this model does not address aspects of provisioning that are typically reserved to the Provisioning Service Target (PST)--such as the target security model.  

Xml Schema for Provisioning, provisioning.xsd 

<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

     xmlns:xiop="http://www.example.com/inetOrgPerson"

     targetNamespace="http://www.example.com/Provisioning">

<!-- include user object class -->
<include schemaLocation="http://www.example.com/pstc/user.xsd"/>

<!-- include account object class -->
<include schemaLocation="http://www.example.com/pstc/account.xsd"/>

<!-- include target object class -->
<include schemaLocation="http://www.example.com/pstc/target.xsd"/>

</xsd:schema> 

objectClass:User

	Attribute Name
	Cardinality
	Syntax
	Description

	PSTD-ID
	optional; single-valued
	string/url
	Uniquely identifies the User object and defining PSP.

	ownsAccount
	optional; multi-valued
	string/url
	Each value is the PSTD-ID of an account that is owned by this user.  

	(other attributes)
	*
	*
	Per inetOrgPerson (RFC2879).


The User objectClass represents a person who may own an account on a target.  The PSP may use attributes of the user to determine attributes of any account on the target.  This occurs most commonly when a PSP is requested to add an account for the user.  The PSP may derive attributes of the account from attributes of the user.  A PSP might also be asked to list target accounts that might be owned by the user.

NOTE TO REVIEWERS: Rather than invent yet another notion of a User, Gerry Woods suggested that we re-use an existing and well-understood definition, such as inetOrgPerson.  Of course, Gerry also suggested that I use XmlSchema to define the proposed object model.  Wouldn’t you know there’s no representation of inetOrgPerson in XmlSchema?  I made up one to use until there is an official one.  It’s in the last section of this document.

Xml Schema for User, user.xsd 

<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

     xmlns:xiop="http://www.example.com/inetOrgPerson"

     targetNamespace="http://www.example.com/Provisioning">

 <xsd:annotation>

  <xsd:documentation xml:lang="en">

    Defines User object in Provisioning schema.

  </xsd:documentation>

 </xsd:annotation>

<xsd:complexType name="User">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

      Represents a person who may own one or more accounts 
      on provisioning service targets.  

    </xsd:documentation>

  </xsd:annotation>

  <xsd:complexContent>

    <xsd:extension base=”xiop:inetOrgPerson”>

      <xsd:annotation>

        <xsd:documentation xml:lang="en">

          Extends inetOrgPerson (as represented in Xml Schema)

          so as to build on a well-known set of attributes.  
        </xsd:documentation>

      </xsd:annotation>

      <xsd:sequence minOccurs=”0”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en">

            Optional sequence.  Each value is the PSTD-ID 
            of an Account owned by with this User.  
          </xsd:documentation>

        </xsd:annotation>

        <xsd:element name=”ownsAccount” type=”xsd:string”/>

      </xsd:sequence>

      <xsd:attribute name=”PSTDID” type=”xsd:string”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en">

            Uniquely identifies the user object 
            and its defining PSP.  
          </xsd:documentation>

        </xsd:annotation>

      </xsd:attribute>

    </xsd:extension>

  </xsd:complexContent>

</xsd:complexType>

</xsd:schema>

objectClass:Account

	Attribute Name
	Cardinality
	Syntax
	Description

	PSTD-ID
	optional; single-valued
	string/url
	Uniquely identifies the Account object and defining PSP.

	target
	optional; multi-valued
	string/url
	Each value is a PST-ID.  

An account that is returned as the result of a lookup will have only a single value for this attribute.  

An account that is an argument to an account creation request may specify zero or more values.(?)

	name
	optional; 
single-valued
	string
	Friendly identifier (e.g., username) of the account (within the PST).

	guid
	optional;
single-valued
	string
	Globally unique identifier assigned by the PST.

	organization
	optional; multi-valued
	string
	Each value identifies an organizational unit (within the PST) of which the account is (or should be) a member.

	group
	optional; multi-valued
	string
	Each value identifies a group (within the PST) of which the account is (or should be) a member.

	role
	optional; multi-valued
	string
	Each value identifies a role (within the PST) of which the account is (or should be) a member.

	right
	optional; multi-valued
	string
	Each value identifies a right (within the PST) that the account has (or should have) by direct assignment.

	exists
	optional; single-valued
	boolean
	True if the PSP assumes that the account already exists.  False if the PSP assumes that the account does not yet exist.  Empty or not present if the PSP makes no assumption either way.

	disabled
	optional; single-valued
	boolean
	Whether the account is (or should be) disabled (within the PST).

In an account that is returned as the result of a lookup or query, this attribute reports whether the account is currently disabled.

In an account that is specified as an argument to a request to create or update an account, this attribute indicates whether the account should be disabled.

	disableDate
	optional; single-valued
	string/date (YYYYMMDD)
	When the account was disabled (or should be disabled).

	enableDate
	optional; single-valued
	string/date (YYYYMMDD)
	When the account was enabled (or should be enabled).

	expired
	optional; single-valued
	boolean
	Whether the account is (or should be) expired (within the PST).

In an account that is returned as the result of a lookup or query, this attribute reports whether the account is currently expired.

In an account that is specified as an argument to a request to create or update an account, this attribute indicates whether the account should be expired.

	expireDate
	optional; single-valued
	string/date (YYYYMMDD)
	When the account was expired (or should be expired).

	password
	optional; single-valued
	string(base64-3DES?)
	A password to be associated with the account.

	certificate
	optional; multi-valued
	cert (base64-3DES?)
	Each value is a certificate to be associated with the account.


This class is the heart of provisioning.  We should define here every aspect of account behavior that we wish provisioning service providers (PSPs) to interoperate in managing.  On the other hand, we want to keep this class minimal so that it will be easy for vendors to support. 

The Account object class contains several sets of attributes to represent:

identification: target, name and guid

membership and privilege: organization, group, role and right

status: disabled, disableDate, enableDate, expired, expireDate
credentials: password, certificate

NOTE TO REVIEWERS: What else do we need to represent?  PasswordNeverExpires? UserMustChangePasswordAtNextLogin?  
What about ‘lockedOut’ (and perhaps ‘lockedOutUntil’)?

Xml Schema for Account, account.xsd 

<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

     targetNamespace="http://www.example.com/Provisioning">

 <xsd:annotation>

  <xsd:documentation xml:lang="en">

    Defines Account object in Provisioning schema.

  </xsd:documentation>

 </xsd:annotation>

<xsd:complexType name="Account">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

      Represents an account on a provisioning service target

      (such as a system or application). 
    </xsd:documentation>

  </xsd:annotation>

  <xsd:complexContent>

      <xsd:sequence minOccurs=”0”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en">

            Optional sequence.  Each element contains a 
            provisioning service target identifier (PST-ID) 
            and its defining PSP.
          </xsd:documentation>

        </xsd:annotation>

        <xsd:element name=”target” type=”xsd:string”
             maxOccurs=”unbounded”/>

      </xsd:sequence>

      <xsd:sequence minOccurs=”0”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en">

            Optional sequence.  Each element contains 
            a value that identifies an organization  
            on the provisioning service target 
            to which the account belongs (or should belong). 
          </xsd:documentation>

        </xsd:annotation>

        <xsd:element name=”organization” type=”xsd:string”
             maxOccurs=”unbounded”/>

      </xsd:sequence>

      <xsd:sequence minOccurs=”0”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en">

            Optional sequence.  Each element contains 
            a value that identifies a group  
            on the provisioning service target 
            to which the account belongs (or should belong). 
          </xsd:documentation>

        </xsd:annotation>

        <xsd:element name=”group” type=”xsd:string”
             maxOccurs=”unbounded”/>

      </xsd:sequence>

      <xsd:sequence minOccurs=”0”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en">

            Optional sequence.  Each element contains 
            a value that identifies a role  
            on the provisioning service target 
            to which the account belongs (or should belong). 
          </xsd:documentation>

        </xsd:annotation>

        <xsd:element name=”role” type=”xsd:string”
             maxOccurs=”unbounded”/>

      </xsd:sequence>

      <xsd:sequence minOccurs=”0”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en">

            Optional sequence.  Each element contains 
            a value that identifies a right  
            on the provisioning service target 
            that the account has (or should have). 
          </xsd:documentation>

        </xsd:annotation>

        <xsd:element name=”right” type=”xsd:string”
             maxOccurs=”unbounded”/>

      </xsd:sequence>

      <xsd:sequence minOccurs=”0”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en">

            Optional sequence.  Each element contains 
            a certificate that the account  
            has (or should have). 
          </xsd:documentation>

        </xsd:annotation>

        <xsd:element name=”certificate” type=”xsd:hexBinary”
             maxOccurs=”unbounded”/>

      </xsd:sequence>

      <xsd:attribute name=”PSTD-ID” type=”xsd:string”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en">

            Uniquely identifies the account object 
            and the PSP that manages it.  
          </xsd:documentation>

        </xsd:annotation>

      </xsd:attribute>

      <xsd:attribute name=”name” type=”xsd:string”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en">

            Friendly identifier (e.g., username) 
            of the account (within the PST).
          </xsd:documentation>

        </xsd:annotation>

      </xsd:attribute>

      <xsd:attribute name=”guid” type=”xsd:string”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en">

            Any globally unique identifier 
            assigned by the PST to this account.
          </xsd:documentation>

        </xsd:annotation>

      </xsd:attribute>

      <xsd:attribute name=”exists” type=”xsd:boolean”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en">

            True if the PSP assumes that the account already exists.
            False if the PSP assumes that the account does not exist.
            Empty or not present if the PSP makes no assumption
            either way.
          </xsd:documentation>

        </xsd:annotation>

      </xsd:attribute>

      <xsd:attribute name=”disabled” type=”xsd:boolean”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en"> 
            Whether the account is (or should be) disabled 
            (within the PST). In an account that is returned 
            as the result of a lookup or query, this attribute 
            reports whether the account is currently disabled.         
            In an account that is specified as an argument 
            to a request to create or update an account, 
            this attribute indicates whether the account 
            should be disabled.
          </xsd:documentation>

        </xsd:annotation>

      </xsd:attribute>

      <xsd:attribute name=”disableDate” type=”xsd:dateTime”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en"> 
            The date and time when the account was disabled 
            (or should be disabled). 
          </xsd:documentation>

        </xsd:annotation>

      </xsd:attribute>

      <xsd:attribute name=”enableDate” type=”xsd:dateTime”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en"> 
            The date and time when the account was enabled 
            (or should be re-enabled). 
          </xsd:documentation>

        </xsd:annotation>

      </xsd:attribute>

      <xsd:attribute name=”expired” type=”xsd:boolean”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en"> 
            Whether the account is (or should be) expired 
            (within the PST). In an account that is returned 
            as the result of a lookup or query, this attribute 
            reports whether the account is currently expired.         
            In an account that is specified as an argument 
            to a request to create or update an account, 
            this attribute indicates whether the account 
            should be expired.
          </xsd:documentation>

        </xsd:annotation>

      </xsd:attribute>

      <xsd:attribute name=”expireDate” type=”xsd:dateTime”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en"> 
            The date and time when the account was expired 
            (or should be expired). 
          </xsd:documentation>

        </xsd:annotation>

      </xsd:attribute>

      <xsd:attribute name=”password” type=”xsd:hexBinary”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en"> 
            A password to be associated with the account.
          </xsd:documentation>

        </xsd:annotation>

      </xsd:attribute>

  </xsd:complexContent>

</xsd:complexType>

</xsd:schema>

objectClass:Target

	Attribute Name
	Cardinality
	Syntax
	Description

	PST-ID
	required; 
single-valued
	string/url
	Uniquely identifies the Target object and defining PSP.

	name
	optional; 
single-valued
	string
	Friendly identifier for the Target object (within the PSP).

	description
	optional; 
multi-valued
	string
	Describes the purpose or function of the Target object.


The Target object class is largely opaque.  In particular, values required to connect to the target (for example ‘initialFactoryContext’, ‘providerURL’, ‘connectionUserName’and ‘connectionPassword’) are not exposed as attributes.  To begin with, the connection attribute names and syntaxes are specific to each type of target.  However, the larger issue is trust.  

Trust may exist between instances of a distributed PSP, but trust will generally not extend beyond the enterprise (or PSP) boundary.  Each PSP’s target definitions are likely to contain sensitive data (such as connection information).  Target definitions may also reflect proprietary features that the PSP feels add value.  
A Target may require special handling that is not (or cannot be or will not be) reflected in the target definition.  As one example, DB2 can be configured to redirect authentication requests to the OS or to an external LDAP directory.  Setting up user access to a DB2 instance may require two accounts: one within DB2 (for authorization) and another outside DB2 (for authentication).  The PSP (or the enterprise it serves) may not wish to expose this aspect of the DB2 target’s configuration.  The PSP (or enterprise) may not wish to represent the OS or directory service as a target available to external requestors.  Even if the PSP (or enterprise) did wish to represent the authentication service as a target available to external requestors, the PSP has no general way to represent the dependency between the DB2 target and the authentication service target.
For these and other reasons, each PSP will generally hide information about its targets, insisting that an RA (or an external PSP) operate on a target only through the PSP that manages the target.  However, interoperation with respect to specific accounts requires some notion of target.  

Each PSP controls the set of targets it exposes.  A PSP may reveal no target whatsoever. (In this extreme case, the PSP completely controls which accounts to create or update or delete, and it appears to the requestor that the service is the only target.)  

A PSP may reveal only minimal information for each target.  A PSP may reveal nothing beyond PST-ID for each target if it so chooses.  However, where a PSP intends to allow an external RA or PSP to request provisioning for a specific set of targets, “name” and “description” attributes seem reasonably useful.
Xml Schema for Target, target.xsd 

<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

     targetNamespace="http://www.example.com/Provisioning">

 <xsd:annotation>

  <xsd:documentation xml:lang="en">

    Defines Target object in Provisioning schema.

  </xsd:documentation>

 </xsd:annotation>

<xsd:complexType name="Target">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

      Represents a provisioning service target

      (such as a system or application). 
    </xsd:documentation>

  </xsd:annotation>

  <xsd:complexContent>

      <xsd:sequence minOccurs=”0”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en">

            Optional sequence.  Each element contains 
            a description of the purpose or function 
            of the provisioning service target.
          </xsd:documentation>

        </xsd:annotation>

        <xsd:element name=”description” type=”xsd:string”
             maxOccurs=”unbounded”/>

      </xsd:sequence>

      <xsd:attribute name=”PSTID” type=”xsd:string” use=”required”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en"> 
            Uniquely identifies the target object and defining PSP.
          </xsd:documentation>

        </xsd:annotation>

      </xsd:attribute>

      <xsd:attribute name=”name” type=”xsd:string”>

        <xsd:annotation>

          <xsd:documentation xml:lang="en"> 
            Friendly identifier for the Target object 
            (within the PSP).
          </xsd:documentation>

        </xsd:annotation>

      </xsd:attribute>

  </xsd:complexContent>

</xsd:complexType>

</xsd:schema>

Scenarios

The following scenarios are intended to illustrate how the object model might be used to achieve interoperability.  The scenarios assume two Requesting Authorities (RAs) and two Provisioning Service Providers (PSPs).  RA:1 and PSP:1 are implemented by the same vendor; RA:2 and PSP:2 are implemented by a second vendor.  PSP:1 manages Provisioning Service Targets  PST:1A and PST:1B; PSP:2 manages PST:2A and PST:2B. 

Provision User

Administrator provisions an employee, generating a default set of accounts for the user (according to the default behavior of two services).
RA:1 requests PSP:1 and PSP:2 to provision User:”Bob Barker”:

· PSP:1 creates Account:bob@1A for User:”Bob Barker” on PST:1A.

· (PSP:1 creates User:”Bob Barker” object referring back to RA:1/User:”Bob Barker”?).

· PSP:2 creates Account:Barkerb@2A for User:”Bob Barker” on PST:2A.

· (PSP:2 creates User:”Bob Barker” object referring back to RA:1/User:”Bob Barker”?).

Create Account for User

Administrator checks the default set of accounts created.  Administrator decides that employee needs accounts on additional targets.
RA:1 asks PSP:1 and PSP:2 to find accounts for User:”Bob Barker”:

· PSP:1 returns a list containing Account:Bob@1A for User:”Bob Barker”.

· PSP:2 returns a list containing Account:Barkerb@2A for User:”Bob Barker”.

RA:1 asks PSP:1 and PSP:2 to list provisioning service targets:

· PSP:1 returns a list containing PST:1A and PST:1B.

· PSP:2 returns a list containing PST:2A and PST:2B.

RA:1 asks PSP:1 to create an account for User:”Bob Barker” on PST:1B.  RA:1 specifies only User information (no account attributes).

· PSP:1 returns ((an ID for?) Account:Bbarker@1B) successfully

RA:1 asks PSP:2 to create an account for User:”Bob Barker” on PST:2B.  RA:1 specifies only User information (no account attributes).

· PSP:2 returns ((an ID for?) Account:Barkerb2@2B) successfully

Enable Account

Administrator notices that some accounts for employee have been created disabled.  Administrator enables these accounts.
RA:1 asks PSP:1 to lookup Account:Bbarker@1B

· PSP:1 returns Account:Bbarker@1B, which shows attribute “disabled=’true’”.

RA:1 asks PSP:1 to update Account:Bbarker@1B, setting attribute “disabled=’false’”.

· PSP:1 enables Account:Bbarker@1B and returns ((and ID for?) Account:Bbarker@1B with “disabled=’false’”).

RA:1 asks PSP:2 to lookup Account:Barkerb2@2B

· PSP:2 returns Account:Barkerb2@2B, which shows attribute “disabled=’false’”.

RA:1 asks PSP:1 and PSP:2 to list accounts for User:”Bob Barker”:

· PSP:1 returns a list containing Account:Bob@1A and Account:Bbarker@1B.

· PSP:2 returns a list containing Account:Barkerb@2A and Account:Barkerb2@2B.

RA:1 adds values representing these accounts to the ‘ownsAccount’ attribute of User:”Bob Barker”.  
NOTE TO REVIEWERS: Requestor is responsible for updating the user object (because no service can assume that it has this privilege).
Set Password and Reset Password
Company policy encourages password synchronization (but requires frequent changes).  Administrator sets for employee an initial password (which employee is required to change on first use).
NOTE TO REVIEWERS: Assume ‘updateCredentials’ verb (replacing value of ‘password’ attribute), or simply modify the value of the ‘password’ attribute?
RA:1 asks PSP:1 to update Account:Bob@1A and Account:Bbarker@1B, setting “password=’bobbarker’”.  PSP:1 returns a result indicating success.

RA:1 asks PSP:2 to update Account:Barkerb@2A and Account:Barkerb2@2B, setting “password=’bobbarker’”.  PSP:2 returns a result indicating that the password failed policy checks on PST:2B.

NOTE TO REVIEWERS: Assume ‘resetCredentials’ verb (specifying the ‘password’ attribute), or simply modify the attribute to a special value (e.g., “password=’reset’”)?

RA1 asks PSP:2 to ‘resetPassword’ for Account:Barkerb2@2B.  PSP:2 returns the generated password value in its result.
NOTE TO REVIEWERS: Should sensitive values (such as passwords) be encrypted, or do we simply assume secure transmission?  If values should be encrypted, how do requestor and service negotiate keys?


Requestor notifies User:”Bob Barker” that his password was successfully set to one value on three of four targets, naming those targets on which the password was set.  For each target that has a different password value, the notification names the target and the password that was set on the target. 
Expire Account Immediately 

Employee is required to change password on next use.

RA:1 asks PSP:1 to update Account:Bob@1A and Account:Bbarker@1B, setting “expired=’true’”.

RA:1 asks PSP:2 to update Account:Barkerb@2A and Account:Barkerb2@2B, setting “expired=’true’”.

Add Certificates

Employee has new certificates.  Administrator adds new certificates to existing accounts.
NOTE TO REVIEWERS: Assume ‘updateCredentials’ verb (adding values for ‘certificate’ attribute), or simply modify the value of the ‘certificate’ attribute?

RA asks to add new values for ‘certificate’ attribute.  Each value is encrypted using 3DES.

Schedule Account Disablement and re-Enablement

Employee schedules vacation.  Security policy requires accounts to be disabled during vacation.  Administrator disables employee accounts during planned vacation period.
RA:1 asks PSP:1 and PSP:2 to update accounts, setting “disableDate=’20040214’” and “enableDate=’20040228’.
Schedule Account Expiration

Security policy requires that passwords be changed every 30 days.  Administrator sets employee password to expire on a specific day.
RA:1 asks PSP:1 to update Account:Bob@1A and Account:Bbarker@1B, setting “expireDate=’20040401’.

RA:1 asks PSP:2 to update Account:Barkerb@2A and Account:Barkerb2@2B, setting “expireDate=’20040401’.

Rename Accounts

Employee undergoes a life-changing transformation and legally changes first name.
RA:1 asks PSP:1 and PSP:2 to change the username from ‘bob’ to ‘roberta’:

· RA:1 asks PSP:1 to modify Account:Bob@1A, specifying in the Account object name=’roberta’.

· PSP:1 uses the ID of Account:Bob@1A to retrieve the account’s “guid” attribute

· PST:1A does not support the “guid” attribute, so PSP:1 makes sure that account ‘bob’ exists.  

· PST:1A confirms that ‘bob’ exists, so PSP:1 renames ‘bob’ to ‘roberta’.

· RA:1 asks PSP:1 to modify Account:Bbarker@1B, specifying in the Account object “name=’roberta’”.

· PSP:1 uses the ID of Account:Bbarker@1B to retrieve the account’s “guid” attribute

· PST:1B supports the “guid” attribute, and returns “guid=’ABC123’.  

· PSP:1 updates Account:Bbarker@1B, specifying “guid=’ABC123’, name=‘roberta’”.

· RA:1 asks PSP:2 to modify Account:Barkerb@2A, specifying in the Account object name=’roberta’.

· PSP:1 uses the ID of Account:Barkerb@2A to retrieve the account’s “guid” attribute

· PST:2A does not support the “guid” attribute, so PSP:2 makes sure that account ‘Barkerb’ exists.  

· PST:2A confirms that ‘bob’ exists, so PSP:2 renames ‘bob’ to ‘roberta’.

· RA:1 asks PSP:2 to modify Account:Barkerb2@2B, specifying in the Account object “name=’roberta’”.

· PSP:2 uses the ID of Account:Barkerb2@2B to retrieve the account’s “guid” attribute

· PST:2B supports the “guid” attribute, and returns “guid=’XYZ123’.  

· PSP:2 updates Account:Barkerb2@2B, specifying “guid=’XYZ123’, name=‘roberta’”.

Schedule Account Disablement

Employee is scheduled for termination (but doesn’t know it).  Administrator arranges to disable employee accounts on scheduled termination date. 

RA:1 asks PSP:1 to update Account:roberta@1A and Account:roberta@1B, setting “disableDate=’20040630’.

RA:1 asks PSP:2 to update Account:roberta@2A and Account:roberta@2B, setting “disableDate=’20040630’.

Disable Account Immediately 

Employee learns of scheduled termination (through a friend in HR).  Employee makes a scene, and is escorted from the building by security.  Administrator immediately disables all employee accounts. 

RA:1 asks PSP:1 to update Account:roberta@PST:1A and Account:roberta@1B, setting “disabled=’true’”.
RA:1 asks PSP:2 to update Account:roberta@2A and Account:roberta@2B, setting “disabled=’true’”.

Known Defects:

1. Xml Schema.  This is my first stab at using XmlSchema, and I’m sure I’ve made errors.

Open Issues:

1. Identifiers.  Can each identifier be just a url?  Does a PST-ID include (at least implicitly) the PSP-ID of the PSP that manages it (or must we separately specify PSP-ID)?

2. Verbs.  May I assume a set of operations more specific than Update?  For example, may I assume an UPDATE_CREDENTIALS operation?

Where we don’t have a verb, we essentially “fake a verb” using an attribute.  It can work either way, but adding specific verbs offers advantages:
- Access control: it is cleaner and easier to restrict access to individual commands than to individual attributes—or to combinations of attributes.
- Formality: attributes are used only by convention (the object model will not be part of the protocol, and may not be part of the formal specification).
- Transparency: faking a verb often requires reserve a sentinel value that triggers an operation.  (For example, one might “fake” a ‘resetPassword’ operation by specifying that a special value of “password=’reset’” tells the PSP to reset the password for the account.)

3. Multiple targets per PSP.  Jeff Bohren says (where he maps WSProvisioning to the revised OpenNetworks proposal) that SPML 1.0 assumes one target per WS.  I’m not sure what this means, and my use cases assume that each PSP manages a set of targets.  If each PSP manages exactly one target, then why did SPML 1.0 need a notion of PST and PST-ID?

4. Target.  Should a target definition contain anything beyond PST-ID, name, and description?  If so, what?

5. Account.  What additional feature (if any) should be represented in the schema for Account?

6. InetOrgPerson.  Should this look more like JNDI or more like LDIF?  

Having a single element that represents an attribute containing a sub-element for each value seems more JNDI-like, and makes it easy to traverse attributes and iterate values.  This might look like:
<cn>
    <value>Bob</value>
    <value>Bobby</value>
    <value>Robert</value>
</cn>

Representing each attribute as a sequence of attribute value pairs is more like LDIF.  This might look like:
<cn>Bob</cn>
<cn>Bobby</cn>
<cn>Robert</cn>

or perhaps

<cn value=”Bob”/>
<cn value=”Bobby”/>
<cn value=”Robert”/>

7. Encryption. Should sensitive values (such as passwords) be encrypted, or do we simply assume secure transmission?  If we encrypt, how are keys negotiated?

Appendix A: Sample Xml Schema for InetOrgPerson

Sample Xml Schema for inetOrgPerson, xiop.xsd 

<xsd:schema xmlns:xsd=”http://www.w3.org/2001/XMLSchema” 

     targetNamespace=”http://www.example.com/inetOrgPerson>

 <xsd:annotation>

  <xsd:documentation xml:lang="en">

   The inetOrgPerson represents people who are associated with 
   an organization in some way.  It is a structural class  
   and is derived from the organizationalPerson class 
   which is defined in X.521.
  </xsd:documentation>

 </xsd:annotation>

<xsd:complexType name="inetOrgPerson">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

      Only “cn”, “sn”, and “objectClass” are required.

      Only “displayName”, “employeeNumber”, “preferredLanguage” and

      “preferredDeliveryMethod” are restricted to a single value.
    </xsd:documentation>

  </xsd:annotation>

  <xsd:all>

    <xsd:element name="cn" type="name" minOccurs="1"/>

    <xsd:element name="objectClass" type="OID" minOccurs="1"/>

    <xsd:element name="sn" type="name" minOccurs="1"/>

    <xsd:element name="audio" type="audio" minOccurs="0"/>

    <xsd:element name="businessCategory" type="DirectoryString128" 
         minOccurs="0"/>

    <xsd:element name="carLicense" type="DirectoryString" 
         minOccurs="0"/>

    <xsd:element name="departmentNumber" type="DirectoryString" 
         minOccurs="0"/>

    <xsd:element name="description" type="DirectoryString1024" 
         minOccurs="0"/>

    <xsd:element name="destinationIndicator"
         type="DirectoryString128" minOccurs="0"/>

    <xsd:element name="displayName" type="singleValuedString" 
         minOccurs="0"/>

    <xsd:element name="employeeNumber" type="singleValuedString" 
         minOccurs="0"/>

    <xsd:element name="employeeType" type="DirectoryString" 
         minOccurs="0"/>

    <xsd:element name="facsimileTelephoneNumber"
         type="FacsimileTelephoneNumber" minOccurs="0"/>

    <xsd:element name="givenName" type="name" minOccurs="0"/>

    <xsd:element name="homePhone" type="TelephoneNumber" 
         minOccurs="0"/>

    <xsd:element name="homePostalAddress" type="PostalAddress" 
         minOccurs="0"/>

    <xsd:element name="initials" type="name" minOccurs="0"/>

    <xsd:element name="internationaliSDNNumber"
         type="numericString16" minOccurs="0"/>

    <xsd:element name="jpegPhoto" type="JPEG" minOccurs="0"/>

    <xsd:element name="labeledURI" type="DirectoryString" 
         minOccurs="0"/>

    <xsd:element name="l" type="name" minOccurs="0"/>

    <xsd:element name="mail" type="DirectoryString256" 
         minOccurs="0"/>

    <xsd:element name="manager" type="DN" minOccurs="0"/>

    <xsd:element name="mobile" type="TelephoneNumber" minOccurs="0"/>

    <xsd:element name="o" type="name" minOccurs="0"/>

    <xsd:element name="ou" type="name" minOccurs="0"/>

    <xsd:element name="pager" type="TelephoneNumber" minOccurs="0"/>

    <xsd:element name="photo" type="Photo" minOccurs="0"/>

    <xsd:element name="physicalDeliveryOfficeName" 
         type="DirectoryString128" minOccurs="0"/>

    <xsd:element name="postalAddress" type="PostalAddress" 
         minOccurs="0"/>

    <xsd:element name="postalCode" type="DirectoryString40" 
         minOccurs="0"/>

    <xsd:element name="postOfficeBox" type="DirectoryString40" 
         minOccurs="0"/>

    <xsd:element name="preferredDeliveryMethod" 
         type="singleValuedString" minOccurs="0"/>

    <xsd:element name="preferredLanguage" type="singleValuedString" 
         minOccurs="0"/>

    <xsd:element name="registeredAddress" type="PostalAddress" 
         minOccurs="0"/>

    <xsd:element name="roomNumber" type="DirectoryString256" 
         minOccurs="0"/>

    <xsd:element name="secretary" type="DN" minOccurs="0"/>

    <xsd:element name="seeAlso" type="DN" minOccurs="0"/>

    <xsd:element name="st" type="name" minOccurs="0"/>

    <xsd:element name="street" type="DirectoryString128" 
         minOccurs="0"/>

    <xsd:element name="telephoneNumber" type="TelephoneNumber" 
         minOccurs="0"/>

    <xsd:element name="teletexTerminalIdentifier"
         type="TeletexTerminalIdentifier" minOccurs="0"/>

    <xsd:element name="telexNumber" type="TelexNumber"
         minOccurs="0"/>

    <xsd:element name="title" type="name" minOccurs="0"/>

    <xsd:element name="uid" type=" DirectoryString256" 
         minOccurs="0"/>

    <xsd:element name="userCertificate" type="Certificate" 
         minOccurs="0"/>

    <xsd:element name="userPassword" type="OctetString128" 
         minOccurs="0"/>

    <xsd:element name="userPKCS12" type="Binary" minOccurs="0"/>

    <xsd:element name="userSMIMECertificate" type="Binary" 
         minOccurs="0"/>

    <xsd:element name="x121Address" type="numericString15"
         minOccurs="0"/>

    <xsd:element name="x500uniqueIdentifier" type="bitString"
         minOccurs="0"/>

  </xsd:all>

</xsd:complexType>

<xsd:complexType name="audio">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

     SYNTAX 1.3.6.1.4.1.1466.115.121.1.40{250000}.

    </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”>
      <xsd:simpleType>

        <xsd:restriction baseType="xsd:hexBinary"/>

          <xsd:maxLength value="250000"/>

        </xsd:restriction/>

      </xsd:simpleType>

    </xsd:element>
  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="Binary">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

     SYNTAX 1.3.6.1.4.1.1466.115.121.1.5.

    </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”
      type=”xsd:hexBinary”/>
  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="bitString">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

     SYNTAX 1.3.6.1.4.1.1466.115.121.1.6.

    </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”>
      <xsd:simpleType>

        <xsd:restriction base="xsd:string">

          <xsd:pattern value='\'[0|1]* \'B'/>

        </xsd:restriction>

      </xsd:simpleType>

    </xsd:element>

  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="Certificate">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

     SYNTAX 1.3.6.1.4.1.1466.115.121.1.8.

    </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded” 
      type=”xsd:hexBinary”/>
  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="DirectoryString">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

     SYNTAX 1.3.5.1.4.1.1466.115.121.1.15.   

     </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”
      type=”xsd:string”/>
  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="DirectoryString128">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

     SYNTAX 1.3.5.1.4.1.1466.115.121.1.15{128}.   

     </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”>
      <xsd:simpleType>

        <xsd:restriction base=”xsd:string”>

           <maxLength value=”128”/>

        </xsd:restriction>

      </xsd:simpleType>

    </xsd:element>

  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="DirectoryString256">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

     SYNTAX 1.3.5.1.4.1.1466.115.121.1.15{256}.   

     </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”>
      <xsd:simpleType>

        <xsd:restriction base=”xsd:string”>

           <maxLength value=”256”/>

        </xsd:restriction>

      </xsd:simpleType>

    </xsd:element>

  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="DirectoryString1024">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

     SYNTAX 1.3.5.1.4.1.1466.115.121.1.15{1024}.   

     </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”>
      <xsd:simpleType>

        <xsd:restriction base=”xsd:string”>

           <maxLength value=”1024”/>

        </xsd:restriction>

      </xsd:simpleType>

    </xsd:element>

  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="DN">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

     SYNTAX 1.3.5.1.4.1.1466.115.121.1.12.

     RFC2253 defines the pattern more thoroughly.   

     </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”>
      <xsd:simpleType>

        <xsd:restriction base=”xsd:string”>

          <xsd:pattern value=’(\w)*(,(\w*))*’/>

        </xsd:restriction>

      </xsd:simpleType>

    </xsd:element>

  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="FacsimileTelephoneNumber">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

     SYNTAX 1.3.5.1.4.1.1466.115.121.1.22.

     </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”>
      <xsd:simpleType>

        <xsd:restriction base=”xsd:string”>

          <xsd:pattern value='(\s|\w)*(\$(twoDimensional|fineResolution|unlimitedLength|b64Length|a3Width|b4Width|uncompressed))*'/>

        </xsd:restriction>

      </xsd:simpleType>

    </xsd:element>

  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="JPEG">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

     SYNTAX 1.3.6.1.4.1.1466.115.121.1.28.

    </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”
      type=”xsd:hexBinary”/>
  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="name">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

     SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{32768}.

    </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”>
      <xsd:simpleType>

        <xsd:restriction base=”xsd:string”>

           <maxLength value=”32768”/>

        </xsd:restriction>

      <xsd:simpleType>

    </xsd:element>
  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="numericString15">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

      SYNTAX 1.3.6.1.4.1.1466.115.121.1.36{15}.

    </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”>
      <xsd:simpleType>

        <xsd:restriction base=”xsd:string”>

          <xsd:pattern value='[0-9]*'/>

          <xsd:maxLength value=”15”/>

        </xsd:restriction>

      <xsd:simpleType>

    </xsd:element>
  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="numericString16">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

      SYNTAX 1.3.6.1.4.1.1466.115.121.1.36{16}.

    </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”>
      <xsd:simpleType>

        <xsd:restriction base=”xsd:string”>

          <xsd:pattern value='[0-9]*'/>

          <xsd:maxLength value=”16”/>

        </xsd:restriction>

      <xsd:simpleType>

    </xsd:element>
  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="OctetString128">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

      SYNTAX 1.3.6.1.4.1.1466.115.121.1.40{128}

      Not sure that this differs from Binary

      (as far as XML is concerned).

    </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”>

      <xsd:simpleType>  

        <xsd:restriction base=”xsd:hexBinary”>

          <xsd:maxLength value=”128”/>

        </xsd:restriction>

      </xsd:simpleType>  

    </xsd:element

  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="OID">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

     SYNTAX 1.3.5.1.4.1.1466.115.121.1.38.

     RFC2252 defines the pattern more thoroughly.   

     </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”>
      <xsd:simpleType>

        <xsd:restriction base=”xsd:string”>

          <xsd:pattern value=’(\s|\w)*’/>

        </xsd:restriction>

      </xsd:simpleType>

    </xsd:element>

  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="Photo">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

      Photo attribute values are encoded in G3 fax format

      with an ASN.1 wrapper.  Please refer to RFC1274 

      section 9.3.7 for detailed syntax information.

    </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”
      type=”xsd:hexBinary”/>
  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="PostalAddress">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

      SYNTAX 1.3.6.1.4.1.1466.115.121.1.41.
    </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”>
      <xsd:simpleType>

        <xsd:restriction base="xsd:string">

          <xsd:pattern value='(\s|\w)*(\$(\s|\w)*)*'/>

        </xsd:restriction>

      </xsd:simpleType>

    </xsd:element>
  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="singleValuedString">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

     SYNTAX 1.3.5.1.4.1.1466.115.121.1.15 SINGLE-VALUE.

     The single value may be specified either:

     (1) as the content of the element that has this type, or 
     (2) as the content of a single sub-element named “value”.   

     The former approach is supported for compactness.

     The latter approach is supported for consistency

     with the representation of multi-valued attributes.

     </xsd:documentation>

  </xsd:annotation>

  <xsd:choice>

    <xsd:string>

    <xsd:element name=”value” type=”xsd:string” 
         minOccurs=”1” maxOccurs=”1”/>
  </xsd:choice>

</xsd:complexType>

<xsd:complexType name="TelephoneNumber">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

      SYNTAX 1.3.6.1.4.1.1466.115.121.1.50.

      Values in this syntax are recommended in X.520

      to be in international form as described in 

      ITU-T Rec. E.123, Notation for national and international

      telephone numbers, 1988.

    </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”> 
      <xsd:simpleType>

        <xsd:restriction base=”xsd:string”>

          <xsd:maxLength value=”32”/>

        </xsd:restriction>

      </xsd:simpleType>
    </xsd:element>
  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="TeletexTerminalIdentifier">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

     SYNTAX 1.3.5.1.4.1.1466.115.121.1.51.

      RFC2256 describes the pattern more thoroughly.

     </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”>
      <xsd:simpleType>

        <xsd:restriction base=”xsd:string”>

          <xsd:pattern value='(\s|\w)*(\$(graphic|control|misc|page|private):([0-9A-F]*)*'/>

        </xsd:restriction>

      </xsd:simpleType>

    </xsd:element>

  </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="TelexNumber">

  <xsd:annotation>

    <xsd:documentation xml:lang="en">

     SYNTAX 1.3.5.1.4.1.1466.115.121.1.51.

      RFC2256 describes the pattern more thoroughly.

     </xsd:documentation>

  </xsd:annotation>

  <xsd:sequence>

    <xsd:element name=”value” maxOccurs=”unbounded”>
      <xsd:simpleType>

        <xsd:restriction base=”xsd:string”>

          <xsd:pattern value='((\s|\w)*)\$((\s|\w)*)\$((\s|\w)*)'/>

        </xsd:restriction>

      </xsd:simpleType>

    </xsd:element>

  </xsd:sequence>

</xsd:complexType>

</xsd:schema>
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