[image: image1.png]OASIS )




OASIS Service Provisioning Markup Language (SPML) v2 – Federated Provisioning
Draft 0.1 
2005 September 14
Document identifier: pstc-spml2-fed-prov-01.pdf
Location: http://www.oasis-open.org/committees/provision/docs/

Send comments to: pstc-comment@lists.oasis-open.org
Editor:

Jeff Bohren, BMC (Jeff_Bohren@bmc.com)


Contributors:

Abstract:

This specification defines usage of SPML v2 for federated provisioning.

Status:

This is a candidate Committee Specification that is undergoing a vote of the OASIS membership in pursuit of OASIS Standard status.
If you are on the provision list for committee members, send comments there. If you are not on that list, subscribe to the provision-comment@lists.oasis-open.org list and send comments there. To subscribe, send an email message to provision-comment-request@lists.oasis-open.org with the word "subscribe" as the body of the message.

Copyright (C) OASIS Open 2005. All Rights Reserved.

Table of contents
31.
Introduction

1.1.
Concepts
3
2.
High-level Use Cases
3
2.1.
Pre-federation Provisioning of Accounts
3
2.2.
Just-in-Time Provisioning of Accounts
4
2.3.
Deprovisioning of Accounts
4
2.4.
Bulk Provisioning of Accounts
5
2.5.
Bulk Deprovisioning of Accounts
6
2.6.
Provisioning Federated Relationships
6
2.7.
Provisioning Related Accounts
7
Appendix A. References
8
Appendix B. Acknowledgments
10
Appendix C. Notices
11


1. Introduction
1.1. Concepts

This document describes user cases for the use of SPML V2 for federated provisioning.

2. High-level Use Cases
2.1. Pre-federation Provisioning of Accounts

In some federation environments an account needs to exist prior to the SSO event (which may never occur). Examples of this include vendor services such as 401K, paycheck services, and outsourced HR apps.
	Participants
	· IdP  (acting as RA)

· SP (acting as PSP)

· End user (User)

· Delegated Administrator (DA)

	Preconditions
	· The User has an account with the IdP

· There is a trust relationship between IdP and the SP such that the SP trust the IdP as an authoritative source of identity

	Postconditions
	· The User has an account with the SP

	Use case flow
	1. The DA defines a policy that entitles the User to an account on the SP

2. The IdP makes a provisioning request to the SP to create the account for the user

	Alternative flow
	


2.2. Just-in-Time Provisioning of Accounts

In some federation environments an account may be created as needed during the SSO session.
	Participants
	· IdP  (acting as RA)

· SP (acting as PSP)

· End user (User)

· Delegated Administrator (DA)

	Preconditions
	· The User has an account with the IdP

· There is a trust relationship between IdP and the SP such that the SP trust the IdP as an authoritative source of identity

	Postconditions
	· The User has an account with the SP

	Use case flow
	1. The DA defines a policy that allows the User to have an account on the SP

2. The user does SSO from the IdP to the SP (this could either be IdP-first or SP-first SSO)
3. The SP asks the IdP to make a provisioning request to create an account for the user (this could done using either be a back channel or front channel mechanism)

	Alternative flow
	1. The DA defines a policy that allows the User to have an account on the SP

2. The user does SSO from the IdP to the SP (this could either be IdP-first or SP-first SSO)

3. The SP makes a query to the IdP for account information in order to create the new account (this could done using either be a back channel or front channel mechanism)


2.3. Deprovisioning of Accounts

When a user is no longer entitled to an account on the SP it should be de-provisioned.
	Participants
	· IdP  (acting as RA)

· SP (acting as PSP)

· End user (User)

· Delegated Administrator (DA)

	Preconditions
	· The User has an account with the IdP

· The User has an account with the SP

· There is a trust relationship between IdP and the SP such that the SP trust the IdP as an authoritative source of identity

	Postconditions
	· The User no longer has an account with the SP

	Use case flow
	1. The DA changes a policy so the user is no longer entitled to an account on the SP
2. The IdP makes a deprovisioning request to the SP to delete the account for the user

	Alternative flows
	


2.4. Bulk Provisioning of Accounts

In some federation environments an account needs to exist prior to the SSO event (which may never occur). Examples of this include vendor services such as 401K, paycheck services, and outsourced HR apps. There are cases where multiple users must be granted accounts at the same time, such as when there is a merger or acquisition. 

	Participants
	· IdP  (acting as RA)

· SP (acting as PSP)

· Delegated Administrator (DA)

	Preconditions
	· There is a set of user accounts with the IdP

· There is a trust relationship between IdP and the SP such that the SP trust the IdP as an authoritative source of identity

	Postconditions
	· There is a set of user accounts with the SP

	Use case flow
	1. The DA defines a policy that entitles the User to an account on the SP

2. The IdP makes a bulk provisioning request to the SP to create the accounts for the users

	Alternative flow
	


2.5. Bulk Deprovisioning of Accounts

When a user is no longer entitled to an account on the SP it should be de-provisioned. This may be required for a large set of users when there are no longer entitled to an account. For example there could be a lay-off or an ending of contractual relationships between two parties.

	Participants
	· IdP  (acting as RA)

· SP (acting as PSP)

· Delegated Administrator (DA)

	Preconditions
	· There is a set of user accounts with the IdP
· There is a set of user accounts with the SP
· There is a trust relationship between IdP and the SP such that the SP trust the IdP as an authoritative source of identity

	Postconditions
	· There is no longer a set of user accounts with the SP

	Use case flow
	1. The DA changes a policy so that the users are no longer entitled to the accounts on the SP

2. The IdP makes a bulk deprovisioning request to the SP to delete the accounts for the users

	Alternative flows
	


2.6. Provisioning Federated Relationships

A user may already have unrelated accounts on both the IdP and SP. A federated relationship may be established between those two accounts for future SSO.
	Participants
	· IdP  (acting as PSP)

· SP (acting as RA)

· End user (User)

	Preconditions
	· The User has an account with the IdP

· The User has an account with the SP

· There is a trust relationship between IdP and the SP such that the SP trust the IdP as an authoritative source of identity

	Postconditions
	· There is a federated relationship between the users account on the IdP and SP

	Use case flow
	1. The user does SSO from the IdP to the SP (this could either be IdP-first or SP-first SSO)

2. The user indicates to the SP that a federation relationship should be made between the accounts

3. The SP makes a provisioning request to the IdP to create a federated relationship between the accounts

	Alternative flow
	


2.7. Provisioning Related Accounts

A third party may need to provision accounts to multiple service providers that should initially have a federated realationship, and that relationship may have important privacy aspects. For instance when a new hire joins a company, he may need to be provisioned with a new 401K account and a new medical insurance account. The 401K provider should not have any knowledge of the medical insurance provider and vice-versa, but a federated relationship should be established in order for a SSO session to be possible.

	Participants
	· IdP  (acting as RA)

· SP1 (acting as PSP)

· SP2 (acting as PSP)

· End user (User)

	Preconditions
	· The User has an account with the IdP

· There is a trust relationship between IdP and the SP such that the SP trust the IdP as an authoritative source of identity

	Postconditions
	· The User has an account with SP1

· The User has an account with SP2

· The user’s account on SP1 has a federated relationship to SP2

· The user’s account on SP2 has a federated relationship to SP1

	Use case flow
	1. The IdP makes a provisioning request to the SP1 to create the user’s account

2. The IdP makes a provisioning request to the SP2 to create the user’s account

3. The IdP makes a provisioning request to the SP1 to create the federated relationship to SP2

4. The IdP makes a provisioning request to the SP2 to create the federated relationship to SP1

	Alternative flow
	1. The IdP makes a provisioning request to the SP1 to create the user’s account and create the federated relationship to SP2

2. The IdP makes a provisioning request to the SP2 to create the user’s account create the federated relationship to SP1
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