Minutes of Con-call 08-08-01: ebXML Registry Security sub team

Attendees

Suresh Damodaran (note taker, lead)

Michael Joya

Farrukh Najmi

Duration: 4-5:15PM

Discussions

Farrukh presented the background of the security support in the current specs. Content security was the highest concern, and the way it was addressed was that only authenticated publishers were allowed to make changes to the registry content. There is a default access control policy that is applicable to all objects. On-the-wire confidentiality is addressed by making the registry publisher solely capable of modifying contents (I don’t understand this). Authentication is exclusively done with certificates. RS did not have the interface to add or modify access control policy. Michael added that there was difficulty when certificates could be from organizations or individuals (who are part of these organizations). Another problem now is that the spec is not clear on how to apply the certificate – no processing model. 

Some of the changes we would like to see for the next round:

1. Clearer definition of the default access control policy

2. Object level granularity than method level granularity for access permissions (discussion went to service access level, which became a bit fuzzy).

3. An explanation of how the RIM security model is to be interpreted, perhaps, with examples.

Suresh mentioned that in view of XACML, the RIM security model could be replaced by elements of XACML. At the least we expect changes to the info model.

We agreed that we take a fresh look at Registry security, and not be encumbered by the past work.

Action Items

We touched upon the “Security Risks” document Suresh had sent out. The general opinion is that the doc. looks good, and it could be developed into a security proposal. Suresh plans to do it.

Michael will send a list of security related implementation concerns.

We will work by email to hammer out the issues with the Security Risks document, before the next meeting. Next meeting we will concentrate on techniques to address the concerns.

We will see whether we can meet Thursday 5-6PM eastern.

