Actors:

Registry: Owner of Registry

Registered User: Registry recognizes this user as registered

Registry Guest: Not a registered user

Registry Client: Registered User + Registry Guest

Registry Administrator: Evaluates and enforces registry security policy

Activities:

The following activities on Registry are identified

· “Read” Registry Content 

· “Publish” Registry Content

· “Update” Registry Content

· Invoke other “Admin Services” supported by Registry such as retrieve audit trail, statistics of operations, etc.

Assumptions:

1. System Integrity of Registry ex. Registry Storage is secured and only user who can access the Registry Storage is Registry Administrator

Use cases:

1. Registry wants to differentiate between Registered Users and Registry Guests.

Business use case example – Registry wants to provide access to richer capabilities for interacting with itself to Registered users and a very limited interface for Registry Guests.

2. Registry wants to decide whether or not to allow an activity that Registry Client wants to perform

Business use case example – allow only Registered Users to “Publish”

3. Registry wants to restrict execution of administrative processes to only Registry Administrator

Business use case example – prevent shut down of the Registry by users other than Registry Administrator

4. Registry wants to restrict operations on Registry to only legitimate Registry Clients

Business use case example – prevent access to Registry by a user who is not Registered and impersonating as a Registered User

5. Registry wants to restrict sending Response objects to legitimate Registry Clients

Business use case example – prevent sending sensitive Response Object to incorrect recipients

6. Registry Client wants to ensure that the Registry is legitimate

Business use case example – Registry client does not want to publish his sensitive business content to a hoax Registry

7. Registry Client wants to control, which other Registry Clients can access the Registry Content he is publishing to the Registry.

8. Registry Client wants to ensure that the Registry Content he is publishing to Registry is not visible on the network

Business use case example – Credit Card Information

9. Registry Client wants to ensure that the Registry Content he is publishing to Registry is not changed on the network

10. Registry Client wants to ensure that the Registry Content he has published to Registry is not visible to the Registry Administrator 

11. Registry Client wants to ensure that the Registry Content he has published to Registry is not changed by the Registry Administrator

12. Registry Client wants to ensure that the Registry Content sent to him by Registry is not visible on the network

13. Registry Client wants to ensure that the Registry Content sent to him by Registry is not changed on the network

14. Registry Client wants to ensure that the Registry Content received from Registry is legitimate

Business use case example – The information claiming to have been published by a company XYZ was really published by the company XYZ.

15. Registry Client wants to build and store sufficient evidence of his requests being received by Registry

16. Registry Client wants to build and store sufficient evidence of response being received from Registry

17. Registry wants to build and store sufficient evidence of response being sent to Registry Client

18. Registry wants to build and store sufficient evidence of receiving request from Registry Client

19. Registry Client wants to retrieve information about the access of a particular Registry Object a> by all or a specified set of Registry Clients, b>since the creation of the Registry Object, or from a specified time, or from a specified identifiable Registry event. 

Notes:

1. Classification of use cases in terms of security concerns

1 – Role Identification

2,3, 4,7- Access Control 


5,6 – Peer Entity Authentication


10 – Data Confidentiality (in persistence)


11– Data Integrity (in persistence)


8,12– Data Confidentiality (in transit)


9,13– Data Integrity (in transit)

            14 – Data Origin Authentication


15,16,17,18 – NonRepudiation

            19 - Auditing

