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Foreword

	Version
	Date
	Name or Role
	Remarks (changed, checked, approved) 

	0.1
	2002-11-29
	Otto Mueller
Adrian Mueller
	first draft

	 0.2
	
	Otto Mueller
Adrian Mueller
	second draft (current version)

	
	
	
	


At the 16th CEN/ISSS Electronic Commerce Workshop; Plenary, 23 October 2002, Brussels EDIRA Top Level Service (TLS) Mr Adrian and Otto Müller gave a presentation on the EDIRA Top Level Service. The EDIRA association has currently 20 members registered. A demonstration is available for testing on the EDIRA web site.

The system represents an enhancement of UDDI. It is not intended to have reverse capability.

A link to the .eu registry, currently under implementation in accordance with the .eu Regulation, is foreseen.

Mrs Li pointed out that the .eu application issues are one of the provisional topics being explored by the eBusiness Standards Focus Group. A small team was appointed to contribute inputs on this subject matter, taking into account the EDIRA TLS, UDDI and the requirements for the .eu registry.

The decision was:
	
	Action
	Responsible
	Timescale

	15
	To draft text on EDIRA/UDDI for input to eBusiness Standards Focus Group in relation to the provisional .eu applications topic
	A.& O. Müller

P. Van der Eijk

N. Guarino

A Hinchley

M.Vasara

M-S Li
	Oct/Nov 02 




In the CEN workshop meeting of June, 4th it was decided to rework the CWA proposal and present it to the group. On October 16th, 2003 a meeting should be envisaged to present the results.

 Introduction

Cyber identity is the key to the further development of transactions in the electronic world. It is a fundamental element of a trusted framework for eBusiness to enable development of interoperable eBusiness applications and services
. Domain names, e-mail-addresses or other existing identification schemes satisfy the need for unique identification only partially. Additional identification-systems which are complementary to the Domain Name System (DNS) - the only identity infrastructure which is truly ubiquitous in the online environment - must be established. The concept of a Top Level Service (TLS) is such a system and focuses on easy implementation and integration of proven identification systems.

Identification of business partners in commercial transactions and of citizens in public administration has always been a critical issue. In most countries registers of citizens, of businesses and their managers exist as public or private services. Most of these registries are very reliable. They contain information which can be linked to electronic identification-systems. But they are domain specific and cannot easily be scaled to work in a global context. By participating in a TLS these traditional registration organizations can generate added value for themselves and for the Cyber world. Most importantly, the TLS provides a mechanism for global mapping of cyber identities leveraging on what already exists at the operational level.

Today, traditional and new registries are databases with identifiers as primary or secondary retrieval keys for their entries (businesses or other entities). These identifiers have a syntax specific to such a registry (code issuing organization). In order to support a world-wide unique identification no such organizations wants to give up its code issuing scheme for some new scheme. Therefore, only a meta-registration scheme by which such existing code schemes are registered will provide a world-wide unique identification of businesses and entities thereof. A TLS according to this CWA is such a system.

Annex C (Applications) shows what a TLS is about at a practical level. In directories and documents owners and specifications of entities require codes for identification. Each element in a directory is specified by the identifier of the directory-owner and the identifier that has been given to the element by the directory-owner. A TLS allows to verify such identifiers. As a specific application Annex C5 shows how such a TLS supports .eu domain registration.

Annex E shows that an implementation already exists: EDIRA TLS by the EDIRA association. See www.edira.org (TLS section).

The TLS proposed in this document comprises concepts, techniques and examples of implementation. In particular the specification defined can be built upon to serve different needs for the management of cyber identity. The authors of the document are aware that technologies for cyber identity management are rapidly evolving; in due course there is likely to emerge a need for a unified approach to managing the identities of organisations, people and objects
 which need to be interlinked and mutually referenceable. We believe that the TLS could be a key element for global identity management in this global context. Suggestions as regards the augmentation and enhancement of the TLS to meet such emerging needs are most welcome. 

1
Scope

The present document defines the specifications for a Top Level Service (TLS). A TLS is a central root-node to resolve unique, hierarchic identifiers. Identifiers are prefixed with an International Code Designator (ICD) as a meta-identifier to provide unambiguous identification of organizations and entities thereof. Such an ICD value identifies a specific registration scheme which an Issuing Organization (IO) is responsible for. This IO vouches for a certain quality of its registration service. A specific TLS-provider cooperates with IOs, whose registration schemes fulfil its registration requirements. The TLS procedure is applicable to existing registration schemes and schemes to be defined.

The combination of an ICD value and a scheme-specific identifier is transformed into a Uniform Resource Identifier (URI) which can be accessed with HTTP or HTTPS by a client via the TLS. The format of the response is HTML or XML.

The purpose is to support automatic processing of directories and documents. This requires that owners of documents, directories and entries therein are identified by unique identifiers. Each element in a directory is specified by the identifier of the directory-owner and the identifier that has been given to the element by the directory-owner. A TLS allows to verify such identifiers.

Note

Cyber identity management, authentication, authorization, and directory are related, but they are not the same issue and could be supported using different services. This CWA is about a proposal for facilitating cyber identity management based on existing implementations. The wider aspects of cyber identity management are currently being considered by the CEN/ISSS Electronic Commerce Workshop and may lead to the development of a separate CEN Workshop Agreement.
2
Normative References

The following normative documents contain provisions which, through reference in this text, constitute provisions of this CWA. For dated references, subsequent amendments to, or revisions of, any of these publications do not apply. However, parties to agreements based on this CWA are encouraged to investigate the possibility of applying the most recent editions of the normative documents indicated below. For undated references, the latest edition of the normative document referred to applies.

	ISO/IEC 6523-1,
	Information technology — Structure for the identification of organizations and organization parts — Part 1: Identification of organization identification schemes

	ISO/IEC 6523-2,


	Information technology — Structure for the identification of organizations and organization parts — Part 2: Registration of organization identification schemes

	IETF rfc2396,
	Uniform Resource Identifiers (URI): Generic Syntax

http://www.ietf.org/rfc/rfc2396.txt?number=2396

	ISO/IEC 10646-1:2000,
	Information technology -- Universal Multiple-Octet Coded Character Set (UCS) -- Part 1: Architecture and Basic Multilingual Plane

	IETF rfc2279,
	UTF-8, a transformation format of ISO 10646
http://www.ietf.org/rfc/rfc2279.txt?number=2279


3 Definitions and abbreviations

3.1
Definitions

	external register:
	When the registration scheme 1 managed by Issuing Organization A contains the registration scheme 2 managed by Issuing Organization B (as a part) it is referred to as an external register.

	International Code Designator, ICD:
	Meta-identifier used to uniquely identify a registration scheme; it is also the third arc in the OID 1.3.nnnn.

	Object Identifier, OID:
	An OID follows a hierarchic numbering system and is used to uniquely identify an object. See ISO 9834-1 Amd.2 for details.

	Registration Authority:
	In this context the “Registration Authority” is the authority that allocates ICD values.

	Registration scheme:
	A system allocating identifiers to registered objects.

	Uniform Resource Identifier, URI:
	Unique address of an Internet resource. A URI can be classified as a Uniform Resource Locator (URL, a network locator), a Uniform Resource Name (URN, a unique Internet name) or as both at the same time.
A URI usually consists of the four following syntax-components: <scheme>://<authority><path>?<query>. (NOTE: the term scheme in the context of URIs is not related to the term registration scheme.) See rfc2396 for details.


3.2
Abbreviations 

BSI 
British Standards Institution

CA
Certification Authority

CEN 
Committé Européen de Normalisation

CC
Common Criteria

cd
check digit

EAL
Evaluation Assurance Level

ebXML
Electronic Business using eXtensible Markup Language
EDIFACT
Electronic Data Interchange for Administration, Commerce and Transport

HTML
HyperText Markup Language

HTTP
HyperText Transfer Protocol

HTTPS
HyperText Transfer Protocol Secure

ICD 
International Code Designator (4 digit number allocated by BSI)

IETF
Internet Engineering Task Force

ISO
International Organization for Standardization

IO
Issuing Organizations (issues identifier values)

OI 
Organization Identifier

OID
Object Identifier

OPI 
Organization Part Identifier

OPIS 
Organization Part Identifier Source

rfc
request for comment

SA 
Sponsoring Authority

TLS
Top Level Service

UDDI
Universal Description, Discovery and Integration of Web Services
URI
Uniform Resource Identifier

XML
eXtensible Markup Language

4.
Top Level Service

4.1
Requirements to be eligible for a TLS

· The minimal requirement for the Issuing Organization (IO) is:
Basic information concerning the organizations registered within its’ scheme can be retrieved over the web free of charge.
· An ICD value has been allocated to the Issuing Organization by request of a Sponsoring Authority (SA) according to the procedures specified in ISO 6523-2.

· If by any reason no ICD value could be allocated there is an option to include the Registration Scheme into the TLS:

· The operator of the TLS applies for an ICD value. Under this ICD it allocates a 5 digit number to such a scheme; thus the OID is {1(iso) 3(identified organization) xxxx(TLS-operator-ICD) yyyyy(allocated 5-digit value)}

4.2
Requirements for the TLS

· A TLS is required to be accessible via HTTP or HTTPS free of charge.

· The format of a response has to be in a common format, i.e. HTML or XML.

· In the URI path or the URI query the format of the response should be indicated clearly, e.g. by including the file extension associated with the format, i.e. .htm/.html for HTML-responses and .xml for XML-responses.

· The ISO-6523-identifier is included in the query-part of the URI as the value of the query-parameter “id”. (NOTE: Other parameter-value-pairs may be added to the URI query-part after the “id”-parameter, e.g. to indicate a display mode, but they must not change the identifier-entity-relation.)

· Illegal characters have to be escaped. See Annex A.3 for the procedure.

4.3
The transformation of identifiers into URIs

The transformation of an identifier follows the syntax described below:

http(s)://<tls-authority>/<path-name>.<path-ext>?id=<ICD>.<OI><OPI><OPIS><cd>

Example:
http://tls.edira.org/lookup.htm?id=0088.7610100000003

The transformation step by step:

	http(s)://<tls-authority>/
	URI of the TLS server

	http://tls.edira.org/
	The EDIRA TLS server

	http(s)://<tls-authority>/<path-name>.<path-ext>
	Address of the TLS-application at the server

	http://tls.edira.org/lookup.htm
	URI of the EDIRA TLS-application

	http(s)://<tls-authority>/<path-name>.<path-ext>?id=
	Address of the TLS-application with the parameter-name “id” in the query part of the URI.
This part is constant for a specific TLS-application.

	http://tls.edira.org/lookup.htm?id=
	Constant part of an URI referring to the EDIRA TLS-application.

	http(s)://<tls-authority>/<path-name>.<path-ext>?id=<ICD>.
	Redirection to the server associated with the ICD value. The “.” is used to separate the ICD value from the specific identifier-scheme

	http://tls.edira.org/lookup.htm?id=0088.
	Redirection to the server associated with 0088, i.e. to the web-interface of the EAN-database.

	http(s)://<tls-authority>/<path-name>.<path-ext>?id=<ICD>.<OI>
	Pointing by the OI to the database entry of the related organization

	http://tls.edira.org/lookup.htm?id=0088.7610100
	7610100 points to Nestlé Suisse S.A.

	http(s)://<tls-authority>/<path-name>.<path-ext>?id=
<ICD>.<OI><OPI><OPIS><cd>
	Pointing by the <OI><OPI> to the database entry of related organization / organizational part

	http://tls.edira.org/lookup.htm?id=0088.7610100000003
	7610100000003 points to the contact information of Nestlé Suisse S.A.


Annex A (normative):
Escaping of characters in a URI

A.1
Non-US-ASCII characters

Non-US-ASCII characters must be escaped as UTF-8 encoded UNICODE/UCS-2-characters. UTF-8 encoding is described in ISO 10646-1:2000 and IETF rfc2279. (NOTE: the UTF-8 encoding of characters must always be in the shortest form)

A.2
Reserved and excluded characters

According to IETF rfc2396 “Uniform Resource Identifiers (URI): Generic Syntax” ‘reserved’ and ‘excluded’ characters must be escaped. 

The reserved characters are:

";" | "/" | "?" | ":" | "@" | "&" | "=" | "+" | "$" | ","

The excluded characters are:


control     = <US-ASCII coded characters 00-1F and 7F hexadecimal>


space       = <US-ASCII coded character 20 hexadecimal>


delims      = "<" | ">" | "#" | "%" | <">


unwise      = "{" | "}" | "|" | "\" | "^" | "[" | "]" | "`"

A.3
Escaping

Escaping is performed by inserting a “%” before every byte value of a character representation.

Annex B (normative):
ISO Standard 6523: Structure for the identification of organizations and organization parts

B.1 Overview

ISO 6523 is a standard that defines the proper structure of an identifier and the registration procedure for an International Code Designator (ICD). The complete text of the standard is available at http://www.iso.ch. 

B.2 Part 1 – Identification of organization identification schemes – Summary

What is an ICD?

The International Code Designator (ICD) is used to uniquely identify an ISO 6523 compliant organization identification scheme. This means that an Issuing Organization issues identifiers to entities on the one hand. The Issuing Organization is associated with its ICD on the other hand. Thus, the conjunction of the ICD with an identifier is worldwide unique. 
Basic structure of an identifier: 

	ICD
	Organization Identifier (OI)
	Organization Part Identifier (OPI)
	OPIS

	up to 4 digits
	up to 35 characters
	optional; up to 35 characters
	optional; 1 digit


Explanation:

	ICD:
	The International Code Designator issued to the identification scheme makes the identifier worldwide unique. 

	OI:
	Organization Identifier; the organization is usually a company or governmental body.

	OPI:
	Organization Part Identifier; an identifier allocated to a particular Organization Part (e.g. an employee). 

	OPIS :
	OPI Source Indicator; the OPIS has the value 0 if the OPI is assigned by the Issuing Organization, it is 1 if the Organization assigns the OPI. 

	cd:
	check digits are not included in the standard.


Utilisation as an OID

The ICD is equivalent to an object identifier (OID) corresponding to the arc {1(iso) 3(identified organization) nnnn(ICD)}. 

Example:

The ICD 0088 was allocated to the 13-digit location code of EAN International. Thus the OID is {1(iso).3(identified organization).88(ICD of EAN)}. OID 1.3.88 denotes a location identifier of the form 1234567890123.

B.3 part 2: Registration of organization identification schemes – Summary 

Part 2 of ISO/IEC 6523 specifies the procedure for registration of organization identification schemes, and the requirements for the administration of International Code Designator values, to designate these organization identification schemes. The most important requirements in this procedure are:

· Evaluation criteria to be applied by the ICD registration authority British Standards Institution (BSI) for allocating an ICD value:

· the application has been endorsed by a sponsoring authority (SA) which has checked the fulfilling of the obligations by the Issuing Organization.

· Obligations to be fulfilled by an Issuing Organization:

· specification and documentation of the rules of the organization identification scheme and the administration of it;

· ensuring that each organization identifier is unique within the organization identification scheme. This may include a rule for the minimum period to elapse between the withdrawal of an organization identifier and its reallocation;

Annex C (informative):
Applications

C.1 Introduction:

In directories and documents owners and specifications of entities require codes for identification. Each element in a directory is specified by the identifier of the directory-owner and the identifier that has been given to the element by the directory-owner. These are prerequisites for automatic processing of such data. 

Please keep in mind that this section is informative only. The examples given in this section are in no way normative.

C.2 ebXML (Electronic Business using eXtensible Markup Language):

In ebXML (http://www.ebxml.org/) the “PartyId” element is used for the unique logical identification of a trading partner. A CPP/CPA (Collaboration Protocol Profile/Agreement, company-profile/interaction-rules with description of capabilities) might look as follows:

- <tp:CollaborationProtocolAgreement 
xmlns:tp="http://www.ebxml.org/namespaces/tradePartner" 
...

>

...

- <tp:PartyInfo>
<tp:PartyId>http://tls.edira.org/lookup.htm?id=0085.01900298</tp:PartyId>

<tp:PartyId tp:type="urn:edira:tls ">0085.01900298</tp:PartyId>

...

</tp:PartyInfo>

...

</tp:CollaborationProtocolAgreement>
In the instance above two variants of the same identifier are provided. In the first example, the PartyId-tag contains the TLS-URI of a business entity as its value. In the second variant, the type attribute is a namespace for ISO-6523 identifiers and the value of the tag is the identifier of the trading partner.

C.3 UDDI (Universal Description, Discovery and Integration of Web Services):

In UDDI (http://www.uddi.org/) the “identifierBag” contains identifier elements. The following example shows a possible way to create a “tModel” for a specific ICD. (A “tModel” is identification information to be used inside a UDDI directory created for a particular technical specification.)
<tModel tModelKey="uuid:8609C8..">

<name>dnb-com:D-U-N-S</name>

...


<identifierBag>


<keyedReference tModelKey="tModel key that expressess an ISO-6523 ICD"


keyName="ICD"


keyValue="0060"/>

</identifierBag>
</tModel>
C.4 Internet X.509 Public Key Infrastructure Permanent Identifier:

The Permanent Identifer specified by the IETF PKIX workgroup (http://www.ietf.org/internet-drafts/draft-ietf-pkix-pi-07.txt) establishes a way to include identifiers in X.509 certificates. The identifier is permanent, i.e. it relates to the entity indicated in the certificate and thus outlasts certificate lifetime, changes of name or network address.
The Permanent Identifier is an optional element in the Subject Alternative Name extension. It contains two data fields, “identifierValue” and the optional “identifierType”. The “identifierValue” field contains a scheme specific identifer; the “identifierType” field contains an OID (Object Identifier) or a permanent URI that specifies the scheme uniquely.

One possibility for these fields in combination with a TLS is to include the TLS-URI for a specific ICD:

        identifierValue              7610029000009,

        identifierType               http://tls.edira.org/lookup.htm?id=0088.
Another way for a unique identifierType is to use the ICD as OID under the arc {1(iso)3(identified organization)}. For example, the ICD 0088 of EAN International is 1.3.88:
        identifierValue              7610029000009,

        identifierType               1.3.88
C.5 .eu Registration:

Within a domain name registration process a legal entity wants to give a proof of its identity and a confirmation of its legal rights for the name. Registries accessible via a TLS can support the registration: By declaring a TLS identifier the entity creates a unique link to its identity. This link is verifiable online via a TLS. Furthermore, by comparing the claimed domain name to the name in the registry the entitlement to the domain name can be checked. With a well defined set of rules for deriving domain names out of a registered name or trademark, the examination process can be automated to a great extent.

Example:

The company “Orange” registers the domain name “orange.eu”. The registration mask leads to finding the DUNS identifier for this company . This registrant is now uniquely identified by the URI http://tls.edira.org/lookup.htm?id=0060.384897653 which is provided by the registration system. The network resource specified by this URI returns a document that states that the name of the entity indicated by the identifier is “Orange”. Thus the holder of the identifier is entitled for this domain name.

C.6 Sender/Recipient Identification in EDIFACT Interchanges

Unambiguous logical identification of trading partners by code values in EDIFACT interchanges is supported by a TLS:

According to ISO9735 the structure of an EDIFACT interchange is:
         Service String Advice     UNA  Conditional

   _____ Interchange Header        UNB  Mandatory

  |  ___ Functional Group Header   UNG  Conditional

  | |  _ Message Header            UNH  Mandatory

  | | |  User Data Segments             As required

  | | |_ Message Trailer           UNT  Mandatory

  | |___ Functional Group Trailer  UNE  Conditional

  |_____ Interchange Trailer       UNZ  Mandatory

The relevant data elements in the Interchange Header UNB are:

…………….
S002    INTERCHANGE SENDER

  0004  Sender identification                               C  1..35



Name or coded identification of the recipient of the interchange
  0007  Partner identification code qualifier               C  1..4



Qualifier referring to the identification code     

  0008  Address for reverse routing                         C  1..14

S003    INTERCHANGE RECIPIENT

  0010  Recipient Identification                            C  1..35



Name or coded identification of the recipient of the interchange
  0007  Partner identification code qualifier               C  1..4



Qualifier referring to the identification code     

…………….

According to the D93A-Standard the qualifier values for the data element 0007 are

	Value
	Denotation 

	….
	…….

	30
	ISO 6523: Organization identification
Self explanatory.

	....
	.........


Example: 

value of 0007  Partner identification code qualifier C 1..4  
= 30 

value of 0010  Recipient Identification  C 1..35





= 008501900298


According to “30 ISO 6523: Organisation identification” the first 4 digits represent an ICD value                             
Using the TLS EDIRA http://tls.edira.org/lookup.htm?id=0085.01900298 returns information about this trading partner.

Annex D (informative):
Security Considerations

This CWA does not specify security requirements for a TLS. A TLS-provider may specify its own specific security requirements, e.g. prescribe the use of HTTPS or stipulate a certain Evaluation Assurance Level (EAL) for the system according to ISO 15408 (also known as Common Criteria, CC). However, for security considerations the whole system consisting of the TLS-provider and the Issuing Organizations is relevant. It follows that technical security measures do not apply for the TLS server alone, but also for every identifier-directory that is registered. A TLS-provider aiming at highest security may also specify quality criteria for registration which exceed the ones specified in ISO 6523.

Annex E (informative):
Top Level Service – EDIRA implementation

Scope of the EDIRA association

The EDI/EC Registration Authorities Association (EDIRA) is a not-for-profit membership organization for the promotion of the ICD. The EDIRA Memorandum of Understanding (EDIRA MoU), initiated within the framework of the European Commission’s TEDIS Programme, provides a basis for the unambiguous identification of organizations involved in Electronic Commerce/EDI. It supplies adequate mechanisms for the operation of a reliable registration scheme. It enables existing identification code schemes to operate under the umbrella of EDIRA and new schemes to be accredited by EDIRA. The EDIRA association operates a TLS. See www.edira.org.

Summary of the requirements for registration by the Issuing Organization:
	Ref
	Key characteristics
	Answer

	1
	The purpose of the registration is exclusively to identify unambiguously an organization
	Y or N

	2
	The <Issuing Organization> confers on the user restricted rights to the identifier
	Y or N

	3
	The <registration scheme> is dependent on an external register
	Y or N

	4
	The <registration scheme> mandates check character (s).
	Y or N

	5
	The <Issuing Organization> and its possible sub-authorities register organizations only once.
	Y or N

	6
	The <Issuing Organization> checks the credentials of the applicant:

· Personal presence to confirm that a party registering is the person who he/she purports to be.
	Y

Y or N

	7
	<Organization Identifiers> are never reassigned
	Y or N

	8
	Basic information concerning the Organization registered within the scheme is available free of charge
	Y

	9
	Further register contents, taking into account stated privacy requirements, are available on request (may be charged) and are regularly updated
	Y or N
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The following material, though not specifically referenced in the body of the present document (or not publicly available), gives supporting information.

· ISO 9834-1: “Information technology -- Open Systems Interconnection -- Procedures for the operation of OSI Registration Authorities: General procedures”
Amendment 2: “Incorporation of the root arcs of the object identifier tree”

· ISO 15408: “Information technology -- Security techniques -- Evaluation criteria for IT security”

� Recommendations of CEN/ISSS report and recommendations on key eBusiness standards issues 2003-2005 (July 2003) and CEN/ISSS Roadmap for addressing key eBusiness standards issues 2003-2005 (August 2003).


� Notably via the use of Radio Frequency Identification (RFID) tags, for which there are proposals for DNS type mapping to entries in existing registries.





