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WS-I Basic Security Profile (BSP) 1.0: Statement Summary/Registry Spec Status

This document provides a summary of statements within the WS-I Basic Security Profile (BSP) 1.0, Working Group Draft, 2004/05/12, which is available at http://www.ws-i.org/Profiles/BasicSecurityProfile-1.0-2004-05-12.html. Its purpose is to assist the OASIS/ebXML Registry TC in performing an initial evaluation of conformance to the Profile (with corrections made as necessary), and to help ensure  that the OASIS/ebXML Registry specifications are compliant with this Profile going forward. It is anticipated that such compliance verification will be performed on an ongoing basis, as the OASIS/ebXML Registry specifications adopt additional standards going forward that are covered within this version of the BSP 1.0, as well as future versions.
This document covers all statements within the Profile, except for the following sections:
· Section 11: Relationship of Basic Security Extension to Basic Profile

· Section 12: Attachment Security

These sections have not been included because they reference conformance with other WS-I profiles (Basic Profile 1.0/1.1 and Attachments Profile 1.0, respectively) rather than non-WS-I specifications, and are therefore considered out of scope of this document.
The following are descriptions of the columns in the table within this document:

· Profile Section: The name of a section within the BSP 1.0.
· Referenced Specification: The name of a specification referenced within the Profile section; there may be more than one specification referenced in a given section. The URL for the specification is also provided in []’s following the specification name, and the list of specification URLs is at the end of this document.
· Referenced Section: The name of a section within the referenced specification.
· Statement ID: The ID number for a statement within the BSP 1.0. Format is Xnnnn, where nnnn is the statement number and X may be one of:
· R: Requirement

· C: Clarification (NOTE: This is not clearly explained within the Profile, and it is the interpretation of the author of this document)

· E: Extensibility Point (NOTE: Extensibility Point statements are considered out of scope of this document, and are therefore not included)
NOTE: The statement numbers do not appear in order within the Profile, and are not in order in this document. Although the order within the Profile has been mostly preserved in this document, there are a few cases in which a different order has been used within this document because it allowed better organization of information than that which appeared within the Profile.
· Statement: A statement from the Profile, reproduced verbatim.

· Our Status: A placeholder column for the TC to use in its evaluation of compliance with the BSP 1.0. Suggested values for initial and ongoing evaluation are:
· C: Compliant

· N: Non-Compliant

· N/A: Not applicable (i.e. do not currently adopt the referenced standard)
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	Statement
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	Transport Layer Security
	HTTP over TLS [1]


	2.2.1
	C2010
	A SECURE_ENVELOPE SHOULD NOT be transmitted in an HTTP message containing a SOAPAction header in order to prevent processing based on this potentially unsecured value.
	

	SOAP Message Security
	OASIS Web Services Security: SOAP Message Security[2]
	6
	R3029
	Any wsse:BinarySecurityToken in a SECURE_ENVELOPE MUST have an EncodingType attribute.
	

	
	
	
	R3030
	An EncodingType attribute on a wsse:BinarySecurityToken element in a SECURE_ENVELOPE MUST have a value of "http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary".
	

	
	
	
	R3031
	Any wsse:BinarySecurityToken element in a SECURE_ENVELOPE MUST have a ValueType attribute.
	

	
	
	
	R3032
	A ValueType attribute on a wsse:BinarySecurityToken element in a SECURE_ENVELOPE MUST have a value specified within the appropriate token profile.
	

	
	
	7
	R3021
	When a Security Token is referenced within a wsse:Security header in a SECURE_ENVELOPE, it MUST be referenced by using a wsse:SecurityTokenReference element.
	

	
	
	
	R3022
	When a wsse:SecurityTokenReference element in a SECURE_ENVELOPE references a Security Token contained within that message, and that Security Token carries an attribute of type ID, it MUST be referred to using either a Direct Reference or an Embedded Reference.
	

	
	
	
	R5204
	When a wsse:SecurityTokenReference element in a SECURE_ENVELOPE uses a Direct Reference to a Security Token contained within that message, it MUST use a shorthand XPointer reference to the element containing the Security Token.
	

	
	
	
	R5205
	When a wsse:BinarySecurityToken element is included in a SECURE_ENVELOPE it MUST precede the first wsse:SecurityTokenReference element that references it.
	

	
	
	
	R3023
	When a wsse:SecurityTokenReference element in a SECURE_ENVELOPE references a Security Token contained within that message, and that Security Token might be referenced in several places within the message, it SHOULD be referred to using a Direct Reference rather than an Embedded Reference.
	

	
	
	
	R3024
	When a wsse:SecurityTokenReference element in a SECURE_ENVELOPE references a Security Token not contained within that message, and that security Token can be referred to using a Direct Reference, it MUST be referred to using a Direct Reference.
	

	
	
	
	R3025
	When a wsse:Embedded element in a SECURE_ENVELOPE is used to specify a security token inline within a wsse:SecurityTokenReference element, the format of the contained security token MUST be the same as if the security token was a child of a wsse:Security element.
	

	
	
	
	R3026
	When a wsse:SecurityTokenReference element in a SECURE_ENVELOPE references a Security Token not contained within that message, and that Security Token cannot be referred to using a Direct Reference but can be referred to using a Key Identifier, it MUST be referred to using a Key Identifier.
	

	
	
	
	R3027
	A wsse:SecurityTokenReference element in a SECURE_ENVELOPE MUST NOT use a Key Name to reference a Security Token.
	

	
	
	
	R3052
	If a ds:Signature element within a wsse:Security header in a SECURE_ENVELOPE contains a ds:KeyInfo then a wsse:SecurityTokenReference element MUST be used to refer to the security token used for the signature.
	

	
	
	
	R3053
	If an xenc:EncryptedData or xenc:EncryptedKey element within a wsse:Security header in a SECURE_ENVELOPE contains a ds:KeyInfo then a wsse:SecurityTokenReference element MUST be used to refer to the relevant Security Token.
	

	
	
	
	R3054
	Any wsse:KeyIdentifier element in a SECURE_ENVELOPE MUST have a ValueType attribute.
	

	
	
	
	R3063
	A ValueType attribute on a wsse:KeyIdentifier element in a SECURE_ENVELOPE MUST have a value specified within the appropriate token profile.
	

	
	
	
	R3055
	A wsse:Embedded element in a SECURE_ENVELOPE MUST NOT contain a wsse:SecurityTokenReference child element.
	

	
	
	
	R3060
	A wsse:Embedded element in a SECURE_ENVELOPE MUST contain a single child element for a security token from an appropriate token profile.
	

	
	
	
	R3056
	A wsse:SecurityTokenReference element in a SECURE_ENVELOPE MUST NOT contain a direct reference to another wsse:SecurityTokenReference element that does not have a wsse:Embedded child element.
	

	
	
	
	R3064
	When wsse:SecurityTokenReference element in a SECURE_ENVELOPE contains a direct reference to an security token contained within an wsse:Embedded element, the reference MUST be to the contained token not to the wsse:Embedded element.
	

	
	
	
	R3059
	A wsse:SecurityTokenReference/wsse:Reference element in a SECURE_ENVELOPE MUST have a ValueType attribute.
	

	
	
	
	R3058
	The value of a ValueType attribute on any wsse:SecurityTokenReference/wsse:Reference element in a SECURE_ENVELOPE MUST match the value of the ValueType attribute, if any, on the referenced token.
	

	
	
	
	R3061
	A wsse:SecurityTokenReference element in a SECURE_ENVELOPE MUST have exactly one child element.
	

	
	
	
	R3062
	A wsse:SecurityTokenReference/wsse:Reference element in a SECURE_ENVELOPE MUST have a URI attribute.
	

	
	
	
	R3065
	When a SECURE_ENVELOPE uses the SecurityTokenReference Dereferencing Transform, the ds:CanonicalizationMethod element MUST be present and wrapped in a wsse:TransformationParameters element.
	

	
	
	10
	R3203
	Any wsu:Timestamp element in a wsse:Security header in a SECURE_ENVELOPE MUST have exactly one wsu:Created element child.
	

	
	
	
	R3213
	A wsu:Timestamp within a SECURE_ENVELOPE MUST NOT include wsse:Created or wsse:Expires values that specify leap seconds.
	

	
	
	
	R3217
	A wsu:Timestamp within a SECURE_ENVELOPE MUST contain time instants only in UTC format as specified by the XML Schema type (dateTime).
	

	
	
	
	R3218
	The wsu:Timestamp within a SECURE_ENVELOPE when present as a descendant of a wsse:Security element MUST be a child of that element.
	

	
	
	
	R3219
	The wsu:Timestamp element within a SECURE_ENVELOPE when present as a child of a wsse:Security element MUST NOT appear more than once within that wsse:Security element.
	

	
	
	
	R3220
	The wsu:Created and wsu:Expires elements within a SECURE_ENVELOPE MUST appear at most once within a wsu:Timestamp element.
	

	
	
	
	R3221
	If wsu:Created and wsu:Expires elements both appear within a SECURE_ENVELOPE they MUST appear in the order: wsu:Created then wsu:Expires.
	

	
	
	All
	R3204
	Two wsu:Id attributes within any SECURE_ENVELOPE MUST NOT have the same value.
	

	
	
	
	R3212
	Within a SECURE_ENVELOPE, the ds:Signature and/or the encryption sub-elements (xenc:EncryptedKey or xenc:ReferenceList) MUST be ordered within the wsse:Security header so a receiver will get the correct result by processing the elements in the order they appear within each wsse:Security header.
	

	
	
	
	R3206
	Within a SECURE_ENVELOPE there MUST be at most one wsse:Security header block with the actor attribute omitted.
	

	
	
	
	R3210
	Within a SECURE_ENVELOPE there MUST be at most one wsse:Security header block with the same actor attribute value.
	

	
	OASIS Web Services Security: Username Token Profile[3]
	All
	R4201
	When a wsse:UsernameToken/wsse:Password element is present in a SECURE_ENVELOPE its Type attribute MUST be explicitly present.
	

	
	
	
	R4212
	When the wsse:PasswordDigest element is used within a SECURE_ENVELOPE, its value MUST be computed using the following formula, where "+" indicates concatenation: Password_Digest = Base64 ( SHA-1 ( nonce + created + password ) ). That is, concatenate the nonce, creation timestamp, and the password (or shared secret or password equivalent), digest the combination using the SHA-1 hash algorithm, then include the Base64 encoding of that result as the password (digest). Any elements that are not present are simply omitted from the concatenation.
	

	
	
	
	R4213
	Each SECURE_ENVELOPE including a wsse:Nonce element MUST use a nonce value which is different from all previous nonce values used by that SENDER.
	

	
	
	
	R4214
	When a UsernameToken is referenced within a SECURE_ENVELOPE using a wsse:SecurityTokenReference and the ValueType attribute is used, its value MUST be "http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#UsernameToken".
	

	
	
	
	R4215
	When a wsse:SecurityTokenReference element is used within a SECURE_ENVELOPE to refer to a wsse:UsernameToken, a KeyIdentifier reference MUST NOT be used.
	

	
	
	
	C4210
	A wsse:UsernameToken in a SECURE_ENVELOPE which contains a wsse:Nonce element SHOULD be referenced by a ds:Reference in a ds:SignedInfo element in order to prevent replay.
	

	
	
	
	C4211
	A wsse:UsernameToken in a SECURE_ENVELOPE which contains a wsu:Created element SHOULD be referenced by a ds:Reference in a ds:SignedInfo element in order to prevent replay.
	

	
	OASIS Web Services Security: X.509 Certificate Token Profile[4]
	3.1
	R5201
	When certificate path information is provided, a SENDER MUST provide one of the X509PKIPathv1 or PKCS7 token types.
	

	
	
	
	R5202
	When certificate path information is provided, a SENDER SHOULD provide the X509PKIPathv1 token type.
	

	
	
	
	R5203
	When certificate path information is provided, a RECEIVER MUST accept X509PKIPathv1 and PKCS7 token types.
	

	
	
	
	R5206
	When the wsse:KeyIdentifier element is used within a SECURE_ENVELOPE to specify a reference to an X.509 certificate, the wsse:KeyIdentifier element MUST have ValueType attribute with the value http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#X509SubjectKeyIdentifier and its contents MUST be the value of the certificate's X.509 SubjectKeyIdentifier extension.
	

	
	
	
	R5207
	Within a SECURE_ENVELOPE, a wsse:SecurityTokenReference element MUST be used to specify all references to X.509 token types in signature or encryption elements.
	

	XML Signature
	W3C XML-Signature Syntax and Processing[5]
	All
	R3102
	XML Signatures in a SECURE_ENVELOPE MUST NOT be Enveloping Signatures as defined by the XML Signature specification.
	

	
	
	
	R3103
	XML Signatures in a SECURE_ENVELOPE SHOULD be Detached Signatures as defined by the XML Signature specification.
	

	
	
	
	R5404
	Any ds:CanonicalizationMethod/@Algorithm attribute in a SECURE_ENVELOPE MUST have a value of "http://www.w3.org/2001/10/xml-exc-c14n#" indicating that is uses Exclusive C14N without comments for canonicalization.
	

	
	
	
	R5406
	Any ds:CanonicalizationMethod element that has an @Algorithm attribute whose value is "http://www.w3.org/2001/10/xml-exc-c14n#" MUST have a c14N:InclusiveNamespace child element with an @PrefixList attribute.
	

	
	
	
	R5407
	Any ds:Transform element that has an @Algorithm attribute whose value is "http://www.w3.org/2001/10/xml-exc-c14n#" MUST have a c14N:InclusiveNamespace child element with an @PrefixList attribute.
	

	
	
	
	R5405
	Any ds:Transform/c14n:InclusiveNamespaces/@PrefixList attribute MUST contain the prefix of all in-scope namespaces for the element being signed that are not visibly utilized, per Exclusive XML Canonicalization Version 1.0.
	

	
	
	
	R5408
	Any ds:Transform/c14n:InclusiveNamespaces/@PrefixList attribute MUST contain the string "#default" if a default namespace is in-scope for the element being signed but is not visibly utilized, per Exclusive XML Canonicalization Version 1.0.
	

	
	
	
	R5410
	Any ds:Reference element in a SECURE_ENVELOPE MUST have a ds:Transforms child element.
	

	
	
	
	R5411
	Any ds:Transforms element in a SECURE_ENVELOPE MUST have at least one ds:Transform child element.
	

	
	
	
	R5420
	Any ds:DigestMethod/@Algorithm element in a SECURE_ENVELOPE MUST have the value "http://www.w3.org/2000/09/xmldsig#sha1".
	

	
	
	
	R5421
	Any ds:SignatureMethod/@Algorithm element in a SECURE_ENVELOPE that is part of a signature based on a symmetric key MUST have the value "http://www.w3.org/2000/09/xmldsig#hmac-sha1".
	

	
	
	
	R5422
	Any ds:SignatureMethod/@Algorithm element in a SECURE_ENVELOPE that is part of a signature based on an asymmetric key MUST have the value "http://www.w3.org/2000/09/xmldsig#rsa-sha1".
	

	
	
	
	R5423
	Any ds:Transform/@Algorithm attribute in a SECURE_ENVELOPE MUST have a value of "http://www.w3.org/2001/10/xml-exc-c14n#" or "http://www.w3.org/2002/06/xmldsig-filter2" or "http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#STRTransform" or "http://www.w3.org/2000/09/xmldsig#enveloped-signature".
	

	
	
	
	R5401
	The ds:HMACOutputLength element MUST NOT appear in a signature in a SECURE_ENVELOPE.
	

	
	
	
	R5402
	A ds:KeyInfo element in a SECURE_ENVELOPE MUST have exactly one child element.
	

	
	
	
	R5409
	The child element of a ds:KeyInfo element in a SECURE_ENVELOPE MUST be either wsse:SecurityTokenReference or ds:MgmtData.
	

	
	
	
	R5403
	A ds:Signature element in a SECURE_ENVELOPE MUST NOT contain a ds:Manifest element.
	

	
	
	
	C5440
	A ds:Signature in a SECURE_ENVELOPE which contains the Security Token which provides the signature verification key SHOULD include a ds:Reference which points to that Security Token in order to prevent substitution with another Security Token that uses the same key.
	

	
	
	
	C5441
	A ds:Signature in a SECURE_ENVELOPE which does not contain the Security Token which provides the signature verification key SHOULD include a ds:Reference that uses the Security Token Dereferencing Transform that points to the wsse:SecurityTokenReference that refers to that Security Token in order to prevent substitution of another Security Token that uses the same key.
	

	
	OASIS Web Services Security: SOAP Message Security[2]
	4
	R3001
	When referring to an element in a SECURE_ENVELOPE that carries an attribute of type ID from ds:Reference a shorthand XPointer MUST be used to refer to that element.
	

	
	
	
	R3002
	When referring to an element in a SECURE_ENVELOPE that does NOT carry an attribute of type ID from ds:Reference the XPath Filter 2.0 transform (http://www.w3.org/2002/06/xmldsig-filter2) MUST be used to refer to that element.
	

	XML Encryption
	W3C XML Encryption Syntax and Processing[6]
	All
	R3205
	For each encryption step that produces an xenc:ReferenceList a SECURE_ENVELOPE MUST contain a seperate wsse:Security/xenc:ReferenceList element for each key used in that encryption step.
	

	
	
	
	R3215
	Any xenc:ReferenceList in a SECURE_ENVELOPE MUST contain an xenc:DataReference element for each xenc:EncryptedData element encrypted under a single key as part of the corresponding encryption step.
	

	
	
	
	R3214
	An xenc:ReferenceList element in a SECURE_ENVELOPE which is a child of xenc:EncryptedKey MUST contain a xenc:DataReference for each xenc:EncryptedData element that was encrypted in the encryption step with the key corresponding to the xenc:EncryptedKey.
	

	
	
	
	R3216
	Any xenc:EncryptedKey element MUST contain a xenc:ReferenceList child element.
	

	
	
	
	R3209
	xenc:EncryptedKey elements in a SECURE_ENVELOPE MUST NOT specify a Type attribute.
	

	
	
	
	R5622
	xenc:EncryptedKey elements in a SECURE_ENVELOPE MUST NOT specify a MimeType attribute.
	

	
	
	
	R5623
	xenc:EncryptedKey elements in a SECURE_ENVELOPE MUST NOT specify a Encoding attribute.
	

	
	
	
	R5624
	xenc:EncryptedKey elements in a SECURE_ENVELOPE MUST have an Id attribute.
	

	
	
	
	R3211
	An xenc:EncryptedData/ds:KeyInfo/wsse:SecurityTokenReference element in a SECURE_ENVELOPE MUST NOT reference another ds:KeyInfo element.
	

	
	
	
	R5601
	When an xenc:EncryptedData element appears in a SECURE_ENVELOPE it MUST have an xenc:EncryptionMethod child element.
	

	
	
	
	R5603
	When an xenc:EncryptedKey element appears in a SECURE_ENVELOPE it MUST have an xenc:EncryptionMethod child element.
	

	
	
	
	R5602
	When an xenc:EncryptedKey appears in a SECURE_ENVELOPE, a Recipient attribute MUST NOT be present.
	

	
	
	
	R5605
	Any ds:KeyInfo elements in a SECURE_ENVELOPE MUST NOT have any xenc:AgreementMethod child elements.
	

	
	
	
	R5606
	Within a SECURE_ENVELOPE an encrypted element or element content MUST be replaced by a corresponding xenc:EncryptedData.
	

	
	
	
	R5607
	When encryption is used, the SECURE_ENVELOPE MUST still be a valid SOAP envelope. Specifically, the Envelope, Header, or Body elements MUST NOT be encrypted.
	

	
	
	
	R5620
	Any xenc:EncryptedData/xenc:EncryptionMethod/@Algorithm attribute in a SECURE_ENVELOPE MUST have a value of "http://www.w3.org/2001/04/xmlenc#tripledes-cbc", "http://www.w3.org/2001/04/xmlenc#aes128-cbc" or "http://www.w3.org/2001/04/xmlenc#aes256-cbc"
	

	
	
	
	R5621
	Any xenc:EncryptedKey/xenc:EncryptionMethod/@Algorithm attribute in a SECURE_ENVELOPE MUST have a value of "http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p", "http://www.w3.org/2001/04/xmlenc#kw-tripledes", "http://www.w3.org/2001/04/xmlenc#kw-aes128" or "http://www.w3.org/2001/04/xmlenc#kw-aes256"
	

	
	
	
	C5630
	A ds:DigestValue in a SECURE_ENVELOPE computed over data that is subsequently encrypted SHOULD also be encrypted in order to prevent plaintext guessing attacks when the probable set of data values is small.
	

	
	OASIS Web Services Security: SOAP Message Security[2]
	9
	R3207
	All xenc:EncryptedKey elements in a SECURE_ENVELOPE that are intended for use by SOAP Message Security MUST be children of a wsse:Security header.
	

	
	
	
	R3208
	xenc:EncryptedKey elements in the wsse:Security header in a SECURE_ENVELOPE MUST precede any xenc:EncryptedData elements in that header encrypted using the key in the xenc:EncryptedKey element.
	

	Algorithms (SSL/TLS)
	None given
	N/A
	R5701
	A TLS-capable INSTANCE that is not FIPS compliant MUST support TLS_RSA_WITH_3DES_EDE_CBC_SHA
	

	
	
	
	R5702
	A SSL-capable INSTANCE that is not FIPS compliant MUST support SSL_RSA_WITH_3DES_EDE_CBC_SHA
	

	
	
	
	R5703
	A TLS-capable INSTANCE that is FIPS compliant MUST support TLS_RSA_FIPS_WITH_3DES_EDE_CBC_SHA
	

	
	
	
	R5704
	A SSL-capable INSTANCE that is FIPS compliant MUST support SSL_RSA_FIPS_WITH_3DES_EDE_CBC_SHA
	


REFERENCED SPEC URLs:

[1] http://www.ietf.org/rfc/rfc2818.txt
[2] http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0.pdf
[3] http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0.pdf
[4] http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0.pdf
[5] http://www.w3.org/TR/xmldsig-core/
[6] http://www.w3.org/TR/xmlenc-core/
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