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An Instance of XrML 2.1 Expressive Limits

Introduction

We continue to have concerns about how certain limitations in XrML will limit the ability of any implementation to preserve the balance of rights that are present under current copyright law.
  These concerns stretch beyond support for approximations of fair use; XrML changes the relationship between a copyright holder and the public in such a way as to make it doubtful that other parts of copyright law will be capable of being supported by a DRM system that uses XrML.  Here we illustrate one such instance: the first sale doctrine.

Example of the "first sale" doctrine

After reading a complex mystery story three times, Bob decides to sell his copy on an electronic auction site.

The first sale doctrine is responsible for preserving such commercial and personal activities as operating used record stores and lending a book to a friend.  Without the explicit limitation that the law places on the copyright holder's exclusive right to distribute its work, these activities would be of dubious legality.  The absence of first sale would also change the decentralized copyright industry retail markets, forcing all purchasers of all copyrighted works to deal directly with copyright holders or their agents and quite likely resulting in a net reduction in the dissemination of copyrighted works.

Discussion

Section 4.3 of the XrML 2.1 Core Specification ("the Core") states that:

"Every Issuer of a License, by the act of affixing its dsig:Signature thereto, is implicitly and automatically authorized in a freely delegable manner to subsequently Revoke that dsig:Signature, should it choose to do so."

There appears to be no way for the Issuer to use Core expressivity to qualify this Right.  For example, the Issuer could not use a Condition that states, in effect, "In order to Revoke the dsig:Signature on this Grant G to Principal P, the Issuer must issue a new Grant G', which grants to P Rights identical to those in G, and subject to Conditions identical to those in G."

This implicit, unqualified right to revoke is at odds with the first sale doctrine.  

This is problematic for both the end user and the issuer.  

From the user’s perspective, if objects packaged with rights are all subject to an unqualified ability to revoke than it is difficult to imagine individuals repurchasing works from second hand shops or individuals. 
  On a larger note, it is certain that the unbounded right to revoke will chill some legitimate user actions due to uncertainty about what might trigger a revocation action. 
From the issuer’s perspective if we accept that the major issue driving DRM is global compromise (currently in the form of uncontrolled Internet distribution of works) then of course the right to revoke is essential where global compromise occurs: the Issuer
 must be able to reject a digital signature to prevent the global compromise and associated insecure distribution of a digital work. However, the inability to qualify this right leaves the copyright holder unable to provide the purchaser any machine-readable term in a License that ensures that the work in question will be alienable in a manner consistent with first sale.  
This problem arises from an expressive gap in XrML.  It is not a problem that can be cured by a system-specific implementation because the problem is caused by the inherent conflict between user rights under copyright law and the default behavior of any XrML-based system when there is no way to express limitations on the right to Revoke a license.  It is a syntactic feature that is missing from the language, rather than a system- or domain-specific term whose semantics we wish to make part of the Core.

Conclusion

The asserted ability of XrML to be extended to support any domain's needs is one of the RLTC's central claims.  XrML appears to be incapable, however, of being able to support machine-readable statements that would allow a domain to use XrML, and a domain-specific extension of it, to implement the first sale doctrine of copyright law.
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� For the sake of concreteness, we confine our discussion to the copyright context.  We do not mean to imply, however, that this is the only context in which our concerns are relevant.


� See 17 U.S.C. 109(a).  The basic statement of this law is that the copyright holder's exclusive right to distribute its work terminates after the "first sale" of a copy to a purchaser.  After the first sale, the purchaser may dispose of a copy of a work in any manner she pleases.


� A DRM system that actually implements an approximation of the first sale doctrine will require implementation details well beyond this kernel, but we address only the element of first sale that is within the scope of XrML and the RLTC.


� For the purposes of this discussion, we assume that the Issuer is the copyright holder or its agent.
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