Symptoms Autonomic Framework for Cloud-based Services
1. Overview

A SaaS provider (Stavros Investment Services, SIS) integrates various services offered by other SaaS providers (Financial Service Providers -FSP) more targeted to specific market domains and/or industries, or specific capabilities (e.g. asset valuation, hedging opportunities, predictions, quantitative analysis, historical data repositories, options, statistical tools, etc). The goal is to provide a comprehensive range of functionality for customers wishing to invest with a broader view of the market and by leveraging a wider range of options to reduce risk. 
Jeff – would consider making this opening paragraph “simpler”.  Something like “SIS integrates and analyzes financial quoting services from other SaaS providers into its own SaaS offering -- providing financial trend alerts to its customers.
Consumers of SIS can specify SLAs pertaining to the rate of alerts, the delay of the alerts, the confidence thresholds of the analysis and/or predictions, and more (all these affect the number of instances and the underlying resources required).
Jeff – might be too much information in the above paragraph.
In addition to its role as a SaaS consumer and provider, SIS is also a PaaS and IaaS consumer, utilizing storage provider Elasto-Stor and infrastructure provider VMsRUs respectively.

Jeff – will cover the more detailed stuff below (analyze, mine, etc) in subsequent sections.
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Jeff – I like the drawing.

Jeff – covered this next paragraph in subsesuqent sections.


	Discussion

	Stavros
	I have kept the overall scenario and incorporated some of Jeff’s points form his slidedeck, and haven’t broken down individual use cases yet. We should do that at some point to get more specific and concrete but for now we’re okay.

	Dave
	Agreed, for now this is a really compelling example. We might (internally) want to think about how this impacts standards around XaaS in general, e.g. is there a need for a generalized standard that would make SIS's job easier? At present is needs five different interfaces to composed his service.


More details about each role and their interactions in the following sections.

	Discussion

	Stavros
	Generally, I think the higher the cloud layer, the more business logic specific the symptoms will be anyway. We might be interested in only those that will affect decisions specific to cloud management, but still we should not discard them because they contain higher semantics. For example: a symptoms from SIS that high market fluctuations are to appear shortly, has very specific semantics, yet it can be mapped to a requirements to manage the cloud resources to accommodate potential high volatility in computational requirements. Thoughts?

	Dave
	Three points:

1) Yes we should profile some cloud management symptoms, e.g. "SLA Breach Imminent", "Service Mood [-1.0 .. 1.0]", etc.

2) We should also provide some kind of extended framework to identify whether a symptom is intended for the cloud provider of the application. I would start my thinking with defining an IaaS, PaaS, and SaaS wrapper to identify the intended recipient of the Symptom.
3) This is more a question: Is there also something to profile in the Syndrome space, e.g. restrictions on the complexity of IaaS level Syndromes, etc?


2. SaaS

SIS aggregates financial quoting data from various SaaS providers, adds trending analysis and alerting capabilities, and resells to its own customers as a SaaS provider.

The timeliness of financial data is paramount, as the price of stocks and commodities can change very quickly based on company, regional, or world events.  SIS’ customers will pay top dollar for “timely” trend alerts.  Thus, SIS must strike a balance between the quality of its trending alerts and the cost of gathering that data from its own providers.
Along those lines, SIS has just signed a major customer (SaaS consumer of SIS’ services) that requires a premier service level for certain trending alerts.  This simply means that for certain volatile stocks, the trending data needs to be as accurate as possible.  SIS has two providers which it relies on for stock quotes:
· Asset Valuators, one of SIS’ regular providers, offers 10 cents per quote per day terms, with quotes published every 5 minutes, and an outage allowance of 5 missed quotes per day.
· Stats Services, offers 20 cents per quote per day terms, with quotes published every 1 minute, an an outage allowance of 2 missed quotes per day.
SIS must decide which quoting service to use for a given stock, and be flexible enough to switch to higher or lower cost providers  throughout the day based on the real-time demands of its customer.
SIS uses Symptoms Automation Framework to automate the decision making based on symptoms received from its consumers and providers.  Some examples are used to clarify.
1. Customer emits symptom “Premier alert for stock ‘ACME’ required”.
2. Customer emits symptom “Change from Premier to Normal alert for stock ‘ACME’”
3. Provider “Stats Services” emits symptom “Unplanned quoting service outage, ETA: 2 minutes”.
4. SIS monitors the provider service quality and emits symptom “Stats Service: 5 missed quotes for ‘ACME’”.
Summary – recap in the abstract??
SIS offers comprehensive financial solutions. The underlying SaaS providers that SIS is using might be in the cloud, or more traditional SaaS. Some of them might be brokers, for example for asset valuation services (see more details in the relevant section for brokers).

SIS in order to provide the best possible service, apart from the business logic specific capabilities, some cloud management interactions with consumers might involve:

Generic:

· alerts on unscheduled system outages

· possible delays in alerts/notifications expected

· recommendations to increase service instances/resources (beyond current SLA)

· recommendations for changes in the SLA to better server consumer (based on some internal analysis of how the consumer is currently being served)

· scheduled maintenance

· new service offering alerts

Domain Specific:

· alerts on specific data feed outages

· expected market fluctuations (which map to resource management changes)

· rapidly increasing rate of alerts (many relevant events occurring)

· recommendations for new service subscriptions (based on the customer current requirements, a new service might be relevant)

· price alerts

· [change in underlying services (e.g. new IaaS provider) –not necessary??]

Consumer

The end user/cloud consumer can be a trader, hedge fund, or investment firm. Basic requirements involve a constant reliable information stream from SIS, knowledge of what to expect and how to react. Consumers will also notify SIS of:

General:

· possibly missed alerts

· delayed alerts (based on timestamp info)

· alert rates seem random/system appears unstable

Domain Specific: 
· ???

At the other end, SIS could provide reactions to such consumer symptoms, such as:

General:

· Increase the resources to cater for system overloads

· Verify consistency and state of the underlying systems

· Start caching and temporary archiving of alerts to cater for lost messages and necessary retransmissions (as per the customer’s SLA reliability requirements)

Domain Specific: 
· ???

	Discussion

	Stavros
	Opportunities here for service and pricing negotiations?? Considering a flexible runtime reconfiguration approach, does it make sense for a consumer to use symptoms to renegotiate pricing information or SLAs *at runtime*??

	Dave
	Interesting thought. The OGF GRRAP WG went down this rat hole for a while with WS-Agreement, but then they didn't have Symptoms. 

	
	

	
	


3. Jeff – I stopped here.
4. Broker

Either for SaaS, PaaS, or IaaS, the main capabilities should remain very similar and relevant to the brokering negotiations. Possible interactions with consumers:

General:

· Advertise availability of services

· Negotiate better prices for customers

· Price alerts

· New provider alerts

· New service offering alerts

· Automatic provider change notifications (e.g. in case the same SLA can be met with cheaper prices by a new or recently modified service provider)

Domain Specific: 
· ???

Consumer

A broker client “discusses” requirements with the broker and negotiates pricing and contract details:

General:

· ???

Domain Specific: 
· ???

5. PaaS

In our scenario, the PaaS provides enhanced storage, retrieval, and data mining capabilities (so he provides things like distributed storage, caching at the edge, transaction support, verification techniques, data mining, and more). Possible interactions with consumers might include:

General:

· New storage offering available (e.g. more and faster cache, half price for a while)

· ???

Domain Specific: 
· Storage quota reached a predetermined level

· Storage quota reached 90%

· ???

	Discussion

	Stavros
	I didn’t have time to format the following suggestions or split them under generic or domain specific, so here they are plain:

user management: 

(e.g. for multiple consumers, different users will have access to different data) where possible issues might involve: 

· access failed

· unknown user

· too many user connections

 

access rules management:

· data/user mapping corrupted

· user not logged in for a long time

 

storage

· storage data model corrupted/not validated

· storage quota reached a predetermined threshold

· storage quota reached 90%

· storage quota must be limited due to technical issues (this can be split to symptoms + syndrome probably)

 

SLA

· SLA breach eminent (e.g. when connections are getting too high)

· recommend changes to SLA (due to insufficient resources to handle user requirements based on historical usage data?)

· notifications of contract milestones (e.g. nearing end of contract, nearing price limit, etc)

 

data model

· data verification failed (data corrupted)

· data query failed (e.g. it is invalid)

 

transactions

· transaction rolled back (because some of the processes failed?? can this get specific?)

 

operational

· recommend change in operational mode to better meet user requirements (e.g. when system has detected some more optimal protocol or access mode ???)

 

logging/accounting

· recommend and enable/disable detailed logging (e.g. due to inconsistencies in monitoring or accounting)

· billing, accounting, or similar reports (checkpoints or final at the end of contract??)

 

updates

· notifications of updates or patches installed (might influence operation and future resource management)

· alert/notifications for future interface/API changes

 

monitoring

· notification of maintenance

· alerts for component failures (and recommend increase services instances for backup purposes?)


	
	Vivian has also suggested optimizations as a possible class of symptoms and cloud management at the PaaS level. This sounds like good grounds for work.


Consumer

Possible communication to the provider:

General:

· Raw I/O throughput seems low

· ???

Domain Specific: 
· ???

· ???

6. IaaS

The IaaS provides typical IaaS capabilities. Interactions will involve low level resource alerts and management: 
· ???

Consumer
· ???

	Discussion

	Stavros
	So, the emitters are the various services provided, and the consumers as well in cases of negotiations. 

The domain-specific diagnostician is the consumer application that provides the catalogue of what needs to be monitored and how to react. However, it is the provider that supplies a catalogue of cloud management related stuff.

Similarly for the practitioner roles.

???

	Dave
	Yes. 

Overall I was surprised at how many symptoms could be put into a General category and therefore a basis for standardization.

Good work.
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