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The interoperability demonstration will be based on the SAML Browser/artifact profile as describe in the SAML 1.0 bindings document. Some effort will be made to “clothe” the entire demonstration as a high-level business flow so as to interest a general technical audience.

Two roles will be supported, Portal and Content-Provider, and each vendor can choose to participate in one or both roles. 

1.1 Portal

Acts as a “Source Site” as explained in the web browser profile. Maintains its own user-store and security infra-structure. Users can login to the portal and view a content page with links to content hosted at distinct web sites. Each of the content-provider sites is secured by a security vendor distinct from the one found at the portal.

When the user selects a content-link at the portal, the SAML Browser/artifact protocol is used to communicate a single SAML assertion to the content-site. The communicated assertion always includes an authentication statement but may also (needs mutual agreement between vendors) contain certain standard attributes.

TBD: 
         (1) provisioning trust relationship and URLs between portals and content providers.

         
          (2) names and schemas of required attributes.

1.2 Content-Provider

Each content-site provides some interesting content (or links to interesting content). It should be possible to personalize the content depending on attributes found in the transmitted SAML assertion. Each content site is secured by a different security vendor and acts as the “destination site” in the web browser profile.

When a user arrives at the content site and is authenticated via a SAML assertion, the content site should display some components of the assertion conveyed to the site (e.g., user-name, required attributes). It should also generate some personalized content. 

1.3 Supported Flows

Several types of example flows should be supported by the demonstration. These should include:


(1) user joe logs into portal, successfully logs into Content-Provider with “high-end” attributes.

(2) user ravi logs into portal, successfully logs into Content-Provider with “low-end” attributes.

(3) user alice logs into portal, is unable to access content at Content-Provider as required attributes (or AuthenticationCode?) is absent. 

(4) After change of config for alice at portal, alice is able to access content at Content-Provider.

TBD: a couple more interesting flows could be added. For example, do we want to support a flow in which a user first visits a content-provider site?  
















