Burton Group SAML Interoperability Event

Sigaba will participate as a content provider under the proposed model. Below we describe the use-case scenario
An organization (Alico.com) uses a healthcare provider (Healthco.com) for all of its employees. Healthco.com desires to send Explanation of Benefits (EOB) to employees of Alico.com via secure email. Business and technical requirements necessitate the use of a browser-based email for delivery of EOBs. Moreover, Healthco.com does not wish to maintain any authentication credentials for employees of Alico.com.
Information Flow
Below is an end-to-end flow describing the application. Steps 3-7 use SAML web browser profile to authenticate the email recipient and deliver the decryption key.
1. Healthco.com uses its own email gateway to send the EOB to John Smith, an employee of Alico.com at jmisth@alico.com. The EOB is encrypted and then attached as an HTML file to the email. Healthco.com stores the encryption key in a key server, owned and managed by Healtco.com (this is the content provider in the interoperability proposal).
2. John Smith, an employee of Alico.com receives the email and clicks on its HTML attachment. This will cause a browser session to open. 
3. The URL in the HTML attachment would connect the browser via SSL to the portal at alico.com.

4. The portal drives the authentication and delivers a SAML artifact to the browser.
5. The browser opens an SSL session to the key server (content provider) at Heatlco.com and presents the artifact.
6. The key server at Heatlco.com requests the portal at Alico.com to provide a SAML authentication assertion and a SAML attribute assertion based on the artifact. 

7. The portal at Alico.com responds with an authentication assertion and an attribute assertion containing the email address of John Smith.

8. The key server at Healtco.com releases the decryption key to the browser, which, using Javascript code decrypts the content and presents the EOB to John Smith. The key server also records the time and date of releasing the key to John Smith.
