BURTON GROUP CATALYST 2002 NORTH AMERICA

SECURITY ASSERTIONS MARKUP LANGUAGE (SAML)-RELATED EVENTS
EVENTS:

· SAML press event and demonstration (Monday morning, July 15, in conference room separate from NSS track events)

· SAML industry interoperability demonstration (Monday evening, July 15, in a hospitality suite)

· SAML progress report (Tuesday afternoon, July 16, in an NSS track event)

OBJECTIVES:

Burton Group is a recognized industry thought leader in federated identity and access management (I&AM) technologies and approaches, especially with regard to the role of federation in Extensible Markup Language (XML) and Simple Object Access Protocol (SOAP) based Web services security environments.

One of the most important XML/SOAP-based security federation standards initiatives is the Security Assertions Markup Language (SAML) version 1.0, which is nearing ratification by the Organization for Advancement of Structured Information Standards (OASIS). SAML 1.0 is a standard for exchanging authentication and authorization information among heterogeneous security environments that have established trust relationships amongst themselves. Most vendors of Web access solutions have committed to SAML and are currently implementing SAML 1.0 interfaces and architectural features in their commercial products.

The SAML Interoperability Demonstration at Catalyst 2002 North America will be a proof-of-concept demonstration of a limited set of SAML interoperability and federation scenarios. The objectives of the demonstration will be to show that SAML-based federated interoperability works and that such interoperability provides a non-trivial value-added over proprietary-based security-federation scenarios. The demonstration will show how SAML-based federation will work in practice. Consequently, participating vendors will work out critical interoperability details well in advance, and will test those features thoroughly in private before showing SAML-based solutions to the public at Catalyst 2002 North America.

PARTICIPANTS AND RESPONSIBILITIES:

The SAML interoperability demonstration and press event at Catalyst 2002 North America are being sponsored by OASIS. These are intended to be vendor-neutral events for demonstrating the viability and benefits of SAML-based federation. Consequently, it is imperative that the events not be designed or managed in such a way as to favor or promote one vendor or group of vendors, or to imply an endorsement of any vendor’s SAML-enabled products or SAML product development directions.

Vendors participating in the demonstration may provide marketing collateral in the hospitality suite that will host the event, and in the separate room that will host the press conference on the morning of July 15. It's important that all vendors who participate in the demo have an equal opportunity to provide a reasonable amount of marketing collateral for those two SAML-related events at Catalyst, subject to constraints on the amount of available table-top space in those rooms.

Specific participants and responsibilities in the Catalyst SAML events are as follows:

· OASIS SSTC representative to present SAML progress report on NSS Day Two:

Hal Lockhart (hal.lockhart@entegrity.com)

Action items for Lockhart: Coordinate with NSS Day Two presentation coordinator, James Kobielus, to discuss scope and content of presentation. Submit presentation slides to Kobielus by date (to be specified later) in June. Speak on Day Two in the NSS track at Catalyst.

· Technical coordinators of SAML Interoperability Demonstration:

OASIS SSTC representative: Don Bowen (don.bowen@sun.com) , Prateek Mishra (pmishra@netegrity.com)

Action items for Bowen, Mishra: Update Kobielus on participant/contact list for demonstration. Develop statement of demo technical architecture, scenarios, system requirements, facilities requirements, signage requirements, and on-site demonstration/orchestration flow. Submit this statement to Kobielus and to OASIS’s designated logistics and marketing coordinators ASAP. Coordinate demonstration technical issues with participating vendors, including off-site interoperability testing in advance of Catalyst. Coordinate on-site demonstration setup and management at Catalyst.

Burton Group senior analyst: James Kobielus (jkobielus@burtongroup.com)

Action items for Kobielus: Coordinate with Bowen, Mishra on technical requirements, architecture, scenarios, and vendor logistics for demonstration. Coordinate with Lockhart regarding scope and content of his Day Two presentation on SAML progress. Coordinate with Peterson on marketing, literature, and signage requirements for SAML press event and interoperability demonstration. Coordinate with Herrmann on hotel logistics for SAML press event and interoperability demonstration. Assist Bowen, Mishra in on-site coordination of SAML Industry Interoperability Demonstration.

· Vendors participating in the SAML Industry Interoperability Demonstration:

Baltimore Technologies: Irving Reid (Irving.Reid@baltimore.com)

CrossLogix: Ken Yagen (kyagen@crosslogix.com)

Entegrity Solutions: Hal Lockhart (hal.lockhart@entegrity.com)

IBM/Tivoli: Bob Blakley (blakley@tivoli.com)

Netegrity: Prateek Mishra (pmishra@netegrity.com), Marc Chanliau (mchanliau@netegrity.com)

Oblix: Charles Knouse (cknouse@oblix.com)

Quadrasis: Don Flinn (Don.Flinn@Quadrasis.com)

RSA Security: Rob Philpott (rphilpott@rsasecurity.com)

Sigaba: Jahan Moreh (jmoreh@sigaba.com)

Sun Microsystems: Don Bowen (don.bowen@sun.com), Ping Luo (ping.luo@sun.com)

Systinet: Anne Thomas Manes (atm@systinet.com)

VeriSign: Andrew Brown (abrown@verisign.com), Mathew Shilts (mshilts@verisign.com)

Action items for participating vendors: Work out demonstration interoperability details amongst themselves in advance of Catalyst. Runthrough the demonstration and press event offline in advance of Catalyst.

· Site logistics coordinators on all SAML events at Catalyst:

OASIS representative: Dee Schur (dee.schur@oasis-open.org) 

Burton Group: Kathy Herrmann (kherrmann@burtongroup.com) 

Action items for site logistics coordinators at Catalyst: Communicate logistics constraints, concerns, and issues back to relevant technical coordinators: Bowen, Mishra and Kobielus. Provide on-site coordination of logistics issues surrounding the three SAML events at Catalyst.

· Marketing coordinators on all SAML events at Catalyst:

OASIS representative: Carol Geyer (carol.geyer@oasis-open.org) 

Burton Group: Jaculynn Peterson (jpeterson@burtongroup.com) 

Action items for marketing coordinators: Communicate marketing constraints, concerns, and issues back to relevant technical coordinators: Bowen, Mishra and Kobielus. Provide on-site coordination of marketing issues surrounding the three SAML events at Catalyst.

TIMELINE:

Preparation for the events is proceeding according to the following timeline: 

· Throughout April, May, and June: Participating vendors work out technical details of the demonstration among themselves 

· Mon-Fri June 17-21: Demonstration dry runs. East Coast dry run will take place at RSA offices in Bedford, MA (on Middlesex Turnpike). West Coast dry run location not yet confirmed (tentative location: Sun Microsystems’ Santa Clara, CA campus)

· Fri-Sun July 12-14: Participating vendors converge on Hilton San Francisco and Towers (Catalyst hotel) to install equipment, network, and software and test their respective products to make sure they interoperate per the planned demonstration. 

· Monday morning, July 15 (first day of Catalyst): Participating vendors host a press event and demonstration at Catalyst to explain the objectives and details of the SAML Industry Interoperability Demonstration to take place that evening.

· Monday evening, July 15: SAML Industry Interoperability Demonstration 

· Tuesday afternoon, July 16: OASIS SSTC representative presents “SAML: A Progress Report”

TECHNICAL DETAILS OF INTEROPERABILITY DEMONSTRATION:

The SAML 1.0 Industry Interoperability Demonstration will demonstrate federation across several vendors’ Web access management products. The demonstration will show security federation based on consistent vendor implementations of SAML 1.0 Web Browser profile. In particular, the event will demonstrate the following federation scenario:

· I&AM federation, under which businesses using different vendors’ Web access management products establish trust relationships for the purpose of sharing authentication, attribute, and authorization decision information

· Cross-enterprise Web single sign-on (SSO), under which browser/users authenticate at "portal" sites but are able to access web resources managed under other, federated "content" sites; the latter sites continue to manage authorization of access to their content; technically, this will involve bilateral federation between different vendors’ Web access management platforms, with “source” servers operating as portals that provide access to resources at one or more federated “destination” servers; users will be able to leverage an  assertion produced at their source server over one or more destination servers in the context of a single SSO session


Each vendor's SAML 1.0-enabled web access management platform will be deployed in the designated room in the San Francisco Hilton and will function as a SAML 1.0 source server or destination server, depending on the particular SSO scenario being demonstrated and trust relationships among vendor web access management products. Most vendors’ platforms will be capable of operating as producers and consumers of SAML assertions during the demonstration.
To achieve these goals, vendors will work out many technical implementation details for the purposes of the demonstration. Among other details, participating vendors will establish agreements on server roles, trust relationships, identity namespaces, and attribute schemas for the purposes of the demonstration.

Participating vendors will also provide Catalyst attendees with deployment guidelines and business-level technical agreements required to support full SAML-based federation in the real world.
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