1 Proposed InterOp Scenario for SAML at Catalyst 2002

April 26, 2002

Editor: Prateek Mishra

11
Proposed InterOp Scenario for SAML at Catalyst 2002


11.1
Supported Browsers and Versions


11.2
Supported Schema Version


11.3
URL Naming Convention


31.4
Portal


41.5
Content-Provider


41.6
Supported Flows


51.7
Trust Model


61.8
Source ID




The interoperability demonstration will be based on the SAML Browser/artifact profile as describe in the SAML 1.0 bindings document. Some effort will be made to “clothe” the entire demonstration as a high-level business flow so as to interest a general technical audience.

Two roles will be supported, Portal and Content-Provider, and each vendor can choose to participate in one or both roles. 

1.1 Supported Browsers and Versions

IE 6.0, Netscape 6.2

1.2 Supported Schema Version

· The OASIS SSTC is investigating a (modest) number of errata to the schema published in 
· Assertion Schema (cs-sstc-schema-assertion-00.xsd) 

· Protocol Schema (cs-sstc-schema-protocol-00.xsd) 

We anticipate that these issues will be fully resolved at the May 28, 2002 OASIS TC meeting. A corrected and final schema will be published either at that meeting or immediately after. This is the schema version the interop will test against.

1.3 URL Naming Convention

To make the demonstration as clear as possible to our audience and to get up and running as quickly as possible, we suggest that the four URL's from each implementer follow a common pattern.  For example, each vendor's portal site would be at DNS "portal.<dns_suffix>", so Entegrity's portal would be at "https://portal.entegrity.com/" and RSA's portal would be at "https://portal.rsa.com/"


So, the full suggestion is as follows:
 

Portal URL: http://portal.<dns_suffix>:port_no/path1 

This is the URL for directly contacting the portal and selecting a destination service. This is the "normal" welcome page to the portal site. It may also be protected, in that, access to it requires the user to login or to possess an active portal session. The use of this URL is dependent on the demonstration scenario and some applications may not use it. Specifically, if the application directly contacts the inter-site transfer URL at the source site, it need not use this URL.
Inter-site transfer URL: https://inter-site-transfer.<dns_suffix>:port_no/path2
The inter-site transfer URL terminology AND functionality is taken from bindings Section 4.1.1.3 and 4.1.1.4 which should be reviewed at this point. A browser must ultimately connect at this URL to receive the artifact. A browser may be directed to this URL by some other service, including the portal. This URL is invoked with a TARGET name-value pair as described in the bindings document and results in a re-direct. It should also be protected resource, in that, access to it requires the user to login or to possess an active portal session.

 

Application URL: http://application.<dns_suffix>:port_no/application/  (at content site)


This is the URL where the content provider's application operates. This URL is included as the"TARGET" in the redirect. This is the value of the TARGET name in 4.1.1.3 and 4.1.1.4 of the bindings document.


Source SOAP Binding Responder URL: https://responder.<dns_suffix>/responder/ (at portal)

This is the URL that the assertion consumer uses to query for the authentication/attribute statements, which are all included in a single assertion. This URL implements the service described in Step 4 of 4.1.1.6 of the bindings doc.



Destination Artifact Receiver URL: https://receiver.<dns_suffix>/receiver/ (at content site)


This is the URL for the assertion consumer. This is the URL to which the inter-site transfer service redirects the user. Correct, this corresponds to the artifact receiver URL as described in 4.1.1.5 Step 3 of the bindings document. 

NOTE: only the Source SOAP Binding Responder URL, Destination Artifact Receiver URL and inter-site transfer URL must be hosted on SSL. It is important to demonstrate that not all URLs are required to use SSL in the SAML artifact scheme.


This scheme relies on the ability of each vender to use the default URLs for each of the four required URLs and, if necessary, map to their internal URL scheme. The default URLs are provided so that vendors are free to have all of their services and software on anywhere from one to four machines (by giving the various DNS names the same IP address).

1.4 Portal

Acts as a “Source Site” as explained in the web browser profile. Maintains its own user-store and security infra-structure. Users can login to the portal at the portal URL and view a content page with links to content hosted at distinct web sites. Each of the content-provider sites is secured by a security vendor distinct from the one found at the portal.

When the user selects a content-link at the portal, the SAML Browser/artifact protocol is used to communicate a single SAML artifact (with TARGET set to the appropriate Application URL value) to the content-site destination artifact receiver URL. The destination site makes a SAML Request for ArtifactAssertion to the Source SOAP Binding Responder URL. The source site will return the assertion associated with the artifact in the request. 

The single assertion referenced by the artifact will contain both an AuthenticationStatement and an AttributeStatement.  That is, the destination site will not make separate requests for different assertions containing the AuthenticationStatement and the AttributeStatement respectively. The communicated assertion always includes an authentication statement but will also contain two attribute name-value pairs:


AttributeName1 = "MemberLevel" 
AttributeValue1 = "gold" | "silver" | "bronze"

AttributeName2 = “E-mail”

AttributeValue2 = e-mail address (lines 573-575 of cs-sstc-core-00) 
Attribute namespace = http://www.oasis-open.org/Catalyst2002/attributes 


We suggest that AttributeValue1 values be defined by a schema that has simpleContent and derives from string (or is string), i.e. extra attributes only, and that the xsi:type mechanism be used. This way, portal sites can be guaranteed of getting a string pair for AttributeName and AttributeValue.

The <NameIdentifier> element will used with format “#X509SubjectName” with attribute NameQualifier set to the vendors name.

<AuthenticationMethod> element must be set to the URI for password (Section 7.1.1)

The Portal protects the Source Responder URL and the inter-site transfer URL using SSL. The Portal and Content-Provider will mutually authenticate using X.509v3 certificates over SSL.

1.5 Content-Provider

Each content-site provides some interesting content (or links to interesting content). Each vendor should publish some details of the proposed content at their site by May 15 on [saml-dev]. This will ensure that all sites do not look essentially identical.

It should be possible to personalize the content depending on attributes found in the transmitted SAML assertion. Each content site is secured by a different security vendor and acts as the “destination site” in the web browser profile.

When a user arrives at the content site and is authenticated via a SAML assertion, the content site should reserve a small box in the upper right (or left) corner of the web page and display in the box:

1. authentication authority

2. user name

3. memberlevel attribute

4. e-mail address

These items are available from the SSO assertion. The purpose of displaying this information is to make it clearer to a human observer what is going on.

It should also generate a page with personalized content, as described below.

1.6 Supported Flows

The demo will rely on identity federation at each content site. The exact type of federation is left unspecified. However, each Authentication Authority will need user accounts for the users listed below. The credentials used to login to an AA are not important to the demo as long as they are password-based. That is, one AA may use a userid of “Joe” for the original authentication.  Another AA might use “JoeUser” as the ID, Yet another AA could use “joe@yahoo.com” for logging in.  The AA will provide the following information in each assertion:

1. Joe 

a. E-mail: “joe@yahoo.com”

b. MemberLevel: "gold".

c. NameIdentifier: “uid=joe, ou=engineering” 

2. Ravi

a. E-mail: “ravi@hotmail.com

b. MemberLevel: "silver".

c. NameIdentifier: “uid=ravi, ou=marketing”

3. Alice

a. E-mail: “alice@excite.com”

b. MemberLevel: "bronze". 

c. NameIdentifier: “uid=alice, ou=sales”

Several types of example flows should be supported by the demonstration. These should include:


(1) user joe logs into portal, successfully logs into Content-Provider with “high-end” attributes. (gold)

(2) user ravi logs into portal, successfully logs into Content-Provider with “medium” attributes. (silver)

(3) user alice logs into portal, successfully logs into Content-Provider with “low-end” attributes (bronze).

Each vendor would be required to show the following: 
A. Something only Gold members can do. 
B. Something only Gold or Silver members can do. 
C. Something all members can do (bronze, silver, gold). 
D. Unauthenticated users are re-directed to the portal for login. 

(4) If a user accesses the content site, they should be prompted with dialog that offers a list of portal sites and their inter-site transfer URLs. The user can then visit the portal site, authenticate (if necessary) and then be returned (redirected) to the content-site. 


(5) What about a failure case? Maybe a rogue portal can be setup to generate SAML assertions which do not validate at any content site.

1.7 Trust Model

(a) Browser: users will access URLs protected by SSL. Please check to see that the recommended browsers (type and version number) trust the certificate root for the certificate you plan to use to secure your https URLs.


(b) For mutual authentication in steps 4 and 5 of the artifact profile, each vendor will (i) publish the certificate used by SAML requestor for client-side auth in PKCS#7 format (ii) Root CA for the server-side certificate in PKCS#7 format.


(c)  SSL Cipher suite:
 
Each implementation that will support SSL must implement (at least) the following cipher suite (assumes minimum of SSL): 

          SSL_RSA_WITH_3DES_EDE_CBC_SHA 

1.8 Source ID

Each vendor will publish a source id as a 20-byte hex number on the [saml-dev] list. Suggestions on how to create a unique source ID are offered in section 4.1.1.8 of cs-bindings.
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