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1. Description

CrossLogix will be presenting a demo of a financial services portal application that shows interoperability with SAML authentication and authorization authorities.  Our participation is based on the extension to the InterOp scenario that includes the authorization decision scenario that CrossLogix  proposed to the saml-dev list on 2002.05.08 and reviewed in the conference call on May 21st, 2002.  This is a follow-up to and technical elaboration of the high-level flow presented to the saml-dev list on 2002.05.15.

A high level flow of our participation in the interop event is shown at the end of the document.  The remainder of this write-up will focus on the technical details pertaining to how CrossLogix intends on using the authentication assertion to construct the authorization request for displaying content.

2. Authorization Scenario Technical Details

The extended scenario relies on the proposed authentication scenario to retrieve the authentication assertion from the source site per steps outlined in sections 4.1.1.3 through 4.1.1.6 in Bindings and Profiles for the OASIS Security Assertion Markup Language.  At this point, the content provider  constructs the authorization query by extracting the attributes contained in the AttributeStatement and the subject in the assertion.  The AuthorizationDecisionQuery is submitted to the policy decision point via the SOAP/HHTP protocol.  In our implementation, this is a servlet that accepts SOAP messages, queries the CrossLogix entitlement management system, and returns the authorization decision to the submitter.
In addition, CrossLogix will likely be demonstrating the attribute query and authorization query as standalone items.
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1) Web Client make authenticatoin request to the authentication service (SSO Provider)

2) Authentication service returns a SAML browser artifact to the web cliient

3) The Web Client makes a request to the content provider

4) Content provider verifies the user credential supplied in the browser artifact with the authentication service

5) The authentication service verifies / discredits the web artifact

6) The content provider create authorization requests in order to generate dynamic content

7) The SAML service communicates with the authorization backend to fulfill the SAML requests

8) The authorization decision is passed back to through the SAML service layer

9) The SAML decision is passed to the content provider to make dynamic content decisions

10) Content is provided back to the web client

CrossLogix SAML Interoperability

Use Case 1: Self Contained Authz with SSO Hooks
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