      Catalyst 2002 SAML InterOp

What is SAML? 

SAML is the Security Assertion Markup Language, a standard XML-based framework for the exchange of authentication and authorization information. Using SAML, security information may be expressed as an XML document and securely transmitted from one application to another. 

Is SAML a Standard?


SAML has been developed by the Security Services Technical Committee (SSTC) at the Organization for the Advancement of Structured Information Standards (OASIS). Over 30  software vendors have participated in this process. On May 28, 2002, the SSTC submitted the specification to OASIS for consideration as an OASIS standard. We anticipate that OASIS members will ratify SAML as a standard sometime in Q3/2002.

What problem does SAML try to solve?


SAML enables applications using disparate vendor security systems to communicate with each other. SAML defines a vendor-independent XML data format for representing security information. Consequently, software from vendor A can generate information about a user or an access control decision using SAML; this can be consumed by software from vendor B without any disclosure of proprietary algorithms or data formats.

Why should businesses care?

Many business processes require sharing of security information about users among business partners. For example, a corporate portal at an enterprise may provide access to “external” services such as 401(K), Medical Insurance, Travel, etc. to enterprise employees. In this situation, the employees authenticate and are qualified (e.g., manager vs. salesperson) by their employer but are able to obtain access to resources managed by the service provider.  Service providers are freed from the administrative burden of having to maintain lists of users for each of their customer sites. Users are freed from the burden of repeated sign-on at each service provider site.

This problem can be solved if information about users is passed securely among business partners using SAML. All of the technologies required to solve this specific business problem are encapsulated in a section of the SAML specification called the SAML web browser profile. If the enterprise and its service providers use software that implements the SAML web browser profile, then the desired functionality becomes available simply by agreement on certain configuration parameters.

Isn’t this a lot like Microsoft Passport?

There are two major differences. First, Passport, as currently constituted, requires users to authenticate at a single site called www.passport.com. In contrast, the SAML approach allows an enterprise to authenticate its own users.

Secondly, implementing Passport-based sign-on requires use of proprietary software available only from a single vendor. SAML is (soon to be) a published standard: any software vendor may create software that implements the desired functionality. As of July 15, 2002, over a dozen software vendors have indicated that they plan to support the SAML web browser profile. Some vendors have already released products that implement the profile. 

What is SAML’s relationship to Liberty Alliance?

Little public information is available about Liberty Alliance. Based upon this limited information, we believe SAML and Liberty are complementary efforts.

What is the objective of the Catalyst demonstration?

The Catalyst demonstration showcases SAML in action, with implementations of the SAML  browser profile, from a dozen vendors, interoperating among each other. 

What’s going on “under the covers” in the Catalyst demonstration?

Two types of sites are supported: a  “portal” site and a “content” site. The portal site is meant to simulate a typical government or enterprise portal. Each content site provides some sample content that is meant to simulate a content or service provider. Most vendors will provide both a sample portal and a sample content site.







Users can log in to the Portal (step 1) and view a page with links to content hosted at distinct web sites. Each of the content sites is secured by a security vendor different from that used at the Portal.

When the user selects a content link at the Portal (step 2), information (a small piece of data called an artifact) about a SAML assertion that describes the user is conveyed to the selected content site. The content site interacts with the portal site and obtains the SAML assertion associated with the artifact (Step 3).

The content site checks the SAML assertion against previously agreed upon configuration parameters. If the assertion is considered valid, the content site may use the information found in the assertion to determine the specific content shown to the user. In this demonstration this information includes:

· user’s “home” portal site

· user name

· member level attribute (gold, silver, bronze)

· e-mail address

The exact format of information transferred in an assertion is determined by configuration settings.
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