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1 Overview

This document describes the demonstration scenarios for the SAML V1.1 interoperability demonstration that will take place at the RSA Conference February 2004. The interop demonstration will show SAML V1.1 capabilities for Web SSO (Section 2) and its support for assertion queries (Section 3). Section 4 of the document describes general requirements and implementation guidelines that apply to all interop use cases.  Appendix A contains the configuration data needed for the interop. Appendix B provides post-interop remarks and conclusions.
2 Web Single Sign-On Demonstration
The interop demonstrations will show the use of SAML V1.1 in Web SSO deployments. The Web SSO scenarios expand on the work done for the SAML 1.0 interop that took place at the Burton Catalyst 2002 conference. 

The Catalyst 2002 SAML interop demonstrated only the SAML Browser/Artifact Profile (BAP).  For the RSA 2004 SAML interop, the Web SSO exchanges can be performed by using either the BAP or the SAML Browser/POST Profile (BPP).  

It is not a requirement that all participants support both of the SAML Web SSO Profiles.  
The interop event will demonstrate vendor interoperability for the SAML Web SSO use case.  The “Generic SAML” use case will show the use of standard BAP and BPP scenarios using URL redirects with parameters defined by the SAML specification. It will also demonstrate a common destination-site-first scenario for BAP and BPP using an interop-defined convention for URL parameters.
This SAML interop event is being sponsored by the GSA’s eGov program. In return for their sponsorship, the interop also includes a second “eAuthentication” use case as defined by the eGov program’s eAuthentication initiative.

Both of the Web SSO demo use cases permit a user to initially visit any of 3 websites.  The subsequent exchanges between the sites will vary depending on whether the GSA eAuthentication use case or the Generic SAML use case is being executed.

The Web SSO demo utilizes up to 3 websites: 

· Portal: a shared portal website at which a user may select an application and a logon website.

· Identity Provider (IdP): an asserting party “source” website with an authentication authority where a user must authenticate.

· Service Provider (SP): a relying party “destination” website hosting a participant’s demo application that is the target for Web Single Sign-On operations.  

2.1 Web SSO Scenario Websites

Each participant in the RSA2004 SAML interop will have their own DNS domain.  The Portal website will be hosted in an additional domain.  Within their domain, each participant may host an IdP website and/or an SP website.  A participant can choose to host their websites on a single machine or they can be distributed across multiple machines within their DNS domain.

2.1.1 Common Portal Website

The Portal website is a web server hosting a page where an unauthenticated browser user comes to start a Web SSO demo scenario (i.e. a browser home page).  The page will usually need to determine:
· The Web SSO interop use case being demonstrated
· The SAML Web SSO Profile to be executed
· An application to access at an SP website

· An IdP website at which to log in.
2.1.2 Identity Provider Website

The IdP website is the source site in a SAML Web SSO exchange. It includes an authentication authority at which users will log in and provides the Inter-Site Transfer (ISX) Service necessary to begin a SAML Web SSO exchange.
2.1.3 Service Provider Website

The SP website is the destination site in a SAML Web SSO exchange and hosts the participant’s demo application.  The SP website requires a user to be authenticated before being given access to the application.  By authenticating at an IdP website first, a user will be able to access the application at the SP website through the use of a SAML Web SSO exchange without authenticating a second time at the SP website.  

Once the SAML Web SSO exchange completes, the demo application at the SP website should personalize the application content based on certain attribute values extracted from SAML Attribute Statements provided by the IdP. At a minimum, the application should display a small box in some part of the web page with the following information:

1. The IdP website (asserting party) that issued the assertion

2. The name of the user for whom the assertion was issued

3. The name and value of the each of the user attributes supplied in the assertion
If possible, the application should also provide a display of the SAML XML documents that were exchanged during the Web SSO operation.

2.2 Web SSO Use Case Scenarios

The use case scenarios described in this section are broken into two groups; one group for the “Generic SAML” demo and one for the eGov eAuthentication demo.  Each of these two use cases has three scenarios, one for the user starting at the Portal, one when starting at the IdP website, and one when starting at the SP website. Each scenario may be executed using either of the SAML Web SSO profile types (BAP and BPP).
2.2.1 Generic SAML Demo Use Case

The Generic SAML Demo use case demonstrates the use of SAML 1.1 as described in the Web SSO Profiles of the SAML specification.  In addition to the standard IdP-Site-First “click-through” scenario in that specification, this interop demo also shows simple Portal-Site-First and SP-Site-First scenarios.
2.2.1.1 Generic SAML Portal-Site-First Scenario
In the Generic SAML Portal-Site-First Web SSO scenario, the user visits the Portal website and selects an application at an SP website and an IdP website at which to log in. Note that some IdP and/or SP websites may not support this scenario. The flow of events for this scenario is as follows:

1. An unauthenticated user at any browser connects to the home page on the Portal.

2. The Portal asks the user which demo use case should be invoked (Generic SAML or eAuthentication).  The user requests the Generic SAML demo.

3. The Portal asks the user to choose one of the demo applications at an SP website. This choice will determine the value of the “TARGET” parameter that will be relayed to the IdP and SP websites.
4. The Portal displays a list of all IdP websites at which the user may log in to gain access to the selected application. The list is tailored to show only those IdP websites that share a SAML Web SSO profile with the application’s SP website. For each IdP in the list, one or two links to profile-specific IdP logon pages will be provided. All links have the “TARGET” parameter for the selected application appended.  That is:
a. If the SP can only be accessed via BAP, the list shows only those IdP websites that support BAP. A link to the IdP’s BAP-specific logon page is provided.
b. If the SP can only be accessed via BPP, the list shows only those IdP websites that support BPP. A link to the IdP’s BPP-specific logon page is provided.
c. If the SP can be accessed using either BAP and BPP and:
i. The IdP supports only BAP, then a link to the IdP’s BAP-specific logon page is provided.  

ii. The IdP supports only BPP, then a link to the IdP’s BPP-specific logon page is provided.  

iii. The IdP supports both BAP and BPP, then links to the IdP’s two profile-specific logon pages are provided.

The URL in this exchange might look something like:

· https://idp.acme.com/samldemo/BPPlogin?TARGET=“http://sp.acme.com/application.html”

5. The user selects one of the links and the browser is transferred to the profile-specific logon URL at that IdP website.
6. The user is required to log in at the IdP website using one of the predefined user accounts.

7. After successful authentication, the IdP website automatically transfers control to the IdP website’s ISX Service using the “TARGET” parameter passed from the Portal website.
8. The ISX Service initiates a SAML Web SSO exchange with the application’s SP website using the desired profile.

9. Upon successful completion of the Web SSO exchange, the user will be granted access to the target application.

2.2.1.2 Generic SAML IdP-Site-First Scenario
In the Generic SAML IdP-Site-First Web SSO scenario, the user visits the IdP website, logs in, and selects a demo application at an SP website. All participants are expected to support this scenario, although they may support only one of the two SAML Web SSO profiles.  Note that the Portal website is not used in this scenario. The flow of events for this scenario is as follows:
1. An unauthenticated user at any browser visits the IdP website.

2. The user is required to log in at the IdP website using one of the predefined user accounts.

3. After successful authentication, the IdP website asks the user which type of Web SSO demo scenario should be invoked (Generic SAML or eAuthentication).  The user requests the Generic SAML demo.

4. The IdP website displays a list of ISX Service links to all participant demo applications for which the IdP shares a SAML profile. Note that multiple ISX links may be present for the same application if both the IdP and the SP websites support both BAP and BPP exchanges. The URL in this exchange might look something like:
· https://idp.acme.com/BPPISX?TARGET=“http://sp.acme.com/application.html”

5. The user selects one of the ISX links and the ISX initiates a SAML Web SSO exchange with the application’s SP website using the desired profile.

6. Upon successful completion of the Web SSO exchange, the user will be granted access to the target application.

2.2.1.3 Generic SAML SP-Site-First Scenario
In the Generic SAML Sp-Site-First Web SSO scenario, the user initiates the Web SSO demonstration by attempting to directly access a demo application at an SP website.  This “destination-site-first” type of access is supported by passing along the “TARGET” application parameter to the Portal and subsequently to the IdP website so that the user does not have to re-select the desired application from a list of ISX links. Note that some IdP and/or SP websites may not support this scenario. The flow of events for this scenario is as follows:
1. An unauthenticated user at any browser attempts to directly connect to an application at an SP website (e.g. via a browser bookmark).

2. The SP website detects the user is unauthenticated and asks the user which type of Web SSO demo scenario should be invoked (Generic SAML or eAuthentication).  The user requests the Generic SAML demo. 

3. The SP website redirects the user’s browser to the Portal website.  The URL of the requested application is appended to the redirect request in a “TARGET” parameter.

4. The Portal website sees the “TARGET” parameter and thus knows the user has requested the “Generic SAML” demo and wants to access a specific application.

5. The Portal displays a list of all IdP websites at which the user may log in to gain access to the selected application. The list is tailored to show only those IdP websites that share a SAML Web SSO profile with the application’s SP website. For each IdP in the list, one or two links to profile-specific IdP logon pages will be provided. All links have the “TARGET” parameter for the selected application appended.  That is:

a. If the SP can only be accessed via BAP, the list shows only those IdP websites that support BAP. A link to the IdP’s BAP-specific logon page is provided.

b. If the SP can only be accessed via BPP, the list shows only those IdP websites that support BPP. A link to the IdP’s BPP-specific logon page is provided.

c. If the SP can be accessed using either BAP and BPP and:

i. The IdP supports only BAP, then a link to the IdP’s BAP-specific logon page is provided.  

ii. The IdP supports only BPP, then a link to the IdP’s BPP-specific logon page is provided.  

iii. The IdP supports both BAP and BPP, then links to the IdP’s two profile-specific logon pages are provided.

The URL in this exchange might look something like:

· https://idp.acme.com/samldemo/BPPlogin?TARGET=“http://sp.acme.com/application.html” 
6. The user selects one of the IdP links and the browser is transferred to the profile-specific logon URL at the IdP website. 
7. The user is required to log in at the IdP website using one of the predefined user accounts.

8. After successful authentication, the IdP website automatically transfers control to the IdP website’s ISX Service using the “TARGET” parameter passed from the SP and Portal websites.

9. The ISX service initiates a SAML Web SSO exchange with the application’s SP website using the desired profile.

10. Upon successful completion of the Web SSO exchange, the user will be granted access to the target application.

2.2.2 eGov eAuthentication Demo Use Case
The eAuthentication Demo Use Case demonstrates the use of SAML 1.1 as described in the eGov program’s eAuthentication initiative.  In the eAuthentication architecture, each application Service Provider is assigned a unique “Agency Application Identifier” (aaid).  Each Identity Provider at which a user may log in is assigned a unique “Credential Service Identifier” (csid).  Before a normal SAML Web SSO exchange begins, the user may be redirected among the Portal website, the IdP website, and the SP website to permit Portal-Site-First, IdP-Site-First, and SP-Site-First scenarios.

Note that while the eAuthentication architecture currently states that it uses only the Browser/Artifact Profile of SAML, it has been requested for this interop that both SAML profiles be supported.  To accomplish this, an IdP website that supports both profiles will be assigned 2 csid values, one for each profile.  Each csid corresponds to a profile-specific logon URL at the IdP. Note that since the SP does not initiate the Web SSO exchange, the SP website can still be assigned a single aaid value.  Thus, all IdP websites will have either 1 or 2 csid values assigned but SP’s will have a single aaid value.   The assigned csid and aaid values are shown in section 0. 
Note that not all IdP and/or SP websites will support these use case scenarios.
2.2.2.1 eAuthentication Portal-Site-First Scenario
In the eAuthentication Portal-Site-First Web SSO scenario, the user visits the Portal website and selects an application at an SP website and an IdP website at which to log in. The flow of events for this scenario is as follows:

1. An unauthenticated user at any browser connects to the home page on the Portal.

2. The Portal asks the user which demo use case should be invoked (Generic SAML or eAuthentication).  The user requests the eAuthentication demo.

3. The Portal asks the user to choose one of the demo applications at an SP website. This choice will determine the value of the “aaid” parameter that will be relayed to the IdP website.

4. The Portal displays a list of all IdP websites at which the user may log in to gain access to the selected application. The list is tailored to show only those IdP websites that share a SAML Web SSO profile with the application’s SP website. For each IdP in the list, one or two links to profile-specific IdP logon pages will be provided. All links have the “aaid” parameter for the selected application appended.  That is:

a. If the SP can only be accessed via BAP, the list shows only those IdP websites that support BAP. A link to the IdP’s BAP-specific logon page is provided.

b. If the SP can only be accessed via BPP, the list shows only those IdP websites that support BPP. A link to the IdP’s BPP-specific logon page is provided.

c. If the SP can be accessed using either BAP and BPP and:

i. The IdP supports only BAP, then a link to the IdP’s BAP-specific logon page is provided.  

ii. The IdP supports only BPP, then a link to the IdP’s BPP-specific logon page is provided.  

iii. The IdP supports both BAP and BPP, then links to the IdP’s two profile-specific logon pages are provided.

The URL in this exchange might look something like:

· https://idp.acme.com/egovdemo/BPPlogin?aaid=1234 

5. The user selects one of the links and the browser is transferred to the profile-specific logon URL at that IdP website.

6. The user is required to log in at the IdP website using one of the predefined user accounts.

7. After successful authentication, the IdP website looks up the “TARGET” URL associated with the “aaid” parameter provided by the Portal website. 
8. The IdP dynamically creates an ISX service link with the mapped “TARGET” parameter. The browser is automatically transferred to this link.
9. The ISX Service initiates a SAML Web SSO exchange with the application’s SP website using the desired profile.

10. Upon successful completion of the Web SSO exchange, the user will be granted access to the target application.

2.2.2.2 eAuthentication IdP-Site-First Scenario
In the eAuthentication IdP-Site-First scenario, the user visits an IdP website and is automatically redirected to the Portal Website to choose an application.  The Portal will automatically send the user back to the IdP website in order to log in and start the Web SSO exchange.  The flow of events for this scenario is as follows:
1. An unauthenticated user at any browser visits the IdP website.

2. The user is required to log in at the IdP website using one of the predefined user accounts.

3. After successful authentication, the IdP website asks the user which demo use case should be invoked (Generic SAML or eAuthentication).  The user requests the eAuthentication demo.

4. If the IdP supports both Web SSO profiles, it is necessary for the IdP website to ask the user which profile they wish to use.  This is necessary since the IdP website will have 2 csid values assigned to it, one for each profile.  The IdP website must determine which “csid” parameter to use based on the profile selected by the user.
5. The IdP transfers the user’s browser to the Portal website.  The transfer includes the IdP website’s “csid” parameter for the selected profile. The transfer URL may look something like:
· https://portal.eauth.gov/egovdemo?csid=4321 
6. The Portal website detects the presence of the “csid” parameter and thus knows that the user is running the eAuthentication demo. The Portal maps the “csid” parameter to the profile-specific logon URL at the IdP website.
7. The Portal displays a list of URL links representing the applications that the user can visit based on the “csid” parameter received from the IdP website.  The list is tailored to show only those applications whose SP website supports the profile associated with the “csid” parameter.  That is:
a. If the “csid” value represents the BAP protocol at the IdP website, then only those applications are displayed that are located at SP websites which support BAP.
b. If the “csid” value represents the BPP protocol at the IdP website, then only those applications are displayed that are located at SP websites which support BPP.
8. The user selects one of the applications and the browser is transferred back to the logon URL at that IdP website with the “aaid” parameter for the selected application. Note that the “csid” parameter is no longer needed.
9. The logon page at the IdP detects that the user is already authenticated and looks up the “TARGET” parameter associated with the “aaid” parameter provided by the Portal website. 

10. The IdP dynamically creates an ISX service link with the mapped “TARGET” parameter. The browser is automatically transferred to this link.

11. The ISX Service initiates a SAML Web SSO exchange with the application’s SP website using the desired profile.

12. Upon successful completion of the Web SSO exchange, the user will be granted access to the target application.

2.2.2.3 eAuthentication SP-Site-First Scenario
In the eAuthentication SP-Site-First scenario, the user visits an SP website and is automatically redirected to the Portal Website to choose an IdP at which they can log in.  The Portal will send the user to that IdP website to log in and the IdP will start the Web SSO exchange to the original SP’s application.  The flow of events for this scenario is as follows:

1. An unauthenticated user at any browser visits an application at an SP website (e.g. via a browser bookmark).

2. The SP website detects the user is unauthenticated and asks the user which demo use case should be invoked (Generic SAML or eAuthentication).  The user requests the eAuthentication demo.

3. The SP website transfers the user’s browser to the Portal website.  The transfer includes the “aaid” parameter associated with the application.

4. The Portal determines which SP website is hosting the application associated with the “aaid”. 

5. The Portal displays a list of all IdP websites at which the user may log in to gain access to the selected application. The list is tailored to show only those IdP websites that share a SAML Web SSO profile with the application’s SP website. For each IdP in the list, one or two links to profile-specific IdP logon pages will be provided. All links have the “aaid” parameter for the selected application appended.  That is:
a. If the SP can only be accessed via BAP, the list shows only those IdP websites that support BAP. A link to the IdP’s BAP-specific logon page is provided.

b. If the SP can only be accessed via BPP, the list shows only those IdP websites that support BPP. A link to the IdP’s BPP-specific logon page is provided.

d. If the SP can be accessed using either BAP and BPP and:

i. The IdP supports only BAP, then a link to the IdP’s BAP-specific logon page is provided.  

ii. The IdP supports only BPP, then a link to the IdP’s BPP-specific logon page is provided.  

iii. The IdP supports both BAP and BPP, then links to the IdP’s two profile-specific logon pages are provided.

The URL in this exchange might look something like:

· https://idp.acme.com/egovdemo/BPPlogin?aaid=5678 

6. The user selects one of the IdP links and the browser is transferred to the profile-specific logon URL at the IdP website.
7. The user is required to log in at the IdP website using one of the predefined user accounts.

8. After successful authentication, the IdP website looks up the “TARGET” parameter associated with the “aaid” parameter provided by the Portal website. 

9. The IdP dynamically creates a link to the IdP’s ISX service with the mapped “TARGET” parameter and the browser is transferred to this link.

10. The ISX Service initiates a SAML Web SSO exchange with the application’s SP website using the desired profile.

11. Upon successful completion of the Web SSO exchange, the user will be granted access to the target application.
2.3 Application Personalization based on SAML Attributes

In order to demonstrate the utility of carrying user attributes as part of a Web SSO solution, the demo application running at the SP website must tailor the presentation of application information based on the value of one or more user attributes obtained from the IdP website.  These attributes will be carried using SAML attribute statements that are part of the Web SSO Assertions.
2.4 Web SSO Assertion Requirements

All Web SSO scenarios require the exchange of a SAML Web SSO assertion between the IdP website and the SP website.  This section defines what the assertions need to contain for this interop.
2.4.1 AuthenticationStatement

Each Web SSO assertion must contain an AuthenticationStatement element.  
1. The element’s AuthenticationMethod attribute MUST have a value of:
· urn:oasis:names:tc:SAML:1.0:am:password
2. The AuthenticationStatement MUST contain a <SubjectLocality>  element. 

· This element MUST contain an IPAddress attribute 

· This element MUST NOT contain a DNSAddress attribute.

3. The AuthenticationStatement MUST NOT contain an <AuthorityBinding> element.
2.4.2 AttributeStatement
Each Web SSO assertion must contain an AttributeStatement element.  
1. All user attributes in the AttributeStatement MUST have their AttributeNamespace attribute set to:

· http://www.oasis-open.org/RSA2004/attributes
2. The AttributeStatement must contain the following Attribute elements with the described AttributeName attributes:

a. MemberLevel: Used to control web application personalization at the SP website.
b. E-mail (Note the “-“): Used for display purposes only.
c. commonName: Required for the eGov scenario. Used for display purposes only.
d. AssuranceLevel: Required for the eGov scenario. Used to control user authentication levels in the eAuthentication architecture.  However, since only password authentication is used in this demo, this attribute has no impact on the demo operation.
2.4.3 Conditions Element

Each assertion must contain a Conditions element.  The element must contain NotBefore and NotOnOrAfter attributes that contain appropriate values.
Some effort will be made to synchronize the clocks on the machines involved in the interoperability demonstration. However, assertions that will work with some variation in clock settings must be created.  For this interop, IdP websites should create assertions that have the NotBefore attribute set to 5 minutes before the current time, and the NotOnOrAfter attribute set to 10 minutes beyond the current time.
2.4.4 Subject Element

All assertions used in the Web SSO interop will use SAML Subject elements formatted as X.509 Subject Names. Thus, 
1. The NameIdentifier element MUST include a Format attribute with the value:

· urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName
2. All Subject elements MUST include a NameQualifier attribute as part of the NameIdentifier element.  The value of the NameQualifier attribute should be something unique to each participant.  That is, it should identify the IdP website at which the subject’s user account is defined.
3. The value of the NameIdentifier element itself MUST be an X.509 subject name representing the authenticated user. At a minimum, the NameIdentifier must include at least one Relative Distinguished Name with the name uid.
4. As defined in the SAML specification, the Subject element in each statement of a Web SSO assertion MUST have a SubjectConfirmation element with an embedded ConfirmationMethod element.  
a. For BAP, the value of the ConfirmationMethod element MUST be:

· urn:oasis:names:tc:SAML:1.0:cm:artifact
b. For BPP, the value of the ConfirmationMethod element must be:

· urn:oasis:names:tc:SAML:1.0:cm:bearer

c. For both BAP and BPP, the SubjectConfirmation element MUST NOT contain an embedded SubjectConfirmationData element.

2.4.5 AudienceRestrictionCondition

For this interop, Web SSO assertions MUST NOT contain an AudienceRestrictionCondition element.
2.5 Web SSO SAML Protocol Requirements

2.5.1 SAML Request Messages

SAML Request messages are only used in the BAP Web SSO scenario.  As defined by the SAML specification, when responding to a SAML Request for AssertionArtifact, each IdP website must ensure that the request message was sent from the SP for which the embedded BAP artifact was initially issued.

SAML request messages must not use the deprecated RespondWith element.
2.5.2 SAML Response Messages

When using BAP, SAML Response messages are returned to an SP as a reply to a SAML Request for AssertionArtifact.  For these responses, the SP must ensure that the InResponseTo attribute value in the SAML response message is identical to the value of the RequestID attribute used in the corresponding SAML Request message.

When using BPP, the Web SSO assertion is sent directly to an SP in a Response message that has no corresponding SAML Request message.  As defined in the SAML specification, these Response messages must not contain an InResponseTo attribute. In addition, the BPP SAML Response must include the Recipient attribute with a value set to the SP website’s Assertion Consumer Service URL.
2.6 Configuration Data Requirements

In order to perform the Web SSO interop scenarios, each vendor will need to provide additional configuration data for the other participants to use.  This includes information for accessing demo application web sites, URL’s for accessing SAML services, information used in the trust relationship with each participant domain with which they have common Web SSO profile support, etc. This configuration data is defined in section A.2.
2.6.1 URLs

Each participant is expected to provide URLs where Web content and SAML services may be reached.  The interop scenarios depend on the following URL’s:
· Portal URL: The Portal web site will host the URL that an unauthenticated user can visit to begin the typical interop demo. The URL is also accessed during browser redirects in the other Web SSO scenarios (e.g. destination-site-first). This URL MUST exist on a non-SSL endpoint. To support these scenarios, the URL will accept the following optional URL parameters:
· TARGET=<SP website application URL> - This URL conforms to the requirements identified for the TARGET parameter in the SAML Bindings and Profiles specification. Use of the TARGET parameter and the remaining parameters is mutually exclusive.
· aaid=<Agency Application Identifier> - The aaid value identifies the target application in the eAuthentication scenarios. The “aaid” values will be assigned by the eAuthentication program.
· csid=<Credential Service Identifier> - The csid value identifies a profile-specific logon URL at a participant’s IdP website in the eAuthentication scenarios. The “csid” values will be assigned by the eAuthentication program.  If the IdP supports both BAP and BPP, the IdP will have two “csid” values assigned.
· Demo Application URL: An application URL is the entry point or welcome page for a participant’s interop demo application.  This URL will be used within the ”TARGET” parameter of all ISX links on the SAML IdP websites. Note that in the eAuthentication scenarios, the “aaid” value is used to look up the ”TARGET” parameter. The application may use an SSL channel if necessary, but this is not required.  

· IdP Logon URLs: A logon URL exists on each IdP website for each Web SSO profile.
· SOAP Binding Service URL: A SOAP Binding Service URL exists at each IdP website. Use of the SOAP Binding Service URL requires a channel that provides confidentiality, message integrity, and bilateral authentication.  For the interop, these requirements will be achieved through the use of a server-side SSL connection with the client being authenticated using HTTP Basic Authentication.
· Artifact Receiver Service (ARS) URL:  An Artifact Receiver Service URL exists at each SP website that supports the SAML BAP. The ARS URL must be accessed from the browser via a server-side SSL connection.  A browser will be redirected to this URL with an HTTP GET request by an IdP’s ISX Service.  Access to the URL requires two parameters: “SAMLart” and “TARGET”.  The “SAMLart” parameter contains the SAML artifact generated for the BAP Web SSO exchange. The “TARGET” parameter contains the URL for the desired demo application at the SP website.
· Assertion Consumer Service (ACS) URL: An Assertion Consumer Service URL exists at each SP website that supports the SAML BPP. The ACS URL must be accessed from the browser via a server-side SSL connection.  A browser will be sent to this URL with an HTTP POST request triggered by a self-submitting HTML page provided to the browser by an IdP’s BPP ISX Service.  Access to the URL requires two parameters: “SAMLResponse” and “TARGET”.  The “SAMLResponse” parameter contains the signed SAML response message generated by the ISX Service. The “TARGET” parameter contains the URL for the desired demo application at the SP website. No other parameters are permitted in the POSTed form.
Note that a SAML Relying Party that supports both BAP and BPP may have the same URL for both the Artifact Receiver Service and the Assertion Consumer Service.  In this case, the Relying Party determines which profile is being used from the HTTP request type (GET or POST).  Other implementations may use separate URL’s for the BAP ARS and BPP ACS.  

2.6.2 Identifier Requirements

Each participant needs to provide the following values to the other participants:

· Issuer String: The Issuer string is a unique string identifying a SAML authority that issues the Web SSO assertions.

· Source ID: Required only for a website supporting BAP. The Source ID is a unique identifier that corresponds to (and is often derived from) the SOAP Binding Service URL of a SAML IdP.  The Source ID is required in order to use BAP Type 1 artifacts.  It is used on an SP website to identify which IdP’s SOAP Binding Service should be contacted to obtain the Web SSO assertion associated with the artifact. Participants should share their Source ID’s as both Base64-encoded strings and hex-encoded strings.

· Recipient: The Recipient is mandatory in the SAML Response messages used in the Browser POST Profile. As defined by the SAML specification, in a BPP Response, the Recipient must be set to the SP website’s Assertion Consumer Service URL. In the interop, the Recipient MUST not used in any other Response message.
· Subject Name Qualifier: Each IdP website hosting a SAML AA MUST provide a value for the SubjectNameQualifier it will use in all SAML Subject elements.

· Agency Application Identifier: The “aaid” parameter is used in the eAuthentication scenario to identify the desired SP website application. As mentioned earlier, the “aaid” values will be assigned by the eAuthentication program.

· Credential Service Identifier: The “csid” parameter is used in the eAuthentication scenario to identify the desired IdP website where users can log in. As mentioned earlier, the “csid” values will be assigned by the eAuthentication program.
2.6.3 User Account Requirements

The Web SSO interop scenarios rely on each IdP website having a common set of use accounts which all demo participants will be able to easily remember.  The user accounts and the attributes associated with those accounts are as follows:

1. Alice

a. uid: alice

b. password: alice

c. E-mail: alice@yahoo.com

d. MemberLevel: bronze

e. commonName: Alice Adams

f. AssuranceLevel: 1
2. Bob
a. uid: bob
b. password: bob

c. E-mail: bob@excite.com 
d. MemberLevel: silver
e. commonName: Bob Brown

f. AssuranceLevel: 1
3. Charlie
a. uid: charlie
b. password: charlie

c. E-mail: charlie@mail.com
d. MemberLevel: gold
e. commonName: Charles Connors

f. AssuranceLevel: 1
When used in the Web SSO interop scenarios, these user accounts must be mapped to and from SAML Subjects.  As defined earlier, the SAML Subjects must have NameIdentifier element values in an X.509 subject name format. Interop participants may need to perform identity mapping of these user accounts to obtain the X.509 Subject Names to be used in the SAML Subjects. This mapping can be performed using any algorithm that the participant wishes to use.  For this interop it is required that the X.509 Subject Names begin with the uid RDN.  For example, user “bob” should have a NameIdentifier value beginning with “uid=bob”.  The DN may be as short as that but it may also contain more “<name>=<value>” RDN pairs separated by commas.

2.7 Digital Signing Requirements

2.7.1 Browser/Artifact Profile

For the BAP Web SSO interop, no digital signing will be used.
2.7.2 Browser/POST Profile

In BPP Web SSO exchanges, SAML requires that the Response messages be digitally signed.  The SAML assertions being used in the BPP scenario will not be signed. All participants will be issued X.509 signing certificates issued by a common CA.  See section 4.2 for additional information on certificates being used in the interop.
The SAML specification states that the use of a ds:KeyInfo element is optional within a ds:Signature element.  That is, it is not mandatory for a signing certificate and its trust chain to be embedded in the signed SAML Response XML message.  However, some products expect to find the signing cert and trust chain within the signed messages.  Thus for this interop, they MUST be included.  The trust chain generally includes all intermediate CA certs up to but not including the root CA cert. Note that for the interop, the there are no intermediate CA’s between the end-entity certificates and the root CA.  Thus, only the end-entity signing certificate will be included in the message.

Finally, the mechanism used to correlate the signing certificate to the SAML party sending the message is left up to the participants.

3 SAML Query Scenarios
3.1 Authentication Query Scenario
SAML 1.1 Authentication Queries are not being tested in this interop.
3.2 Attribute Query Scenario

The interop demonstration will show the use of SAML V1.1 Attribute Queries in a simple Web Services use case. In this use case, a web service gateway will simulate the reception of a SOAP message intended for a specific web service. The service has a policy attached to it requiring that a SAML Attribute Query be made about an identity contained within the SOAP message.  The Attribute Query returns information about the identity that the gateway can use to make a policy decision about permitting the SOAP message to be passed along to its target service.
4 General Guidelines and Requirements
4.1 Platform Support

4.1.1 Supported Web Browsers

The following Web browsers should be supported for use in all scenarios:

· Microsoft Internet Explorer 6.0

· Netscape Navigator 7.1

4.2 PKI Considerations

SAML uses digital certificates to secure inter-component communication channels via SSL and to digitally sign SAML assertions and protocol messages.  While many SSL and digital signing (DSIG) implementations are lenient in their enforcement of PKIX digital certificate recommendations, we would like to ensure that the certificates used in the interoperability demonstration conform to those recommendations as closely as possible.  Using standard SSL and DSIG certificates will reduce the amount of time spent debugging certificate-related problems.

For more information regarding X.509 digital certificates and their extensions, please refer to the Internet X.509 Public Key Infrastructure Certificate and CRL Profile (IETF RFC 2459) located at:

· http://www.ietf.org/rfc/rfc2459.txt
4.2.1 Root Certificate Authority

In order to ease the PKI configuration for all participants, the interop demo will make use of a single Certificate Authority for generation of all SSL and DSIG certificates. RSA Security will be providing an RSA Keon CA for this purpose.  Individual participants will need to create PEM-based certificate request files that can be emailed to the CA administrator.  The administrator will issue the appropriate certificates and provide them back to the requestors.  The CA’s trusted root certificate will be distributed to all participants and will need to be installed in all browsers and systems in order for the generated end-entity certificates to be used.

To facilitate the exchange of these certificates, the CA administrator will package all certificates into a ZIP file for distribution to the participants. The certs will be distributed as PEM files and/or PKCS #7 files.
4.2.2 Certificate Authority Certificates

CA Certificates will contain the following extensions:

· AuthorityKeyIdentifier

· SubjectKeyIdentifier

· BasicConstraints*

· cA:true

· KeyUsage*

· keyCertSign

· cRLSign

* This extension qill be marked critical.

They will also contain the following extension to ensure compatibility with Netscape:

· NetscapeCertType

· sslCA

· smimeCA

· objectSigningCA

4.2.3 SSL Server Certificates

SSL server certificates will contain the following extensions:

· AuthorityKeyIdentifier

· SubjectKeyIdentifier

· KeyUsage*

· keyEncipherment

· SubjectAltName

· dNSName

* This extension will be marked critical.
They will also contain the following extension to ensure compatibility with Netscape:

· NetscapeCertType

· sslServer

4.2.4 SSL Client Certificates

SSL client certificates will contain the following extensions:

· AuthorityKeyIdentifier

· SubjectKeyIdentifier

· KeyUsage*

· digitalSignature

* This extension will be marked critical.
They will also contain the following extension to ensure compatibility with Netscape:

· NetscapeCertType

· sslClient

4.2.5 Digital Signing Certificates

Digital signing certificates will contain the following extensions:

· AuthorityKeyIdentifier

· SubjectKeyIdentifier

· KeyUsage*

· digitalSignature

* This extension will be marked critical.
Appendix A. Configuration Data

A.1. Network Configuration

Each participant will be assigned their own network DNS domain and IP subnet. The network will rely on static IP addresses in the 192.168.x.y subnet, where x is unique for each interop participant and y refers to the participant’s systems in that subnet.  The assigned network subnets are shown in the table below.  Since vendors may use a single system to support the entire demo or may distribute demo components among multiple systems, the number of address in use within each subnet may vary.  For consistency, it is requested that all application websites be hosted on a system with the IP address 192.168.x.1.

Each interop participant will be provided with an etc/hosts file configured with the host names and IP addresses defined below.  All participants must have their IP configurations set to use a subnet mask of 255.255.0.0 and a gateway of 192.168.1.254.
	Participant
	IP addresses
	DNS names
	Comments

	eGov/Enspier
	192.168.1.1
	portal.eauth.gov
	Common Portal

	Computer Associates
	192.168.2.1
	ewacdemo10.ca.com
	 

	 
	192.168.2.2
	ewacdemo20.ca.com
	 

	 
	192.168.2.3
	ewacdemo30.ca.com
	 

	 
	192.168.2.11
	ewacdemo11.ca.com
	 

	 
	192.168.2.21
	ewacdemo21.ca.com
	 

	 
	192.168.2.31
	ewacdemo31.ca.com
	 

	DataPower
	192.168.3.?
	?.datapower.com
	 

	Entegrity
	192.168.4.1
	aaremote.entegrity.com
	 

	Entrust
	192.168.5.1
	wcamkhokhani1.entrust.com
	 

	Hewlett Packard
	192.168.6.?
	merlot.hp.com
	 

	Oblix
	192.168.7.1
	saml-interop.oblix.com
	 

	OpenNetwork
	192.168.8.1
	fed1.ont.com
	 

	PingID
	192.168.9.1
	rsademo.pingid.com
	 

	 
	192.168.9.2
	idp.rsademo.pingid.com
	 

	RSA Security
	192.168.10.1
	jackson.rsa.com
	 

	 
	192.168.10.2
	clemens.rsa.com
	 

	Sun
	192.168.11.2
	saml2.sun.com
	 

	Trustgenix
	192.168.12.1
	saml-ap.trustgenix.com
	 

	 
	192.168.12.2
	saml-rp.trustgenix.com
	 


A.2. SAML Configuration Data

This section contains the URL’s, Issuer Strings, SourceID’s, etc. for each interop participant.

· eGov/Enspier

 

	Portal URL
	http://portal.eauth.gov


· Computer Associates

 

	Issuer
	 CA-SAML

	IdP SOAP Binding Service  (SBS) URL
	 https://ewacdemo11:8443/spg/services/StandardPolicyGateway

	IdP Authn page URL (BAP)
	 https://ewacdemo21.ca.com/CAT/SignIn.aspx

	IdP Authn page URL (BPP)
	 N/A

	BAP SourceID (Base64)
	 OM04zJcrlmlarCTFSjmGi8L7c58=

	BAP SourceID (Hex)
	 38cd38cc972b96695aac24c54a39868bc2fb739f

	SP SBS Basic Auth User ID/Pwd
	 ca/ca

	SP BAP Artifact Receiver Svc URL
	 https://ewacdemo21.ca.com/CAT/Default.aspx

	SP BPP Assertion Consumer Svc URL
	 N/A

	SP Demo App URL
	 https://ewacdemo21.ca.com/CAT/Default.aspx

	Subject Name Qualifier
	 CA eTrust

	eAuthentication AAID
	 

	eAuthentication CSID (BAP)
	 

	eAuthentication CSID (BPP)
	 


· DataPower

 

	Issuer
	 

	IdP SOAP Binding Service  (SBS) URL
	 

	IdP Authn page URL (BAP)
	 

	IdP Authn page URL (BPP)
	 

	BAP SourceID (Base64)
	 

	BAP SourceID (Hex)
	 

	SP SBS Basic Auth User ID/Pwd
	 datapower/datapower

	SP BAP Artifact Receiver Svc URL
	 

	SP BPP Assertion Consumer Svc URL
	 

	SP Demo App URL
	 

	Subject Name Qualifier
	 

	eAuthentication AAID
	 

	eAuthentication CSID (BAP)
	 

	eAuthentication CSID (BPP)
	 


· Entegrity

 

	Issuer
	http://aaremote.entegrity.com 

	IdP SOAP Binding Service  (SBS) URL
	https://aaremote.entegrity.com:8004/Responder

	IdP Authn page URL (BAP)
	https://aaremote.entegrity.com:8002/login.jsp?SAMLProfile=artifact 

	IdP Authn page URL (BPP)
	https://aaremote.entegrity.com:8002/login.jsp?SAMLProfile=post 

	BAP SourceID (Base64)
	2lmKrMnrJUUeDw4A8OIT5sscLo8= 

	BAP SourceID (Hex)
	da598aacc9eb25451e0f0e00f0e213e6cb1c2e8f 

	SP SBS Basic Auth User ID/Pwd
	entegrity/entegrity

	SP BAP Artifact Receiver Svc URL
	https://aaremote.entegrity.com:8002/ArtifactConsumer

	SP BPP Assertion Consumer Svc URL
	https://aaremote.entegrity.com:8002/AssertionConsumer

	SP Demo App URL
	https://aaremote.entegrity.com:8002/application/zoo.jsp

	Subject Name Qualifier
	http://www.entegrity.com

	eAuthentication AAID
	3204

	eAuthentication CSID (BAP)
	 

	eAuthentication CSID (BPP)
	 


· Entrust

 

	Issuer
	entrust.com

	IdP SOAP Binding Service  (SBS) URL
	https://wcamkhokhani1.entrust.com/GetAccess/SamlPortalAgent

	IdP Authn page URL (BAP)
	https://wcamkhokhani1.entrust.com:443/auth/Login

	IdP Authn page URL (BPP)
	 

	BAP SourceID (Base64)
	IRaaUObfHHVD5mi9bSnkcG6uxmk=

	BAP SourceID (Hex)
	21169A50E6DF1C7543E668BD6D29E4706EAEC669

	SP SBS Basic Auth User ID/Pwd
	entrust/entrust

	SP BAP Artifact Receiver Svc URL
	https://wcamkhokhani1.entrust.com:443/GetAccess/SamlPartnerAgent

	SP BPP Assertion Consumer Svc URL
	 

	SP Demo App URL
	https://wcamkhokhani.entrust.com:443/GetAccess/samldemo.jsp

	Subject Name Qualifier
	entrust.com

	eAuthentication AAID
	 

	eAuthentication CSID (BAP)
	 

	eAuthentication CSID (BPP)
	 


· Hewlett-Packard

 

	Issuer
	SelectAccess-SAML

	IdP SOAP Binding Service  (SBS) URL
	https://merlot.hp.com:9984/saml/responder

	IdP Authn page URL (BAP)
	https://merlot.hp.com:9985/idp/index.jsp

	IdP Authn page URL (BPP)
	https://merlot.hp.com:9985/idp/index.jsp?POSTProfile=

	BAP SourceID (Base64)
	6OAr9nt3Vhgj6GuvTIaJpVvORjk=

	BAP SourceID (Hex)
	e8e02bf67b77561823e86baf4c8689a55bce4639

	SP SBS Basic Auth User ID/Pwd
	hp/hp

	SP BAP Artifact Receiver Svc URL
	https://merlot.hp.com:9985/saml/consume

	SP BPP Assertion Consumer Svc URL
	https://merlot.hp.com:9985/saml/consume

	SP Demo App URL
	http://merlot.hp.com/CarDemo/

	Subject Name Qualifier
	http://merlot.hp.com:9981/idp/

	eAuthentication AAID
	 3208

	eAuthentication CSID (BAP)
	 

	eAuthentication CSID (BPP)
	 


· Oblix

 

	Issuer
	http://saml-interop.oblix.com

	Idp SOAP Binding Service  (SBS) URL
	https://saml-interop.oblix.com:8114/shareid/saml/ObSAMLResponderService

	IdP Authn page URL (BAP)
	https://saml-interop.oblix.com:8113/shareid/saml/ObSAMLTransferService?DOMAIN=artifact

	IdP Authn page URL (BPP)
	https://saml-interop.oblix.com:8113/shareid/saml/ObSAMLTransferService?DOMAIN=post

	BAP SourceID (Base64)
	ABHeIzmT0OY2JSFlOIDhXEZJj1Q=

	BAP SourceID (Hex)
	0011de233993d0e6362521653880e15c46498f54

	SP SBS Basic Auth User ID/Pwd
	oblix/oblix

	SP BAP Artifact Receiver Svc URL
	https://saml-interop.oblix.com:8113/shareid/saml/ObSAMLReceiverService

	SP BPP Assertion Consumer Svc URL
	https://saml-interop.oblix.com:8113/shareid/saml/ObSAMLReceiverService

	SP Demo App URL
	http://saml-interop.oblix.com/dealernet

	Subject Name Qualifier
	dc=wwm,dc=oblix,dc=com

	eAuthentication AAID
	 3206

	eAuthentication CSID (BAP)
	 

	eAuthentication CSID (BPP)
	 

	Generic SAML IDP-First URL (come here for BOTH eGov and SAML IdP-Site-First)
	http://saml-interop.oblix.com/idp.html


· OpenNetwork

 

	Issuer
	urn:ont.com

	IdP SOAP Binding Service  (SBS) URL
	https://fed1.ont.com/samlws/saml.asmx

	IdP Authn page URL (BAP)
	https://fed1.ont.com/bapits/its.aspx 

	IdP Authn page URL (BPP)
	https://fed1.ont.com/bppits/its.aspx 

	BAP SourceID (Base64)
	jWPD1X8aEikDmEikP2b/Go5/3YI=

	BAP SourceID (Hex)
	8d63c3d57f1a1229039848a43f66ff1a8e7fdd82

	SP SBS Basic Auth User ID/Pwd
	opennetwork/opennetwork

	SP BAP Artifact Receiver Svc URL
	https://fed1.ont.com/acs/acs.aspx 

	SP BPP Assertion Consumer Svc URL
	https://fed1.ont.com/acs/acs.aspx 

	SP Demo App URL
	https://fed1.ont.com/demo/demo.aspx 

	Subject Name Qualifier
	ont.com

	eAuthentication AAID
	3209

	eAuthentication CSID (BAP)
	8221

	eAuthentication CSID (BPP)
	8222


· PingID

 

	Issuer
	PingID-SAML

	IdP SOAP Binding Service  (SBS) URL
	https://idp.rsademo.pingid.com/soap

	IdP Authn page URL (BAP)
	https://idp.rsademo.pingid.com

	IdP Authn page URL (BPP)
	https://idp.rsademo.pingid.com

	BAP SourceID (Base64)
	XD8S9K3oipHnijka9FELd72j9g4=

	BAP SourceID (Hex)
	5c3f12f4ade88a91e78a391af4510b77bda3f60e

	SP SBS Basic Auth User ID/Pwd
	pingid/pingid

	SP BAP Artifact Receiver Svc URL
	https://rsademo.pingid.com/gateway

	SP BPP Assertion Consumer Svc URL
	https://rsademo.pingid.com/gateway

	SP Demo App URL
	http://rsademo.pingid.com

	Subject Name Qualifier
	idp.rsademo.pingid.com

	eAuthentication AAID
	 3207

	eAuthentication CSID (BAP)
	 

	eAuthentication CSID (BPP)
	 


· RSA Security

 

	Issuer
	_b29c7b732d4faabeca84fa7e2c5bedcfeaf40627

	IdP SOAP Binding Service  (SBS) URL
	https://clemens.rsa.com:7002/samlassertingparty/services/SamlRequest

	IdP Authn page URL (BAP)
	http://jackson.rsa.com/saml/idp/idpbap.asp

	IdP Authn page URL (BPP)
	http://jackson.rsa.com/saml/idp/idpbpp.asp

	BAP SourceID (Base64)
	BIU1phRD5d74ALKN2Oea+TlzE2g=

	BAP SourceID (Hex)
	048535a61443e5def800b28dd8e79af939731368

	SP SBS Basic Auth User ID/Pwd
	rsa/rsa

	SP BAP Artifact Receiver Svc URL
	https://clemens.rsa.com:7002/samlrelyingparty/RP

	SP BPP Assertion Consumer Svc URL
	https://clemens.rsa.com:7002/samlrelyingparty/RP

	SP Demo App URL
	http://jackson.rsa.com/saml/application/index.asp

	Subject Name Qualifier
	http://www.rsa.com/FIMMsubjects

	eAuthentication AAID
	3010

	eAuthentication CSID (BAP)
	8032

	eAuthentication CSID (BPP)
	8033


· Sun

 

	Issuer
	saml2.sun.com:443

	IdP SOAP Binding Service  (SBS) URL
	https://saml2.sun.com/amserver/SAMLSOAPReceiver

	IdP Authn page URL (BAP)
	https://saml2.sun.com/demo/BAPLogin.jsp

	IdP Authn page URL (BPP)
	https://saml2.sun.com/demo/BPPLogin.jsp

	BAP SourceID (Base64)
	uQP1n1yHC0CvnWjltlMUdnEAa8s=

	BAP SourceID (Hex)
	b903f59f5c870b40af9d68e5b653147671006bcb

	SP SBS Basic Auth User ID/Pwd
	sun/sun 

	SP BAP Artifact Receiver Svc URL
	https://saml2.sun.com/amserver/SAMLAwareServlet

	SP BPP Assertion Consumer Svc URL
	https://saml2.sun.com/amserver/SAMLPOSTProfileServlet

	SP Demo App URL
	https://saml2.sun.com/demo/app.jsp

	Subject Name Qualifier
	dc=sun,dc=com

	eAuthentication AAID
	 3011

	eAuthentication CSID (BAP)
	 

	eAuthentication CSID (BPP)
	 


· Trustgenix

 

	Issuer
	https://saml-ap.trustgenix.com:8443/tfs

	IdP SOAP Binding Service  (SBS) URL
	https://saml-ap.trustgenix.com:8443/tfs-soap/IDPSOAP_SAML11

	IdP Authn page URL (BAP)
	https://saml-ap.trustgenix.com:8443/ap/index.jsp?PP=BAP

	IdP Authn page URL (BPP)
	https://saml-ap.trustgenix.com:8443/ap/index.jsp?PP=BPP

	BAP SourceID (Base64)
	pNhwytm52wCkLKjhn14m4sk6jXU=

	BAP SourceID (Hex)
	a4d870cad9b9db00a42ca8e19f5e26e2c93a8d75

	SP SBS Basic Auth User ID/Pwd
	trustgenix /trustgenix

	SP BAP Artifact Receiver Svc URL
	https://saml-rp.trustgenix.com:8443/tfs/SPSSO_SAML11

	SP BPP Assertion Consumer Svc URL
	https://saml-rp.trustgenix.com:8443/tfs/SPSSO_SAML11

	SP Demo App URL
	https://saml-rp.trustgenix.com:8443/rp/index.jsp

	Subject Name Qualifier
	saml-ap.trustgenix.com

	eAuthentication AAID
	 3203

	eAuthentication CSID (BAP)
	 

	eAuthentication CSID (BPP)
	 


Appendix B. Interop Summary
Following the event, comments were solicited from the participants regarding the experience and any difficulties that arose. These are summarized as follows:

1. There were one or two vendor implementation bugs that were found during the event.  These were fixed or worked around during the testing.

2. Some participants did not follow the interop spec closely enough and this dragged out testing for some.

3. No bugs were found in the SAML specs themselves, although there were a number of “interpretation” questions discussed.

4. Most issues had nothing to do with SAML or the vendor implementations of SAML.  The main ones were:

a. The initial plan to use SSL mutual authentication on the SOAP channel caused numerous headaches, particularly with some IIS-based systems.  The testing was switched to use HTTP Basic Authentication over server-side SSL.  It was later discovered that the trusted root was not properly configured for IIS use, but this was extremely difficult fo debug.

b. Some implementations would not send the HTTP Basic Authentication unless the SOAP responder first sent a “401 authentication required”

c. One SOAP responder insisted on “Content-type: text/xml” and some clients were not sending it.

The following message was posted to the SSTC and saml-dev mailing lists following the conclusion of the interop event.

Hi folks,
            For those of you that couldn't attend, I thought I'd pass along some news regarding the SAML interoperability lab we held during the RSA2004 conference. The lab was hosted by RSA and sponsored by the General Services Administration (GSA) of the US government and by Sun Microsystems, who provided 19" LCD monitors for everyone to use.  Once I update the interop spec, I'll also post it and the press event slides to the SSTC repository.
 
Executive Summary:
 
We had 11 vendors participating in the interop.  We also had Enspier Technologies participating under contract to GSA. The vendors that participated in the event were Computer Associates, DataPower Technology, Entegrity Solutions, Entrust, Hewlett-Packard, Oblix, OpenNetwork, Ping Identity, RSA Security, Sun Microsystems, and Trustgenix.  
 
There were 2 key goals for the interop. First, we wanted to demonstrate SAML 1.1 interoperability for both Web SSO profiles and for general queries.  The other main goal was to show an interoperable implementation of the GSA eGov program's eAuthentication architecture that builds on top of SAML.  Also, given that the major change for SAML 1.1 dealt with improving XML DSIG interoperability, we certainly wanted to demonstrate this in the process. 
 
In my view, this exercise was an absolutely stunning success!  I offer my congratulations to every vendor that participated.  It was truly an honor to work with such a talented group of engineers and supporting cast. When we were done, every vendor had successfully completed everything they had planned to accomplish.  This was no small feat.  
 
The Details:
 
The general concept of the web SSO demo was to let a visitor to the booth sit at any vendor's display, start the demo at the portal or any of the asserting party or relying party web sites, use either of the SAML Web SSO profiles to gain access to an application at a relying party, and then use Web SSO to gain access to any other application at another relying party. We wanted to accomplish this using either a "generic SAML" or the eAuthentication demo use case.  
 
All vendors except DataPower implemented the Web SSO use cases, providing both the SAML 1.1 Web SSO Profile and eAuthentication demo scenarios.  All of these vendors supported the Browser/Artifact Profile and all but two supported the Browser/POST Profile. Enspier provided a portal that implemented the additional exchanges defined by the eGov program's eAuthentication architecture.  Each vendor implemented the AP and RP sides of these exchanges during the lab. The portal was also enhanced to support the generic SAML demo as well.
 
The SAML query use case was demonstrated by DataPower who implemented a simple web services-based demo utilizing SAML 1.1 Attribute Queries to the RSA Attribute Authority.  
 
The general plan was to begin testing on Sunday morning and finish by Tuesday evening.  A press and analyst event was scheduled first thing Wednesday morning with a private demo for them.  This was to be followed by public demonstrations all day on Wednesday and Thursday.  Our lab consisted of tables around the perimeter of a 20x20 foot booth on the conference exhibit hall floor.  Since the exhibit hall was open beginning on Monday evening, we had curtains put up outside the tables so we could work in relative privacy (this invoked several Wizard of Oz comments about the man behind the curtain ).  With most vendors sending 2 to 4 people to the lab, you can understand that things were pretty cramped at times, but we all made the best of it.  The curtains came down Tuesday at 5pm once the exhibit hall closed.  After sharing a pizza dinner, we all continued testing/debugging until our 10pm cutoff time. I thought it was great to see how lots of folks that had already completed their tests stuck around with their systems to help the others finish up.
 
With respect to the Web SSO demo, doing just the SAML asserting-party-site-first "click-through" testing of all vendors testing both BAP and BPP against all other vendors would have been a very good accomplishment.  But we didn't stop there.  We also did a "generic SAML" version of a portal-site-first and an application-site-first scenario, passing the web SSO "TARGET" parameter between sites.
 
And of course, since the lab was being sponsored by GSA, we also implemented 6 additional scenarios (BAP and BPP starting at 3 different sites) for the eAuthentication architecture.  Thus, most vendors had over 100 test cases to run.  We had a couple of late nights, but by Wednesday morning, everyone was ready.
 
The press event included opening remarks and introductions by Scott McGrath from OASIS, followed by comments from Steve Timchak from the GSA about why they wanted to sponsor the event and the importance of open standards to the GSA.  I then presented a few slides on the history and current work of the SSTC and a quick discussion of the demo they would see.  It was difficult for me to tell how many of the attendees were actually press and analysts (anyone care to venture a guess?), but it seemed well attended, especially considering a ferocious rain storm that hit SF and snarled traffic in town.
 
The exhibit hall was open 10am-5pm on Wednesday and Thursday.  Traffic to the booth was very steady and at times very hectic.  We had some excellent publicity during the conference, with moderators at the conference sessions reminding session attendees to come check us out. As Steve Anderson put it, the first 3 days were mentally exhausting and the last 2 days were physically exhausting.  I know it's going to take me a few days to recover!
 
The interop testing proved that the SSTC's goal of producing a quality SAML V1.1 specification that improved interoperability was convincingly achieved. We found no defects in the V1.1 standard.  One minor point of confusion did arise over why the spec requires that the value of a samlp:Status element must always be prefixed with a namespace declaration for the SAML protocol namespace. We can discuss whether we wish to change or clarify this on an upcoming SSTC call. But that was pretty much it.
 
Well, that's about all I can think of to say at this point.  If others would like to provide their thoughts on the event, please do so!
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