RSA Interop 2005 Demo Conference Call Minutes

Date:

January 5, 2005

Time:

6:00 PM EST

Recorder:
Bob Ciochon (Computer Associates)

Attendees:

Computer Associates, Enspier Technologies, Entrust, NTT, OASIS, Open Network, Oracle, RSA, Sun Microsystems

Decisions:

1. The latest version of the SAML Committee Drafts will be supported for the demo, since disruptive changes are not anticipated so close to finalizing the standards. 
2. Use cases will be divided into a base set for all vendors to support and an optional set that vendors may support.

3. The base use cases will be:

a. Web SSO <AuthnRequest> using HTTP Redirect
b. Web SSO <Response> in response to SP initiated <AuthnRequest> using HTTP POST

c. Web SSO <Response> unsolicited from idP using HTTP POST

d. Single Logout, idP Initiated using HTTP Redirect

e. Single Logout, SP Initiated using HTTP Redirect

f. eGov/eAuth Portal initiated SP and idP selection

4. X.509 subject name format will be used for the NameIdentifier of the SAML Subjects for the base use cases.
5. A fixed set of users will be defined for the base use cases.

6. Attributes will be passed in the Web SSO responses.  The attributes values will be defined by each idP provider, but the attribute names will be:

a. <MembershipLevel>

b. <EmailAddress>

c. <CommonName>

7. The Single Logout use cases will log the user out from all SP’s (sessions) they are logged into.

8. The Single Logout use cases will use a front-channel binding (did not decide which).
9. The eGov use case will be initiated from the eGov Portal only.  The Portal will allow selection of an SP (Agency Application) and idP (Credential Service).  The Portal will send the user to the SP (to a specific resource).  The Entity ID of the idP will be passed in the CSID query parameter.
10. Enspier will provide the GSA Portal for the demo.  Vendors will supply the entity ID’s and resource names it needs.

11. Single Logout will not be available from the GSA Portal.

12. A face to face dry run has been scheduled at GSA in Washington DC for February 2-4.  Details to follow.

Action Items:

1. Provide a document with the configuration details for each use case and the demo setup overall (similar to what was produced last year) – Bob Ciochon (CA) 
2. Supply travel information for the dry run – Terry McBride (Enspier)

3. Propose optional/advanced use cases via email, to be discussed/finalized on the next call – Bob Ciochon (CA)

4. Create and maintain a tasklist for the Interop process – Andy Moir (OASIS), Brad Meehan (RSA), Bob Ciochon (CA)

5. Specify the user names for the base use cases – Bob Ciochon (CA)

Next Call:

January 12, 2005 (Wednesday), 6:00 PM EST

Discussion:
Bob Ciochon introduced himself as the technical lead for the RSA Interop.
Which version of the SAML V2.0 draft standards to use as the basis for the Interop was discussed.  The CD 3.0 version was initially suggested, but subsequent discussion pointed out that the standards are close to being finalized and any changes are more clarifications rather than modifications, so it was agreed that the latest published draft standards would be used, whatever they may be at the time.

The concept of having base and optional (advanced) use cases was proposed.  The base use cases were then suggested and discussed (see Decisions section above).
The NameIdentifier format was discussed.  Several people suggested using SAML Persistent ID’s.  The issues involved presented problems involving either many ID’s and/or the ability to terminate ID’s.  This evolved into a discussion about using federation and defederation to manage this, which had been suggested as an advanced use case on an earlier call.  It was finally decided that the base use cases would use X.509 subject names with a fixed set of users.  One question arose whether this implied using an LDAP user store, and it was explained that the format could be mapped to however the users were specified in each idP.

A discussion on the Web SSO use cases started with asking why no use of artifacts was suggested.  The survey results from the vendors showed that all vendors supported using the HTTP Redirect and HTTP POST bindings, but not all indicated interest in the HTTP Artifact binding, which was the basis for the choices.  A discussion then ensued about whether both SP and idP initiated login requests should be demonstrated.  Some discussion involved how the unsolicited responses worked.  It was decided that both would be supported and also that the HTTP POST binding would be used for all responses.
This led to a discussion of the eGov/eAuth/GSA architecture.  This architecture is based on SAML V1.1 and there were questions of how it fit with SAML V2.0.  A discussion of the architecture and the ability last year to demo it by starting at the GSA Portal, at an SP or at an idP ensued.  The discussion narrowed to the parameters that are passed as part of the eAuth architecture (AAID and CSID) and how to find an idP.  It was finally decided that the Portal would allow the user to select an SP and an idP and would redirect to the SP with a CSID of the selected idP.  It was agreed this use case would only be entered from the GSA Portal and not from the individual idP’s or SP’s.  It was requested that the CSID be the entity ID (URL) of the idP rather than a numeric value that has to be mapped.  Enspier will provide the Portal for the demo.  Each vendor will need to supply the entity ID of their idP and a resource to go to for their SP to Enspier for configuration.
The Single Logout use cases were agreed upon.  An earlier conference call suggested that the user could select which SP’s to logout from.  In the interest of simplicity, it was agreed that the logout would be to all SP’s the user is logged into.  Also, Single Logout will not be available from the GSA Portal.  It was agreed only front-channel bindings would be used for Single Logout.
It was suggested that attributes be passed in the Web SSO Responses and displayed on the web page.  It was suggested that the Marketing folks decide the attributes, but since time is short a decision was requested.  Suggestions included membership level, display name, postal address, email address and common name.  It was noted that assurance level was included last year for use with the GSA Portal, but it was hardcoded to 1 and is not required this time.  A group of attributes was agreed to (see Decisions section above).  It was also agreed we would have a fixed set of user names we all agree to, but the values for the attributes of those users do not need to match on every idP.
It was requested Bob Ciochon come up with a data flow as was provided last year.

It was confirmed GSA had offered their lab in Washington DC for our dry run testing on February 2-4.  Details for this will follow, but it is expected that full days will be used on the 2nd and 3rd, and the 4th will be a shorter day to allow people to fly out in the afternoon.

For the actual Interop, it was suggested people plan to arrive Saturday evening, February 12th.   Access will be available the 13th through the 15th.  The conference starts the 14th and the exhibit hall opens on the 15th.  The Interop demo booth is open the 16th and 17th, with all exhibits closing at 3:00 on the 17th.  Teardown will follow immediately.

A tasklist of things to be resolved, based on last year’s report from Rob Philpott, will be reviewed by Andy Moir, Brad Meehan and Bob Ciochon, and the tasks will then be actively pursued to make sure someone is assigned to each task.

It was noted that the DNS entries need to be created for the certs to be issued.  Sampo Kellomaki had volunteered to provide the certs, but he was not present to confirm this.

Finally, it was decided it was too late to discuss the optional use cases on this call.  An email will be sent to propose these, they will be discussed over email and then decided upon on next week’s call.

