RSA Interop 2005 Demo Conference Call Minutes

Date:

January 12, 2005

Time:

6:00 PM EST

Recorder:
Bob Ciochon (Computer Associates)

Attendees:
Computer Associates – Leo Laferriere, Sasha Matison

DataPower – Rebecca Xiong

Enspier Technologies – Dave Silver

Entrust – Mark Joynes, Mehul Khokhani, Thomas Wisniewski

NTT – Shin Adachi, Yuzo Koga

Oasis – Dee Schur

Open Network – Steve Anderson

Oracle – Damien Carru, Ari Kermaier
RSA – Brad Meehan, Rob Philpott

Sun – Adam Dong

Trustgenix – Greg Whitehead

Decisions:

1. A link will be provided to return to the eAuthentication Portal for all eAuthentication use case SP’s (Agency Applications). 
2. The Single Logout use cases will use the HTTP Redirect binding.

3. The browsers supported for the Interop will be Internet Explorer 6.0 and Mozilla Firefox 1.0.

4. A maximum of 2 people per vendor may attend the Interop dry run.

5. Two optional use cases were decided.  Both use cases must be supported together on an idP (not just one or the other):

a. Federation of SP and idP user ID’s (HTTP Redirect/POST)
b. Defederation of SP and idP user ID’s (HTTP Redirect)
6. The optional use case scenario will be:

a. Show federation of SP and idP user ID’s

b. Perform single logout (from base use case)

c. Perform Web SSO using federated ID (from base use case, but using federated ID)

d. Defederate SP and idP user ID’s
7. The choice of the basic Web SSO use case or the optional federation use case is determined by the user ID entered.
Action Items:

1. In progress - Provide a document with the configuration details for each use case and the demo setup overall (similar to what was produced last year) – Bob Ciochon (CA) 
2. Complete - Supply travel information for the dry run – Terry McBride (Enspier)

3. Complete - Propose optional/advanced use cases via email, to be discussed/finalized on the next call – Bob Ciochon (CA)

4. Complete - Create and maintain a tasklist for the Interop process – Andy Moir (OASIS), Brad Meehan (RSA), Bob Ciochon (CA)

5. In progress - Specify the user names for the base use cases – Bob Ciochon (CA)

6. New – Naming convention for users and passwords in optional use case – Bob Ciochon (CA)
7. New – Need the names of attendees from each company for the dry run – Dee Schur/Andy Moir (OASIS)

8. New – Gather information from each company for issuing certs – Bob Ciochon (CA)

9. New – Verify vendors are going to support the base use cases, and which will support the optional use case – Bob Ciochon (CA)

Next Call:

January 19, 2005 (Wednesday), 6:00 PM EST

Discussion:
The call began with a brief discussion on some eAuthentication Portal use case issues.  Enspier has asked whether the SP (Agency Application) for the eAuthentication use case was going to be the same one as for the Web SSO use cases for most vendors.  The general concensus was that it would be the same.  A new requirement was added that the SP website used for the eAuthentication use case needed to have a link to redirect back to the eAuthentication Portal.  In response to a question, Dave Silver clarified the difference between the eAuthentication and Web SSO use cases.

Some additional items were clarified for the Interop.  The single logout use case will use the HTTP Redirect binding.  The browsers to be supported are IE 6.0 and Mozilla Firefox 1.0.  A question was raised concerning if the <SubjectConfirmation> element was required.  Rob Philpott quickly researched this and confirmed it was needed.  This lead to a general agreement that we would support what was in the standard and not deviate from it to simplify the scenarios.

It was noted that a new version of the SAML V2.0 standards were being voted on.  The ballot closes this Friday and if passed, the new docs will be posted on Saturday.  This will be CD 04.  An email will be distributed with a link to the OASIS page with the new standards if it passes.

Bob Ciochon again asked if someone could supply certificates for the dry run and Interop, as he has not been able to get in touch with someone at Symlabs for this.  Dee Schur said she would try to contact them.  People agreed this would be very good to have for the dry run.  The information for the certs needs to be gathered, and Bob Ciochon said he would send an email and request the information from each vendor.  Like last year, /etc/host files will be used for the machine addresses, so each vendor will have their own domain on the private network used at the interop.
Regarding the dry run, Dave Silver was asked about logistics for it.  We determined there were 13 vendors who potentially would attend.  It was requested that a maximum of 2 people from each vendor attend.  It was assumed each would have a laptop and network connections should be available for all.  It was noted that if all companies sent 2 people the GSA lab would be very “cozy”, but still livable.  Even so, every vendor is encouraged to attend, as this will make the Interop setup immensely easier.  Enspier needs the names of all attendees for the dry run.   OASIS will send an email to request that information from each vendor.

Several questions arose regarding possible situations at the Interop.  One was how to handle if one vendor’s idP doesn’t work with another vendor’s SP.  For the individual idP or SP, it is a configuration item, but what about the eAuthentication Portal, where all idP’s and SP’s should be listed?  This was not resolved.  Another question arose regarding if a vendor needs to support all use cases.  This was directed at DataPower, as it was stated that last year they supported a single use case and only worked with a single vendor.  It was requested Bob Ciochon follow up to make sure all vendors supported the base use cases.
The final item discussed was the optional use case and scenarios.  Tom Wisniewski had sent an email with a proposed scenario, which was used as the basis for the discussion (thanks Tom).  After some general discussion, an evaluation was done on whether an attribute query should be part of the use case.  It was generally agreed this was secondary to showing federation and should not be included in the same scenario as federation as it made demonstrating the functionality too involved.   It was agreed that federation would be the emphasis of the optional use case.  It was argued that showing the federation process itself was not engaging enough for the demo and that ID’s should be federated prior to the demo and the results of federation should be what was shown.  However, a majority said this too closely resembled the existing Web SSO base use case, so showing the federation was decided upon.  Defederation was included as part of the scenario, but it was noted it needed to be done whether it was shown to a customer or not.  It was decided that idP’s which support the optional use case must support both federation and defederation of users.  The users and passwords will be decided by Bob Ciochon.  Each vendor will only use there assigned users for federation.  Each idP supporting the optional use case will need to have all vendor’s users defined.  One final question was if this was truly an optional use case or did all vendors plan to support it.  CA noted they did not plan to support it, so it was deemed optional for vendors.
