RSA Interop 2005 Demo Conference Call Minutes

Date:

January 19, 2005

Time:

6:00 PM EST

Recorder:
Bob Ciochon (Computer Associates)

Attendees:
Computer Associates – Leo Laferriere, Sasha Matison

Enspier Technologies – Dave Silver

Entrust – Mark Joynes, Thomas Wisniewski, Scott Tullison
NTT – Shin Adachi, Yuzo Koga

Oasis – Andy Moir
Open Network – Steve Anderson

Oracle – Damien Carru, Ari Kermaier
RSA –Rob Philpott

Sun – Adam Dong

Trustgenix – Greg Whitehead

Decisions:

1. CD 04 of the SAML V2.0 specifications will be the standard for the interop. 
2. DataPower will be providing the certificate authority for the interop.

3. A <RequestedAuthnContext> element will be optional, not required.  Authentication for all the use cases will be by password.
4. A <SubjectLocality> element will not be sent.  This may change depending on the results at the dry run.
5. A single password, “saml2005”, will be used for all user ID’s for both the base and optional use cases.

6. Separate lists of SP’s and idP’s will be used for the demo.  One set will be for the base use cases and the second for the optional scenario.

7. An explicit request for federation of the user will not be done in the optional scenario.  A <Consent> element is not required to be sent.
8. For all use cases, the local user ID and the returned subject name should be displayed to the user along with the returned attributes from the <Response>.  
Action Items:

1. Complete - Provide a document with the configuration details for each use case and the demo setup overall (similar to what was produced last year) – Bob Ciochon (CA) 
2. Complete - Specify the user names for the base use cases – Bob Ciochon (CA)

3. Complete – Naming convention for users and passwords in optional use case – Bob Ciochon (CA)
4. In progress – Need the names of attendees from each company for the dry run – Dee Schur/Andy Moir (OASIS)

5. In progress – Gather information from each company for issuing certs – Bob Ciochon (CA)

6. In progress – Verify vendors are going to support the base use cases, and which will support the optional use case – Bob Ciochon (CA)

7. New – Detail how the eAuthentication Portal will keep track of logins and will reset the login – Enspier

Next Call:

January 26, 2005 (Wednesday), 6:00 PM EST

Discussion:
The call started with some announcements.  CD 04 of the SAML V2.0 standards had been submitted and would be used for the Interop.  Rich Salz from DataPower has volunteered to host the CA for the dry run and Interop.  A list of the dry run participants signed up thus far has been distributed by Andy Moir.  Bob Ciochon has distributed an email requesting information from vendors for the certificates and the Interop in general.  The Marketing call for Jan. 19 was cancelled.  The next Marketing call will be Jan 26 at 4:00 EST.
The discussion then centered around the SAML Interop Guidelines doc from Bob Ciochon and the questions raised by Tom Wisniewski.  The base use case questions were covered first.
eAuthentication Portal use case - Tom Wisniewski and Adam Dong raised questions on how the eAuthentication Portal was going to keep track of users who had logged in and raised concerns regarding the use of cookies for this.  Dave Silver from Enspier said he would get someone to respond to the questions via email.

Section 5.2.1, item 1 – There was a discussion on whether a specific <RequestedAuthnContext> should be required.  The Guidelines stated it should be password.  The consensus agreed it should be optional whether this element is included.  It was noted that all user authentication will be by password.
Section 5.2.1 item 2 – The Guidelines stated <SubjectLocality> should include an IP address but not a DNS name.  Rob Philpott noted that last year some vendors had problems with DNS lookup, so the IP was used.  After some discussion it was agreed that <SubjectLocality> would not be sent at all.  This decision is pending real world Interop testing with the vendors to make sure everyone works without it.

Section 5.2.2 item 1 – It was discussed whether there should be more than the 3 attributes named in the Guidelines.  It was agreed that it would just involve more configuration for the vendors without much gain in the demonstration, so it was kept at those 3.
Section 8.1.4 – It was discussed whether to have the passwords set to the same value as the user ID’s, or to have a single password that was used for every user.  The consensus was a single password, and the initial value people agreed to try was “saml2005”.

Section 5.1 – Should we publish what the format of the X.509 subject name is for each vendor?  Every vendor will have a “uid=xxx”.  It was basically decided that each vendor will always return the same additional information, but it will vary from vendor to vendor.  So RSA may return “uid=bob, o=rsa, c=US”, while Entrust may return “uid=bob, o=entrust.com”.   It was not decided to publish it at this time.
The optional use case scenario, demonstrating federation, was discussed next.

Section 3.2, item 8 – Will the demo always login at the SP or can they start by logging in at an idP?  While everyone recognized either is possible, it was decided to keep the scenario as logging into the SP first.  This will allow a consistent demo script to be provided to the staff that will do the demos.
Section 6, item 3 – From the last call, it was agreed that the user name entered at the idP would determine if it was a base use case Web SSO or the optional use case.  After further evaluation, it seems this may be non-intuitive to customers and demo staff.  One suggestion was to overload the <AllowCreate> element of the <NameIDPolicy> on the <AuthnRequest>.  If <AllowCreate> was false or missing, it was a base use case, if present and true it was the optional use case.  That was not agreed to.  What was agreed upon are 2 lists of providers for both SP and idP, one containing the entries for the base use cases and the other with the entries for the optional use case.  
Section 3.2, item 4 – It was discussed if the user should have to explicitly agree to federate accounts in the demo or have it done implicitly.  It was agreed to have it done implicitly.  The <Consent> field is not required.  It was agreed that the <NameID> and the user name be displayed to the user to show that a persistent ID was returned and mapped to a local user ID.
