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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards 
bodies (ISO member bodies). The work of preparing International Standards is normally carried out 
through ISO technical committees. Each member body interested in a subject for which a technical 
committee has been established has the right to be represented on that committee. International 
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. 
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of 
electrotechnical standardization.

SAE International is a global association of more than 128,000 engineers and related technical experts 
in the aerospace, automotive and commercial-vehicle industries. Standards from SAE International 
are used to advance mobility engineering throughout the world. The SAE Technical Standards 
Development Program is among the organization's primary provisions to those mobility industries 
it serves aerospace, automotive, and commercial vehicle. These works are authorized, revised, and 
maintained by the volunteer efforts of more than 9,000 engineers, and other qualified professionals 
from around the world. SAE subject matter experts act as individuals in the standards process, not 
as representatives of their organizations. Thus, SAE standards represent optimal technical content 
developed in a transparent, open, and collaborative process.

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1 and the SAE Technical Standards Board Policy. In particular, 
the different approval criteria needed for the different types of ISO documents should be noted. This 
document was drafted in accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www 
.iso. org/ directives).
Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. ISO and SAE International shall not be held responsible for identifying any or all such 
patent rights. Details of any patent rights identified during the development of the document will be in 
the Introduction and/or on the ISO list of patent declarations received (see www. iso. org/ patents).
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AVPDL 15288 (SDLC system) 12207 (SDLC software) 26262 (safety) 21434 (cybersecurity)

organization processes technical processes technical processes

management of functional safety overall cybersecurity management

supporting processes
project dependent cybersecurity 

management

foundation phase N/A N/A concept phase concept

requirements phase
requirements definition requirements definition safety requirements cybersecurity requirements

requirements analysis system requirements analysis hazard analysis / risk assessment cybersecurity assessment

design phase architectural design system architectural design architectural design cybersecurity design

implementation phase
implementation implementation implementation development

integration system integration

integration and verification integration and verification
verification phase

verification system qualification testing

transition
software installation

software acceptance support
release phase validation production production

operation phase
operation software operation

operation, service and 
decommissioning

continuous cybersecurity activities

maintenance software maintenance operation and maintenance

decommissioning phase disposal software disposal decommissioning

supplier processes agreement processes agreement processes supporting processes distributed cybersecurity activities

AVPDL – Autonomous Vehicle Product Development Lifecycle
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How Standards Inform the AVCDL
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Phases and Requirements
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Process Flows
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Traceability
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AVCDL on GitHub
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AVCDL Material

9https://github.com/nutonomy/AVCDL

https://github.com/nutonomy/AVCDL


SARIF-relevant Processes
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SARIF Field Compatibility
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Process

SARIF element

Context Run Test
Finding

Location Issue
Static Analysis

Common Common

Checker File / Line Violation
Threat Modeling Rule Graph Edge Violation

Fuzz Testing Checker File / Line Fault
Dynamic Analysis Checker (variable resolution location) Failure

Penetration Testing Test Test Step Failure



Why Extend SARIF? (Static è Systematic)
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• Body of Knowledge (standard and practitioners)

• Automation

• Consistency

• Scale

• Supply Chain (data interchange)

• Single Source of Truth



Consistency – Threat Prioritization Process
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