7.3.1 Inheritance and Annotation

The inheritance rules for annotations are consistent with the common annotation specification, JSR 250 [JSR-250].
The following example shows the inheritance relations of intents on classes, operations, and superclasses.

package services.hello;

import org.oasisopen.sca.annotation.Authentication;


import org.oasisopen.sca.annotation.Integrity;


@Integrity(“transport”)

@Authentication

public class HelloService {


@Integrity 


@Authentication(“message”)


public String hello(String message) {...}


@Integrity 


@Authentication(“transport”)


public String helloThere() {...}

}

package services.hello;



import org.oasisopen.sca.annotation.Authentication;

import org.oasisopen.sca.annotation.Confidentiality;
@Confidentiality(“message”)

public class HelloChildService extends HelloService {


@Confidentiality(“transport”)


public String hello(String message) {...}


@Authentication


String helloWorld() {...}

}

Example 2a.  Usage example of annotated policy and inheritance.

The effective intent annotation on the helloWorld method of HelloChildService is @Authentication and @Confidentiality(“message”).

The effective intent annotation on the hello method of HelloChildService is @Confidentiality(“transport”). 
The effective intent annotation on the helloThere method of HelloChildService is @Integrity and @Authentication(“transport”), the same as for this method in the HelloService class.

The effective intent annotation on the hello method of HelloService is @Integrity and @Authentication(“message”).
Table 1 below shows the equivalent declarative security interaction policy of the methods of the HelloService and HelloChildService implementations corresponding to the Java classes shown in Example 2a.

	
	Method

	Class
	hello()
	helloThere()
	helloWorld()

	HelloService
	integrity

authentication.message
	integrity

authentication.transport
	

	HelloChildService
	confidentiality.transport
	integrity

authentication.transport
	authentication
confidentiality.message

































Table 1.  Declarative intents equivalent to annotated intents in Example 2a.

