External SCA Policy Attachment

Motivation

In some cases it may be desirable to associate Polcy with SCDL artefacts without changing the SCDL itself.  This may be because you do not own the SCDL or are not authorized to change it or merely to allow the Policies to be associated with SCDL artefacts in a simple and flexible manner.

Proposal

Suggest adding an element called PolicyAttachment to SCA Policy to support external attachment of intents, Policies and policySets to SCDL elements as illustrated below:

This follws the model of the PolicyAttachment element defined in WS-Policy.

<sca:PolicyAttachment … >

     <sca:PolicySubject>

            <x:DomainExpression/> +  // XPath identifying one or more SCDL elements

     </sca:PolicySubject>

     <sca:requires>  List of Intent Names </sca:requires> *

     <sca:policySet>  QName </sca:policySet> *

     <wsp:Policy>  … </wsp:Policy>

     <wsp:PolicyReference/> URI </wsp:PolicyReference>

   …

</sca:PolicyAttachment>

The proposed PolicyAttachment element has a child element called PolicySubject.  This contains as its value an XPath expression identifying one or more elements in a SCDL file.

Following the PolicySubject element can appear one or more of the following elements in any order:

· <requires> which  takes a list of intent names as its value

· policySet: a QName identifying a policySet

· wsp:Policy: a policy as defined by WS-Policy

· wsp:PolicyReference: a URI referring to a WS-Policy

The intents, policySets or Policies specified in these elements apply to the SCDL elements identified by the XPath.

Examples

Example 1 – Apply a policySet to all References

<sca:PolicyAttachment >

     <sca:PolicySubject>

            //reference

     </sca:PolicySubject>

    <sca:policySet>orcl:basicPolicies</sca:policySet>

</sca:PolicyAttachment>

This will apply the policySet identified by orcl:basicPolicies to all the references in the SCDL

Example 2 – Apply a policy by reference to a given message type

Assume that the SCDL file includes the following fragment

<service name="orcl:myService" 
<interface.wsdl   interface=”http://www.easyloans.org/apply#wsdl.interface(GetLoan)”/>



<binding uri=" …"/>
</service>
Assume further that the interface URL, when dereferenced, yields a WSDL definitions 1.1 file that includes the following fragment
<portType name="GetLoan">
       <operation name="apply">
          <input message="tns:ApplicationInput"/>
          <output message="tns:ApplicationOutput"/>
       </operation>
    <operation name="cancel" …>
       </operation>
       ...
</portType>
The external attachment element before will attach the policy identified by the wsp:PolicyReference element to the input message with the name tns:ApplicationInput.

<sca:PolicyAttachment >

     <sca:PolicySubject>

           /service[name=’orcl:myService’]/interface.wsdl/fn:doc(@interface)


/portType[name=’GetLoan’]/operation/input[name=’tns:ApplicationInput’]


     </sca:PolicySubject>

     <wsp:PolicyReference>http:www.orcl.com.basicEncryption.xml</wsp:PolicyReference>

</sca:PolicyAttachment>

Issue

Should we allow intents in External Policy Attachment?  The essential question here is whether External Policy Attachment files are processed before or after deployment.  If they are processed after deployment to facilitate runtime changes on policy, then there is no need for intents.

