7 Security Policy
<snip>
7.3 Implementation Security Policy

SCA security model provides a policy reference mechanism which can specify security

implementation policy files external to the SCA composite document. Security implementation policy of component implementation such as EJB can be defined in J2EE deployment descriptor ejb-jar.xml which can be referred to by the policy reference document. Additionally SCA security model defines a security implementation policy that may be used by POJO component implementation as well as other type of component implementations.

7.3.1 Authorization and Security Identity Policy

Two policy assertions are defined which apply to implementations – Authorization and SecurityIdentity. Authorization controls who can access the protected SCA resources. A security role is an abstract concept that represents a set of access control constraints on SCA resources such as composites, components, and operations. The approach and scope of the mapping of role names to security principals is SCA runtime implementation dependent. Scope implies the set of artifacts contained by some higher-level artifact, so that a composite contains components, a component contains services and references, services and reference contain an interface, an interface contains operations.

Security Identity declares the security identity under which an operation will be executed. Both are represented as policy assertions that would be used within policySets created for implementations (i.e. implementation policies). The following policy assertions are defined:

<securityIdentity>
  <useCallerIdentity/>

  <runAs role="xs:NCName"/>
</securityIdentity>

The <useCallerIdentity> policy assertion specifies that an operation will be executed under the invoker’s principal.
The <runAs> policy assertion specifies the name of a security role. Any code so annotated will run with the permissions of that role. How runAs role names are mapped to security principals is implementation dependent.


Authorization declarations describe the role constraints on a composite, component, service or reference.
<authorization>

  <allow roles="listOfNCNames">

  <permitAll/>

  <denyAll/>

</authorization>

The <allow> element indicates that access is granted only by  principals whose role corresponds to one of the role names listed in the @roles attribute. How role names are mapped to security principals is implementation dependent (SCA does not define this).



The <permitAll/> and </denyAll> policy assertions grant or deny access to all principals,

respectively.



7.3.2 Implementation Policy Example

The following is an example implementation, written in Java. The AccountServiceImpl implements the AccountService interface, which is defined via a Java interface:

package services.account;

@Remotable

public interface AccountService{

public AccountReport getAccountReport(String customerID);

}

The following is a composite that contains an AccountServiceComponent, which should be accessible by anyone with the “customer” role.

<composite xmlns="http://www.osoa.org/xmlns/sca/1.0"

name="AccountService">

<component name="AccountServiceComponent">*

<implementation.java class="services.account.AccountServiceImpl"

policySets="acme:allow_customers"/>

</component>

</composite>

The following is what the policySet definition looks like for this case.

<policySet name="allow_customers">
   <authorization>
<allow roles="customers">
   </authorization>

</policySet>

7.3.3 SCA Component Container Requirements

SCA component containers MUST support the SCA policy intent model including annotated intent and policySets reference. Additionally SCA component containers MUST satisfy the following security management requirements.

7.3.4 Security Identity Propagation

SCA container MUST establish security identity when authentication is required based on the security intents before executing the SCA component implementation. The security identity under which the operation is executed is determined by the run-as security policy. It is either the user identity who invokes the SCA operation or the identity that represents the run-as security role. When an SCA operation invokes other SCA services, SCA component container must propagate the security identity along with the SCA request.

7.3.5 Security Identity Of Async Callback

In SCA async programming model, the security identity that executes the callback operation by default should be the same as security identity under which the original operation was executed.

7.3.6 Default Authorization Policy

It may happen that some operations are not assigned any security roles and are not marked as DenyAll or PermitAll. In the SCA deployment process, those operations must be assigned security roles or marked as DenyAll or PermitAll. At runtime time if any operations are not associated with any explicit authorization policy, no access control will be enforced on those operations, i.e., PermitAll.

7.3.7 Default RunAs Policy

Operations will be executed as if <useCallerIdentity/> were specified if no RunAs role policy is explicitly specified.

A: Schemas

A.1 XML Schemas

<?xml version="1.0" encoding="UTF-8"?>

<!-- (c) Copyright SCA Collaboration 2006, 2007 -->

<schema xmlns="http://www.w3.org/2001/XMLSchema"

targetNamespace="http://www.osoa.org/xmlns/sca/1.0"

xmlns:sca="http://www.osoa.org/xmlns/sca/1.0"

xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy"

elementFormDefault="qualified">

<include schemaLocation="sca-core.xsd"/>

<import namespace="http://schemas.xmlsoap.org/ws/2004/09/policy"

schemaLocation="http://schemas.xmlsoap.org/ws/2004/09/ws-policy.xsd"/>

<element name="intent" type="sca:Intent"/>

<complexType name="Intent">

<sequence>

<element name="description" type="string" minOccurs="0"

maxOccurs="1" />

<any namespace="##other" processContents="lax"

minOccurs="0" maxOccurs="unbounded"/>

</sequence>

<attribute name="name" type="NCName" use="required"/>

<attribute name="constrains" type="sca:listOfQNames" use="required"/>

<attribute name="requires" type="sca:listOfQNames" use="optional"/>

<anyAttribute namespace="##any" processContents="lax"/>

</complexType>

<element name="policySet" type="sca:PolicySet"/>

<complexType name="PolicySet">

<choice minOccurs="0" maxOccurs="unbounded">

  <element name="policySetReference"       
type="sca:PolicySetReference"/>

  <element name="intentMap" type="sca:IntentMap"/>

  <element ref="wsp:PolicyAttachment"/>

  <element ref="wsp:Policy"/>

  <element ref="wsp:PolicyReference"/>

  <any namespace="##other" processContents="lax"/>

</choice>

<attribute name="name" type="NCName" use="required"/>

<attribute name="provides" type="sca:listOfQNames"/>

<attribute name="appliesTo" type="string" use="required"/>

<anyAttribute namespace="##any" processContents="lax"/>

</complexType>

<complexType name="PolicySetReference">

<attribute name="name" type="QName" use="required"/>

<anyAttribute namespace="##any" processContents="lax"/>

</complexType>

<complexType name="IntentMap">

<choice minOccurs="1" maxOccurs="unbounded">

<element name="qualifier" type="sca:Qualifier"/>

<any namespace="##other" processContents="lax"/>

</choice>

<attribute name="provides" type="QName" use="required"/>

<attribute name="default" type="string" use="optional"/>

<anyAttribute namespace="##any" processContents="lax"/>

</complexType>

<complexType name="Qualifier">

<choice minOccurs="1" maxOccurs="unbounded">

<element name="intentMap" type="sca:IntentMap"/>

<element ref="wsp:PolicyAttachment"/>

<any namespace="##other" processContents="lax"/>

</choice>

<attribute name="name" type="string" use="required"/>

<anyAttribute namespace="##any" processContents="lax"/>

</complexType>

<element name="securityIdentity" type="sca:SecurityIdentity"/>

<complexType name="SecurityIdentity">
<choice>


<element name="useCallerIdentity" type="sca:UseCallerIdentity" maxOccurs="1"/>



<element name="runAs" type="sca:RunAs"/>
</choice>

</complexType>

<complexType name="UseCallerIdentity"/>

<complexType name="RunAs">

<attribute name="role" type="string" use="required"/>

</complexType>

<element name="authorization" type="sca:Authorization"/>

<complexType name="Authorization">
<choice>



<element name="allow" type="sca:Allow" maxOccurs="1"/>



<element name="permitAll" type="sca:PermitAll" maxOccurs="1"/>



<element name="denyAll" type="sca:DenyAll" maxOccurs="1"/>

</choice>

</complexType>


<complexType name="Allow">

<attribute name="roles" type="string" use="required"/>

</complexType>


<complexType name="PermitAll"/>


<complexType name="DenyAll"/>





<simpleType name="listOfNCNames">

<list itemType="NCName"/>

</simpleType>

</schema>
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