Suggested Wording for Issue 53

When writing policySets, care should be taken to ensure that the policies contained in the policySet always satisfy the intents included in the @provides attribute.  Specifically, when using WS-Policy [ref] the ‘optional’ attribute and the ‘exactlyOne’ operator should be avoided as this can result in alternative policies and uncertainty as to which alternative satisfies the advertised intents.

If the WS-Policy attribute “optional = ‘true’” is attached to a policy assertion, it leads to two policy alternatives, one that include and one that does not include the assertion.   During wire validation it is impossible to predict which of the two alternatives will be selected and, thus, whether the advertised intents are satisfied.   Similarly, if the WS-Policy operator ‘exactlyOne’ is used, it is impossible to tell during wire validation which of the assertions enclosed within the operator were used and, thus, whether the advertised intents are satisfied.

In view of the above, it is safest to use the following WS-Policy template to write policies for inclusion in policySets:

<wsp:Policy

        <wsp:All> 

            <Assertion 1/>

            <Assertion 2/>

                 ….

           <Assertion n/>

        </wsp:All>

</wsp:Policy>

It should also be noted that the section on Wire Validity specifies that the strict version of the WS-Policy intersection algorithm is used to establish wire validity and determine the policies to be used.  The strict version of policy intersection algorithm ignores the “ignorable” attribute on assertions.  This means that the ‘ignorable’ facility of WS-Policy cannot be used in policySets.

